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1
Day 39: Trump's Hormuz ultimatum, Israeli strikes on 85% of Iran's petrochemical capacity, and CISA AA26-

097A confirms Iranian PLC disruption inside US critical infrastructure

2 What's Changed Since v1.4 (19 March 2026)

Changes Since v1.4 Reference: INT-GSR-2026-IRANCONFLICT-v1.4 (19 March 2026)

19 Mar 2026 NEW DOJ seized four Handala domains following the Stryker wiper attack. FBI Director Kash Patel: "we took down four of their

operation's pillars and we're not done." First major US law enforcement disruption of an Iranian-linked persona during the

conflict (Section 7. Sources: Cybersecurity Dive, Foreign Policy)

27 Mar 2026 NEW Handala (MOIS-linked) breached the personal Gmail of FBI Director Kash Patel and published excerpts. Group framed the

breach as retaliation for the DOJ domain seizures and a US-Israeli strike on an Iranian school. First documented Iranian

cyber operation targeting a sitting US cabinet-level law enforcement official's personal account during this conflict

(Section 7. Sources: CNBC, Foreign Policy, The National, Cybernews)

late Mar 2026 NEW Handala doxxed 28 Lockheed Martin engineers based in Israel, leaking passport details, identification documents, and

residential addresses. Group threatened that the engineers' homes would become "missile targets." Establishes a

precedent of personal-targeting kinetic threats against named defense contractor employees based on cyber-leaked

address data (Section 7. Sources: Cyber Daily, Foreign Policy)

28 Mar 2026 NEW Houthi movement opened a new front, launching missiles and drones toward Israel and reactivating cross-front

coordination after a brief operational pause (Section 4. Sources: Wikipedia 2026 Iran war, ACLED)

01 Apr 2026 NEW Iran (IRGC) launched cruise missiles at the Panama-flagged tanker AQUA 1, leased to QatarEnergy, ~17 nautical miles NW

of Ras Laffan inside Qatari territorial waters. Qatar's air defenses intercepted two of three missiles; the third struck the

vessel above the waterline causing a fire. All 21 crew evacuated, no casualties. First Iranian offensive engagement of a

commercial vessel inside the sovereign waters of a GCC member state. IRGC claimed responsibility, alleging the vessel

had "ties with Israel" (Section 4. Sources: Euronews, Peninsula Qatar, The Defense Post, Windward Maritime Intelligence)

03-04 Apr 2026 NEW IAEA reported a projectile struck near Iran's Bushehr nuclear plant, killing one. Attribution and intent not publicly

determined (Section 4. Source: Al Jazeera)

05 Apr 2026 NEW Israel struck the Mahshahr Special Petrochemical Economic Zone in Khuzestan Province. Iranian state media reported at

least 5 killed and ~170 wounded. IDF conducted 272 strikes across 14 provinces with 184 reported casualties (Section 4.

Sources: PBS, Times of Israel, Argus Media)

06 Apr 2026 NEW Israel struck Iran's Asaluyeh petrochemical complex (the country's largest, ~50% of national petchem production).

Defense Minister Israel Katz stated that the IDF has now struck sites responsible for ~85% of Iran's petrochemical export

capacity. Mobin and Damavand utility companies supplying water and electricity to the plant also struck (Section 4.

Sources: Military.com, Jerusalem Post, FDD, Euronews, i24NEWS)

06 Apr 2026 NEW Pakistan, with Egypt and Turkey, delivered the "Islamabad Accord" two-phase ceasefire framework: an immediate truce

with Strait of Hormuz reopening, followed by 15-20 days of talks toward a broader settlement including Iranian non-

proliferation commitments, sanctions relief, and frozen-asset release. Iran rejected the temporary truce and stated

Hormuz "will not return to its previous condition unless the war is permanently stopped." Trump called the proposal "a

significant step" but "not good enough" (Section 4, 6. Sources: Al Jazeera, Iran International, Times of Israel, Axios)

06 Apr 2026 NEW Day 38: Trump press conference. Trump set 8�00 PM ET Tuesday April 7 as a "final" Hormuz reopening deadline. Trump:

"Every bridge in Iran will be decimated by 12 o'clock tomorrow night, where every power plant in Iran will be out of

business, burning, exploding and never to be used again... complete demolition by 12 o'clock, and it will happen over a

period of four hours if we wanted to." Trump separately stated he "doesn't know if he's winding down or escalating" the

war (Section 4, 6. Sources: CNN, NBC News, Bloomberg, NPR, The Hill, Boston Globe, Al Jazeera)

07 Apr 2026 NEW CISA, FBI, and NSA published joint advisory AA26-097A: "Iranian-Affiliated Cyber Actors Exploit Programmable Logic

Controllers Across US Critical Infrastructure." Confirms that since at least March 2026, an Iranian-affiliated APT group has

disrupted internet-exposed Rockwell Automation/Allen-Bradley PLCs across Government Services and Facilities, Water

and Wastewater Systems, and Energy sectors. "Some victims experienced operational disruption and financial loss."

Advisory references CVE-2021-22681 (PN1550) and SD1771 hardening guidance. Functionally retracts CISA Acting

Director Andersen's March 18 "steady state" framing. (Section 7. Sources: CISA AA26-097A, CyberScoop, TechCrunch,

Industrial Cyber)

07 Apr 2026 UPGRADED ↑ Casualty totals revised upward: Iran 1,900-2,076+ killed and 26,500+ wounded; Lebanon 1,461+ killed and 4,430+

wounded; Israel 19 killed (was 15); regional total 3,400+. US casualties remain 13 killed (Section 4. Sources: NPR,

NBC News, Bloomberg, Lebanon Health Ministry)

07 Apr 2026 UPDATED Brent crude trading $111-$114 per barrel, having peaked at $119 last week. Approximately 60% above pre-conflict

baseline (Section 4. Source: CNBC)

07 Apr 2026 UPGRADED ↑ Scenario probabilities updated: Most Dangerous increased to 65% (was 60%) on the Trump ultimatum and Iran's

rejection of the Islamabad Accord; Managed Escalation decreased to 25% (was 30%); Best Case increased to 10%

(was 5%) reflecting that a credible mediation framework now exists, even if rejected in its temporary form (Section

6)

07 Apr 2026 NEW Three new key judgments added on (a) AA26-097A confirmed PLC disruption inside US critical infrastructure, (b) Iranian

personal-targeting retaliation against named US officials, (c) the Hormuz ultimatum decision window through April 10

(Section 3)

16 Mar 2026 NEW OT/ICS threat layer added: CyberAv3ngers (IRGC-CEC) deploying IOControl malware against water utilities and fuel

management systems via internet-exposed Unitronics PLCs (Section 7)

16 Mar 2026 NEW APT34/OilRig sleeper access assessment: operationally silent since Feb 28, assessed as covert pre-positioning. Fox

Kitten/Pioneer Kitten profiled as initial access broker feeding VPN access to other Iranian groups (Section 7)

16 Mar 2026 NEW APT35/APT42 (Educated Manticore / Charming Kitten) human targeting layer: social engineering against journalists,

researchers, security experts. RedKitten campaign active January 2026. MFA token interception across 130+ domains (Section

7)

16 Mar 2026 NEW RMM supply chain risk: MuddyWater exploitation of CVE-2025-9316 (SolarWinds N-central) for mass downstream MSP

access. ESET assessment of MuddyWater as initial access broker for other Iranian APT groups (Section 7)

16 Mar 2026 NEW MOIS-cybercrime alliance: MuddyWater reportedly using Qilin ransomware-as-a-service infrastructure to conduct attacks on

Israeli hospitals, creating attribution confusion (Section 7)

16 Mar 2026 NEW Information operations playbook: Iran's documented pattern of claiming breach scope that exceeds verified evidence to force

premature public response. Pre-built communications protocol guidance added (Section 7, 8)

16 Mar 2026 NEW Electronic warfare / ELINT convergence: GPS/BeiDou asymmetry, GPS timing cascade risks to financial and telecom systems,

drone-borne SIGINT capability assessment (Section 7)

16 Mar 2026 NEW CISA degradation as structural risk multiplier: lost ~1/3 of workforce, temporary director reassigned, intelligence sharing with

private sector "dangerously slowed" (Section 7)

16 Mar 2026 NEW Wiper arsenal expanded analysis: 15+ families, several operating at MBR/boot level surviving standard reimaging. Ransomware-

as-wiper triage implications for incident responders (Section 7)

16 Mar 2026 NEW UN Security Council Resolution 2817 adopted (13-0, 2 abstentions) condemning Iran's attacks across the Gulf; co-sponsored

by 135 member states (Section 4)

16 Mar 2026 UPGRADED ↑ Most Dangerous scenario probability increased to 50%, now dominant scenario. Best Case decreased to 5% (Section

6)

16 Mar 2026 UPGRADED ↑ US casualties doubled to 13 killed; Lebanon casualties to 826+ killed, 1M+ displaced; Israel expanding ground invasion

toward Litani River (Section 4)

16 Mar 2026 UPGRADED ↑ Threat actor count expanded from 10+ to 15+ with addition of APT34/OilRig, APT35/APT42, CyberAv3ngers, Fox Kitten

profiles. Proxy ecosystem expanded to 60-80+ groups (Section 7)

16 Mar 2026 UPDATED Sector risk matrix: Water/Wastewater and MSPs/Technology added as critical-risk sectors. Influence Ops risk upgraded for

Financial Services and Government (Section 7)

16 Mar 2026 UPDATED Iran FM explicitly rejected ceasefire; Trump stated "not ready to make a deal." No diplomatic off-ramp visible (Section 4, 6)

17 Mar 2026 NEW 313 Team claimed Microsoft 365 / Exchange Online outage (March 16); Microsoft attributed to network infrastructure issue, not

cyberattack. Unverified claim. Same group also claimed DDoS against Romanian government sites, donaldjtrump.com,

Commerce Bank. Cyber Islamic Resistance claimed DDoS against Microsoft Store (Azure Front Door). Fundraising appeal for

hacker infrastructure posted to Telegram (Section 7)

17 Mar 2026 NEW APT IRAN (CyberAv3ngers-linked OT group) claimed responsibility for July 2025 Horizon Biofuels explosion in Fremont,

Nebraska that killed three people. No technical evidence provided. Assessed as unverified; no evidence of cyber involvement

has been identified. OSHA cited combustible dust violations at the plant (Section 7)

17 Mar 2026 NEW Israel killed three senior Iranian officials in targeted strikes: Intelligence Minister Esmail Khatib, security chief Ali Larijani, and

Basij force commander Gholamreza Soleimani. Iran retaliated by striking Saudi Arabia, Kuwait, UAE, and Tel Aviv, killing at least

two in Israel. IRGC naval officer Alireza Tangsiri issued threats against oil facilities "associated with America," warning workers

to evacuate (Sources: Time, Al Jazeera)

18 Mar 2026 NEW Senate Intelligence Committee hearing: DNI Gabbard testified regime "intact but largely degraded," conventional military

"largely destroyed." Gabbard admitted Iran was NOT rebuilding nuclear enrichment prior to war, undercutting stated

justification. Joe Kent (NCTC head) resigned in protest, stating he "cannot in good conscience support the ongoing war in Iran"

(Sources: CBS News, NPR, Washington Post, Al Jazeera)

18 Mar 2026 NEW CISA published Cyber Vulnerability Insights Estimate (CVIE): 136 CVEs targeted by Iranian actors, 3,100+ US critical

infrastructure entities confirmed exposed. CISA Acting Director Andersen stated "we're seeing a steady state, we have not

seen a rise in threat actor activity" (Sources: Qualys, CISA, The Record)

19 Mar 2026 NEW Israel struck South Pars natural gas field (world's largest). Iran retaliated against Saudi refineries in Riyadh and Qatar's Ras

Laffan LNG facility (world's largest), "extensively damaged." Qatar expelled Iranian military and security attaches within 24

hours. Saudi FM Prince Faisal warned "nonpolitical options are on the table." Oil surged to $115/barrel. Israel struck Iranian

Caspian Sea naval targets for first time. Lebanon nearing 1,000 killed. Trump threatened to "massively blow up" South Pars if

Qatar struck again (Sources: CNN, Al Jazeera)

19 Mar 2026 UPGRADED ↑ Scenario probabilities updated: Most Dangerous increased to 60% (was 50%), Managed Escalation decreased to 30%

(was 35%), Best Case remains at 5%. Gulf energy infrastructure exchange (South Pars vs Ras Laffan) and killing of

senior officials drives the shift (Section 6)

3 Eighteen key judgments frame the cyber risk landscape for Western organizations

Analytical judgments use standardized estimative language per ICD 203. Confidence levels reflect source quality and corroboration. See Sources & Methodology for the full

probability scale.

1 Iranian state-sponsored cyber actors will almost certainly escalate operations targeting US and allied

critical infrastructure in retaliation for Operation Epic Fury, consistent with Iran's established doctrine of

asymmetric response through cyber means when conventional military options are constrained.

HIGH ALMOST CERTAIN

2 Iranian-linked wiper malware campaigns, including BlueWipe, SewerGoo, and BeepFreeze assessed to be

linked to Agrius, will very likely target energy sector and financial services organizations within the next 30

days, mirroring the destructive patterns observed in prior geopolitical escalations (Shamoon 2012, 2016-17).

HIGH VERY LIKELY

3 Lemon Sandstorm, which has been pre-positioned inside critical national infrastructure for at least two years

according to Microsoft, will very likely activate dormant access within 14 days to conduct disruptive or

destructive operations against ICS/SCADA systems in the energy and water sectors.

HIGH VERY LIKELY

4 The Strait of Hormuz disruption will very likely remain in effect for six or more weeks, causing cascading

impacts on global supply chains, energy prices, and organizational operations that depend on Middle East

shipping lanes.

HIGH VERY LIKELY

5 A negotiated diplomatic off-ramp is very unlikely within the next 30 days. The appointment of hardliner

Mojtaba Khamenei as Supreme Leader, Iran's explicit rejection of ceasefire negotiations, and the expanding

scope of military operations across multiple countries make sustained conflict the baseline expectation.

MODERATE VERY UNLIKELY

6 An Iranian nuclear breakout attempt at surviving enrichment facilities is unlikely in the near term but cannot

be ruled out; such an event would dramatically escalate both the conventional and cyber dimensions of the

conflict.

LOW UNLIKELY

7 NEW  Iran's drone strikes on three AWS data centers in the UAE and Bahrain establish a precedent for

kinetic targeting of cloud infrastructure as a weapon of economic disruption. Organizations with single-

region cloud deployments in the Middle East, or with dependencies on Gulf-hosted services, very likely face

operational risk from further strikes on data center facilities in the conflict zone.

HIGH VERY LIKELY

8 NEW  The Stryker wiper attack demonstrates that Iranian actors will very likely weaponize legitimate

enterprise management tools (Microsoft Intune, SCCM, Jamf, Google Workspace MDM) for mass device

destruction rather than deploying custom wiper malware. This TTP bypasses endpoint detection and exploits

administrative trust relationships that most organizations have not hardened for adversarial use.

HIGH VERY LIKELY

9 The appointment of Mojtaba Khamenei as Supreme Leader, combined with Iran's rejection of ceasefire

negotiations and the IRGC's pledge of "complete obedience," almost certainly ensures that Iranian cyber

operations will intensify rather than de-escalate over the next 60 days, regardless of the conventional military

outcome.

HIGH ALMOST CERTAIN

10 NEW  IRGC-CEC's CyberAv3ngers will very likely target US water utilities and fuel management systems

through internet-exposed Unitronics PLCs (TCP port 20256) and IOControl malware. Small municipal water

treatment facilities with minimal cyber budgets and no 24/7 SOC coverage represent the most exposed

targets. CISA previously sanctioned six IRGC-CEC officials directing CyberAv3ngers operations.

HIGH VERY LIKELY

11 NEW  MuddyWater will very likely exploit upstream RMM vendor platforms for mass downstream access

across MSP client networks. The reported exploitation of CVE-2025-9316 in SolarWinds N-central, combined

with ESET's assessment that MuddyWater may function as an initial access broker for other Iranian groups,

makes RMM vendor compromise a potential force multiplier across the entire Iranian APT ecosystem.

MODERATE VERY LIKELY

12 NEW  APT34/OilRig likely maintains dormant access within US and Gulf financial and aviation networks

through DNS tunneling and supply chain compromise. The group has been operationally silent since February

28, which multiple analysts assess as covert pre-positioning rather than dormancy. Fox Kitten/Pioneer Kitten

very likely continues to function as an access broker, exploiting unpatched VPNs and edge devices to feed

compromised access to other Iranian groups.

MODERATE LIKELY

13 NEW  Iran will almost certainly deploy information operations that overstate the scope of successful

intrusions, using unsubstantiated breach claims to force premature public responses. For financial services

firms, an unsubstantiated claim of a major bank breach can move markets and inflict reputational damage

before the organization completes its assessment. Organizations without pre-built communications protocols

for responding to unverified Telegram claims will lose control of the narrative.

HIGH ALMOST CERTAIN

14 NEW  CISA's reduced operational capacity (approximately one-third of workforce lost, temporary director

reassigned, intelligence sharing with private sector assessed as "dangerously slowed") very likely increases

organizational exposure to all Iranian threat vectors. Organizations that plan their incident response around

federal early warning and information sharing should not assume that safety net is currently functioning at

normal capacity.

HIGH VERY LIKELY

15 NEW  Iran's GPS manipulation capability and BeiDou-3 integration likely enable asymmetric disruption of

GPS-dependent infrastructure. GPS provides timing signals used by financial networks, telecommunications,

and power grids; spoofing attacks can cascade into systems that depend on synchronized clocks without

touching a single network packet. Iran has hardened its own systems against GPS denial through BeiDou

integration while preserving its ability to jam others.

MODERATE LIKELY

16 NEW  CISA, FBI, and NSA joint advisory AA26-097A (07 April 2026) almost certainly represents the first

government-confirmed disclosure that Iranian-affiliated APT actors have caused operational and financial

disruption inside US critical infrastructure during this conflict, not merely attempted access. Organizations

operating internet-exposed Rockwell Automation/Allen-Bradley PLCs (and PLCs of any manufacturer) in

Government Services, Water and Wastewater, and Energy sectors face active disruption risk. The advisory

functionally retracts the March 18 "steady state" framing. Treat AA26-097A as the new operational baseline.

HIGH ALMOST CERTAIN

17 NEW  Following the Department of Justice seizure of four Handala domains on 19 March, Iranian MOIS-

linked personas very likely will continue personal-targeting retaliation against named US law enforcement,

intelligence, and defense officials and against named employees of Western defense contractors. The

Handala breach of FBI Director Kash Patel's personal Gmail (27 March) and the doxxing of 28 Lockheed

Martin engineers in Israel with explicit kinetic threats establish a precedent in which cyber operations are

explicitly framed as retaliation for law enforcement actions and as preparation for physical harm. Senior

officials and named defense employees should treat their personal accounts and home addresses as

operational threat surface.

HIGH VERY LIKELY

18 NEW  President Trump's 8�00 PM ET Tuesday April 7 ultimatum demanding Iran reopen the Strait of

Hormuz, combined with Iran's rejection of the Islamabad Accord temporary truce, likely forces a binary

outcome within 24-72 hours: either US strikes against Iranian civilian infrastructure (bridges, power plants)

commence, the deadline is quietly extended without consequence, or both sides accept a face-saving partial

step. The first outcome very likely triggers a third cycle of Iranian retaliation including expanded cyber

operations against US targets and additional Gulf energy strikes. Organizations should treat the period

through 10 April as an elevated retaliation window.

MODERATE LIKELY

4
Thirty-nine days in: Hormuz ultimatum, petrochemical export capacity destroyed, mediation framework

rejected

Day 39. Trump set a "final" 8�00 PM ET April 7 Hormuz reopening deadline, threatening to destroy "every bridge" and "every power plant in Iran" in a four-

hour campaign. Iran rejected the demand. Israel struck Asaluyeh (April 6, Iran's largest petrochemical complex) and Mahshahr (April 5); the IDF assesses

~85% of Iran's petrochemical export capacity has now been hit. The IRGC struck the QatarEnergy-leased tanker AQUA 1 inside Qatari territorial waters on

April 1. The Pakistan-Egypt-Turkey "Islamabad Accord" 45-day ceasefire framework was delivered April 6 and rejected by Iran in its temporary form. Houthis

opened a new front against Israel on March 28. CENTCOM reports 12,300+ targets struck. Casualties: Iran 1,900-2,076+ killed; Lebanon 1,461+; Israel 19; US

13; ~3,400 regional. Brent $111-$114 (peaked $119), ~60% above baseline. Today CISA, FBI, and NSA published joint advisory AA26-097A confirming Iranian

APT disruption of internet-exposed Rockwell/Allen-Bradley PLCs across US Government Services, Water and Wastewater, and Energy sectors with operational

and financial loss. The DOJ seized four Handala domains March 19; Handala retaliated March 27 by breaching FBI Director Patel's personal Gmail and

separately doxxed 28 Lockheed Martin engineers in Israel.

Timeline of Key Events

The conflict represents the most significant US military engagement in the Middle East since the 2003 invasion of Iraq and has now reached its most volatile

decision point since onset. Assessment (HIGH CONFIDENCE): Trump's 8�00 PM ET Tuesday April 7 ultimatum demanding Iran reopen the Strait of Hormuz,

combined with Iran's rejection of the Islamabad Accord temporary truce, places the conflict on a binary fork within the next 24-72 hours. Iran has strong

domestic incentives to reject the temporary framework; Trump has publicly committed to a strike package against Iranian civilian infrastructure. The

destruction of approximately 85% of Iran's petrochemical export capacity removes the regime's primary post-oil revenue stream and accelerates financial

collapse pressure, but also reduces Iran's incentive to preserve Gulf energy infrastructure from further retaliation. The April 1 AQUA 1 tanker strike inside

Qatari sovereign waters and the Bushehr incident expand the threat aperture to commercial shipping and nuclear sites respectively. Assessment (HIGH

CONFIDENCE): CISA AA26-097A is the most consequential cyber publication of the conflict to date because it transitions the official US position from

prediction to confirmation. The agency's prior "steady state" framing is no longer the operational baseline. The Handala/Patel Gmail breach and Lockheed

Martin doxxing demonstrate that Iranian MOIS-linked personas will respond to law enforcement disruption with personal-targeting retaliation against named

officials and named defense contractor employees, expanding the threat aperture from corporate networks to executive home offices, personal accounts, and

physical security of named individuals. The combination of confirmed PLC disruption, an expanding threat landscape, the most severe escalation decision

window since onset, and the diplomatic deadlock places the next 72 hours as the highest-stakes period of the conflict to date.

5 Six state actors and four non-state groups drive escalation dynamics

The conflict involves a complex web of state and non-state actors with divergent interests. Understanding each actor's objectives, capabilities, and current

posture is essential for anticipating both kinetic and cyber escalation pathways.

United States STATE ACTOR

OBJECTIVES

Neutralize Iranian nuclear program; degrade IRGC military capability;

demonstrate deterrence credibility; protect Gulf state allies

CAPABILITIES

Full-spectrum military power; US Cyber Command offensive operations;

Five Eyes intelligence sharing; carrier strike groups in theater

CURRENT POSTURE

↑

5,500+ targets struck; 13 killed, ~140 wounded. Senate hearing: DNI

Gabbard testified regime "intact but largely degraded"; admitted no

nuclear rebuilding prior to war. NCTC head Joe Kent resigned in protest.

Trump threatened to "massively blow up" South Pars if Qatar struck

again. CISA published CVIE: 136 CVEs, 3,100+ entities exposed. Prior:

actively considering special forces operations; "most intense day of

strikes" declared March 10

Israel STATE ACTOR

OBJECTIVES

Eliminate Iranian nuclear threat; degrade Hezbollah supply lines; establish

long-term strategic deterrence against Iranian axis

CAPABILITIES

Advanced air force (F-35I); Unit 8200 cyber capabilities; Iron Dome / Arrow

missile defense; intelligence penetration of Iranian networks

CURRENT POSTURE

↑

Struck South Pars natural gas field (world's largest). Killed Intelligence

Minister Khatib, security chief Larijani, Basij commander Soleimani in

targeted strikes. Struck Iranian Caspian Sea naval targets for first time.

Prior: 2,600+ Iranian targets plus 500+ Hezbollah targets; struck 30

Iranian oil facilities; ground incursion into southern Lebanon; commando

raid into Bekaa Valley

Iran (Islamic Republic) STATE ACTOR

OBJECTIVES

Regime survival; retaliation for leadership losses; maintain nuclear

ambiguity; activate proxy network for asymmetric response; impose

economic costs on Western nations through infrastructure targeting

CAPABILITIES

Ballistic missile arsenal (degraded); extensive cyber operations (IRGC +

MOIS); proxy network across region; Strait of Hormuz leverage

CURRENT POSTURE

↑

Intelligence Minister Khatib, security chief Larijani, Basij commander

Soleimani killed by Israeli targeted strikes. Retaliated against Saudi

refineries in Riyadh and Qatar's Ras Laffan LNG facility. South Pars

natural gas field struck by Israel. IRGC issued threats against oil facilities

"associated with America." Regime assessed "intact but largely

degraded" (DNI Gabbard). Prior: Mojtaba Khamenei named Supreme

Leader March 8; IRGC pledged "complete obedience"; rejected

ceasefire; True Promise IV at 37 waves

Russia STATE ACTOR

OBJECTIVES

Exploit US strategic distraction; provide diplomatic cover for Iran at UNSC;

potential intelligence sharing; preserve influence in Syria/region

CAPABILITIES

UNSC veto; diplomatic leverage; intelligence sharing with Iran; potential

cyber-coordination with Iranian actors

CURRENT POSTURE

↑
Emerging Iran-Russia cyber coordination reported; diplomatic protests;

benefiting from oil price spike and US resource diversion

China (PRC) STATE ACTOR

OBJECTIVES

Protect energy supply routes (major Iranian oil buyer); position as mediator;

exploit US strategic overextension; avoid direct involvement

CAPABILITIES

Diplomatic leverage (potential ceasefire broker); economic pressure; UNSC

veto; naval presence in Gulf of Aden

CURRENT POSTURE

→
Diplomatic hedging; calling for restraint at UNSC; potential ceasefire

mediator via Oman channel; monitoring impact on Belt and Road

Saudi Arabia / GCC STATE ACTOR

OBJECTIVES

Regional stability; protect oil infrastructure; avoid direct targeting by Iran;

maintain US security partnership; manage Houthi threat

CAPABILITIES

Air defense systems; economic leverage (oil production surge capacity);

hosting US military assets; quiet intelligence cooperation

CURRENT POSTURE

↑

UPGRADED ↑  Two Saudi refineries in Riyadh struck by Iran. Qatar's

Ras Laffan LNG facility (world's largest) "extensively damaged." Qatar

expelled Iranian military and security attaches within 24 hours. Saudi FM

Prince Faisal: "nonpolitical options are on the table"; stated "little trust

that remained in Iran has been completely shattered." GCC shifting from

defensive posture to potentially active participant. Prior: Ruwais

Industrial Complex struck; Kuwait intercepted 8 drones; UAE intercepted

26 drones; Saudi intercepted 3 ballistic missiles at Prince Sultan Air Base

Hezbollah (Lebanon) PROXY

OBJECTIVES

Support Iranian axis; retaliate against Israel; demonstrate deterrence;

maintain organizational survival

CAPABILITIES

150,000+ rocket/missile arsenal; precision-guided munitions; experienced

combat forces; limited cyber capability

CURRENT POSTURE

↑

Fully activated; declared 'the era of patience has ended'; Israeli ground

incursion at Khiam; Merkava tanks ambushed; central Beirut struck; 570

killed, 1,444 wounded, 667,000+ displaced; four Iranian diplomats killed

in Beirut strike

Houthi Movement (Yemen) PROXY

OBJECTIVES

Demonstrate solidarity with Iran; disrupt Red Sea / Bab al-Mandab shipping;

extend anti-ship campaign to Strait of Hormuz approaches

CAPABILITIES

Anti-ship missiles and drones; GPS-guided cruise missiles; demonstrated

maritime denial capability in Red Sea since 2024

CURRENT POSTURE

↑
Intensified anti-ship operations; contributing to Strait of Hormuz closure;

expanded targeting to include Gulf state-flagged vessels

Iraqi Popular Mobilization Forces (PMF) PROXY

OBJECTIVES

Attack US forces in Iraq/Syria; demonstrate Iran axis solidarity; pressure

Iraqi government to expel US forces

CAPABILITIES

Drone and rocket attacks on US bases; IED capability; intelligence on US

force dispositions in Iraq

CURRENT POSTURE

↑
Escalating attacks on US bases in Iraq and Syria; multiple drone/rocket

salvos reported since Feb 28

Electronic Operations Room / Proxy

Ecosystem

NON-STATE / STATE-

DIRECTED

OBJECTIVES

Coordinate 60-80+ hacktivist and proxy groups for cyber retaliation;

amplify Iranian narrative; disrupt Western services; conduct influence

operations; provide deniability for state-directed operations

CAPABILITIES

DDoS campaigns (149+ attacks against 110 organizations in 16 countries);

website defacement; data leak operations; social media manipulation;

ICS/OT targeting (surged 50%); shared vulnerability and attack script

exchange; cross-ecosystem coordination with pro-Russian groups

(NoName057(16), Cardinal). Named groups include FAD Team (Fatimiyoun),

Cyber Islamic Resistance, Dark Storm Team, Sylhet Gang, RipperSec,

DieNet, Keymous+, Handala Hack, 313 Team

CURRENT POSTURE

↑

UPGRADED ↑  CSIS analysis of 250,000+ Telegram messages during

the June 2025 conflict revealed coordinated mobilization across 178+

groups. Patterns in attack timing, target selection, and vulnerability

exchange suggest orchestration rather than organic hacktivist activity.

First confirmed destructive attack executed (Stryker). ICS/OT hacktivist

attacks surged 50% in March

6 Three scenarios range from contained conflict to regional conflagration

The following scenarios are assessed over a 90-day window (March–May 2026) using ICD 203 estimative language. Probabilities reflect the analytical team's

assessment of relative likelihood and are subject to change as the situation evolves.

Scenario Probability Tracker UPDATED

Tracking how scenario probabilities have shifted across six SITREP versions as the conflict has evolved.
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Managed Escalation Most Dangerous Best Case

65%, dominant

The Most Dangerous scenario has increased to 65%, driven by Trump's 8�00 PM ET April 7 Hormuz ultimatum, Iran's rejection of the Islamabad Accord temporary ceasefire, the

destruction of ~85% of Iran's petrochemical export capacity (Asaluyeh and Mahshahr strikes), the AQUA 1 tanker strike inside Qatari waters, and CISA AA26-097A confirming Iranian

APT disruption of US critical infrastructure PLCs. Best Case increased to 10% on the existence of a credible mediation framework (Pakistan-Egypt-Turkey) even though Iran has

rejected the temporary form.

MANAGED ESCALATION

DOWNGRADED ↓

Unlikely (20-45%) 25%

90-day outlook (Mar–May 2026)

KEY ASSUMPTIONS UPDATED

US/Israel maintain air

superiority and avoid

ground invasion

HOLDS

Iran lacks ability to close

Hormuz for more than 4-6

weeks

HOLDS

Third-party mediation

channel remains open

(Oman, China)

WEAKENING

Hezbollah commits to full-

scale war on northern

Israel

MATERIALIZED

NARRATIVE

US and Israeli air operations continue for 3-6

weeks, systematically degrading Iranian

military and nuclear infrastructure. Iran's

conventional retaliation is limited by degraded

command-and-control, but cyber operations,

proxy attacks, and infrastructure targeting

(including cloud data centers) intensify.

Hormuz reopens partially within 4-6 weeks

under international naval escort. A negotiated

ceasefire emerges through Oman or Chinese

mediation as Iran's new leadership calculates

continued fighting is untenable. Cyber

operations persist at elevated levels for 3-6

months post-ceasefire. UPDATED

Probability decreased from 35% to 30%. The

conflict has expanded into a regional energy

war with direct strikes on globally significant

infrastructure (South Pars, Ras Laffan, Saudi

refineries). The killing of three senior Iranian

officials removes institutional constraints. Gulf

states are shifting from defensive to

potentially active posture; Saudi FM warned

"nonpolitical options are on the table." Oil at

$115/barrel. This scenario requires a

diplomatic breakthrough that no party is

pursuing, and now also requires Gulf states to

refrain from entering the conflict as active

participants. UPDATED V1.5 (07 APR)

Probability decreased from 30% to 25%. The

Pakistan-Egypt-Turkey "Islamabad Accord"

temporary ceasefire framework was rejected

by Iran on April 6 in its temporary form. Trump

issued an 8�00 PM ET April 7 Hormuz

reopening ultimatum threatening strikes

against Iranian civilian infrastructure ("every

bridge," "every power plant"). Israel struck the

Mahshahr (April 5) and Asaluyeh (April 6)

petrochemical complexes; the IDF assesses

85% of Iran's petrochemical export capacity

has now been struck. The IRGC fired cruise

missiles at the AQUA 1 tanker inside Qatari

territorial waters on April 1. The mediation

channel exists but has no traction in its current

form.

INDICATORS TO WATCH

MOST DANGEROUS UPGRADED ↑

Likely (55-80%) 65%

90-day outlook (Mar–May 2026)

KEY ASSUMPTIONS UPDATED

Hezbollah fully activates,

launching mass rocket

strikes on Israeli cities

MATERIALIZED

Iran attempts nuclear

breakout at surviving

facilities

CHANGES

Hormuz remains closed

for 3+ months; global

recession triggers

MATERIALIZING

US ground forces

required; Congressional

war powers invoked

HOLDS

Confirmed destructive

cyber attack on Western

organization

MATERIALIZED

NARRATIVE

Hezbollah launches its full arsenal against

Israeli population centers, triggering Israeli

ground operations in Lebanon. Iran attempts a

crash nuclear breakout at undamaged

enrichment facilities. The Strait of Hormuz

remains closed for months, oil prices exceed

$200/barrel, and a global recession begins.

Iranian kinetic strikes on Western cloud and

data center infrastructure expand beyond the

Gulf, targeting facilities that support financial

and government services. Destructive Iranian

cyber attacks target US critical infrastructure

(power grids, financial systems, water

treatment) in the most significant state-

sponsored cyber campaign in history. Russia

provides intelligence support to Iran and

increases its own cyber operations under

cover of the crisis. UPDATED  Probability

increased from 50% to 60%. The conflict has

expanded into a regional energy war. Israel

struck South Pars (world's largest gas field);

Iran retaliated against Saudi refineries and

Qatar's Ras Laffan LNG facility. Three senior

Iranian officials killed in targeted strikes

(Intelligence Minister Khatib, security chief

Larijani, Basij commander Soleimani),

removing institutional constraints. Israel struck

Caspian Sea naval targets for the first time.

Gulf states shifting from defensive to active

posture. Saudi FM warned "nonpolitical

options are on the table." Oil at $115/barrel.

Trump threatened to "massively blow up"

South Pars. DNI Gabbard admitted no nuclear

rebuilding prior to war. CISA CVIE identifies

136 CVEs across 3,100+ entities. The

expansion from bilateral conflict to regional

energy war with Gulf state infrastructure under

direct attack makes regional conflagration the

most probable outcome.

UPDATED V1.5 (07 APR)  Probability

increased from 60% to 65%. Trump's 8�00 PM

ET April 7 ultimatum threatening strikes

against Iranian civilian infrastructure (bridges,

power plants) and Iran's rejection of the

Islamabad Accord temporary truce place the

conflict on a binary fork within 24-72 hours.

Israel has destroyed ~85% of Iranian

petrochemical export capacity (Asaluyeh,

Mahshahr). The IRGC struck the AQUA 1

tanker inside Qatari sovereign waters (April 1).

CISA AA26-097A confirms Iranian APT actors

have actually disrupted US critical

infrastructure PLCs with operational and

financial loss; the "steady state" framing is

functionally retracted. The destructive cyber

attack on a Western organization assumption

has materialized (Stryker, March 12) and PLC

disruption inside US critical infrastructure has

materialized (March 2026, confirmed by CISA

AA26-097A April 7).

INDICATORS TO WATCH

BEST CASE UPGRADED ↑

Very Unlikely (5-20%) 10%

30-day outlook (Mar 2026)

KEY ASSUMPTIONS UPDATED

Pragmatist faction emerges in

Iranian leadership
FAILED

IRGC hardliners accept negotiated

outcome to preserve organization
FAILED

China/Russia broker credible

ceasefire terms
HOLDS

US offers diplomatic off-ramp

(sanctions relief pathway)
HOLDS

NARRATIVE

A pragmatist leadership faction emerges in

Tehran within 10-14 days, calculating that

continued resistance leads to regime

destruction. Backchannel negotiations via

Oman produce a framework agreement: Iran

accepts nuclear inspections and limits in

exchange for US/Israeli cessation of strikes

and a sanctions relief roadmap. Hormuz

reopens within 2-3 weeks. Cyber operations

de-escalate within 30 days of ceasefire but

elevated monitoring requirements persist for

6+ months. UPDATED  Probability decreased

from 10% to 5%. Iran's FM stated on CBS

News: "We never asked for a ceasefire, and we

have never asked even for negotiation." Trump

stated he is "not ready to make a deal."

Jerusalem Post reports a CIA backchannel was

rebuffed. All three core assumptions of this

scenario have now failed. The scenario

requires a catastrophic military reversal that

forces Iran to capitulate, or an external shock

that changes US political calculations.

UPDATED V1.5 (07 APR)  Probability

increased from 5% to 10% for the first time

since v1.0. The Pakistan-Egypt-Turkey

"Islamabad Accord" delivered on April 6

represents the first credible third-party

mediation framework since the conflict began.

Iran rejected the temporary form, but the

existence of the framework, the willingness of

three regional powers to act as joint

mediators, and Iran's stated openness to a

permanent solution (sanctions relief, frozen-

asset release, regional Hormuz framework)

create a non-zero pathway to negotiated

termination. The probability remains very

unlikely given Trump's ultimatum, but the

channel exists.

INDICATORS TO WATCH

Wildcard Scenario REMOTE

Iranian homeland cyber attack on US critical infrastructure: A coordinated, destructive cyber operation, potentially leveraging Lemon

Sandstorm's pre-positioned access, targeting multiple US power grids, water treatment systems, and financial institutions simultaneously. While

Iran's cyber capability has historically been assessed below this threshold, the unprecedented nature of the current conflict and the "nothing to lose"

calculus of a regime with severely degraded leadership could motivate an operation beyond Iran's demonstrated peacetime limits. Such an event

would constitute an act of war in the cyber domain and trigger additional US military escalation.

7
Ten threat vectors target Western organizations across cyber, OT/ICS, supply chain, information, and

electronic warfare dimensions

CURRENT CYBER THREAT ELEVATION

MINIMAL RISK TO ORGANIZATIONS GENERAL RISK; ROUTINE MONITORING SIGNIFICANT RISK; ENHANCED

MONITORING

SEVERE RISK; ACTIVE DEFENSIVE

MEASURES

IMMINENT DANGER; EMERGENCY

RESPONSE

Geopolitical-Cyber Nexus
How the geopolitical situation translates into cyber risk for organizations.

Geopolitical-to-Cyber Escalation Chain

GEOPOLITICAL TRIGGER

↓
THREAT ACTOR ACTIVATION

↓
TTP SHIFT: From Espionage to Destruction

↓
SECTOR IMPACT

Sector Risk Assessment

Sector Threat Risk Assessment, March 2026 UPDATED

SECTOR ESPIONAGE WIPER/DESTRUCTIVE RANSOMWARE INFLUENCE OPS

⚡  Energy
CRITICAL

↑
CRITICAL

↑
HIGH

↑
MEDIUM

🏦  Financial Services
CRITICAL

↑
HIGH

↑
CRITICAL

↑
HIGH

↑

🚰  Water / Wastewater NEW
MEDIUM CRITICAL

↑
MEDIUM LOW

🏛  Government
CRITICAL

↑
HIGH

↑
HIGH CRITICAL

↑

🏥  Healthcare
MEDIUM CRITICAL

↑
HIGH

↑
LOW

💻  Technology / MSPs UPGRADED ↑
HIGH

↑
HIGH

↑
HIGH MEDIUM

🚂  Transportation
MEDIUM HIGH

↑
MEDIUM

↑
LOW

☁ Cloud / Data Centers
MEDIUM

↑
CRITICAL

↑
HIGH

↑
LOW

Critical High Medium Low Minimal ↑ Increasing   → Stable   ↓ Decreasing

Active Cyber Threat Actors

APT33 / Peach Sandstorm / Elfin

ATTRIBUTION

Islamic Revolutionary Guard Corps (IRGC)

MOTIVATION

Espionage & Sabotage (ICS/SCADA focus)

CONFIDENCE

HIGH

Observed Activity

APT33 has shifted to cloud-first attack vectors, targeting Microsoft 365 and Azure environments. Recent campaigns focus on energy sector and

defense industrial base organizations. Known for password spraying at scale, exploiting Zoho ManageEngine and Confluence vulnerabilities, and

deploying custom backdoors for persistent access to ICS/SCADA networks. The group's targeting of industrial control systems makes it the primary

threat to energy sector operational technology.

Target Sectors

Energy (oil & gas, petrochemical, power generation), defense industrial base, aerospace. Primary geographic focus: United States, Saudi Arabia,

South Korea, allied Gulf states.

Agrius / Pink Sandstorm

ATTRIBUTION

Ministry of Intelligence and Security (MOIS)

MOTIVATION

Destructive Operations (Wiper Deployment)

CONFIDENCE

HIGH

Observed Activity

Agrius is assessed to operate three active wiper malware families: BlueWipe, SewerGoo, and BeepFreeze. The group has historically conducted

destructive operations disguised as ransomware against Israeli targets. During the current conflict, Agrius is assessed as the primary delivery

vehicle for destructive cyber operations against Western organizations, continuing Iran's pattern of using wipers during geopolitical escalation

(Shamoon, ZeroCleare, Dustman precedents).

Target Sectors

Energy, financial services, government, technology. Initial targets likely to be Israeli organizations, expanding to US and allied targets as conflict

continues.

Lemon Sandstorm 

ATTRIBUTION

Iranian State-Sponsored (Pre-positioning

Unit)

MOTIVATION

Pre-positioned Access for

Disruptive/Destructive Ops

CONFIDENCE

HIGH

Observed Activity

According to Microsoft Threat Intelligence, Lemon Sandstorm has maintained persistent access inside critical national infrastructure networks for at

least two years. The group specializes in exploiting VPN appliance vulnerabilities (Fortinet, Pulse Secure, Citrix) to gain initial access, then

establishing deep persistence through web shells, scheduled tasks, and custom implants. Their pre-positioned access in ICS/SCADA environments

represents the most immediate destructive cyber threat, as activation requires minimal additional operations.

Target Sectors

Energy (power generation, water treatment), government, transportation. Pre-positioned access confirmed in US, UK, and allied critical

infrastructure.

MuddyWater / Mango Sandstorm

ATTRIBUTION

Ministry of Intelligence and Security (MOIS)

MOTIVATION

Espionage & Initial Access Operations

CONFIDENCE

HIGH

Observed Activity

MuddyWater recently launched Operation Olalampo, deploying four previously unseen malware families (GhostFetch, CHAR, HTTP_VIP, and

GhostBackDoor). The group is known for spear-phishing with weaponized documents, exploiting Exchange and web application vulnerabilities, and

establishing C2 through legitimate cloud services. Their expanded malware arsenal suggests preparation for large-scale operations. The new tools

likely include evasion capabilities specifically designed to bypass Western endpoint detection.

Target Sectors

Government, telecommunications, energy, defense. Geographic focus: Middle East, Central/South Asia, expanding to Western targets during

conflict.

Handala / Void Manticore NEW

ATTRIBUTION

Ministry of Intelligence and Security (MOIS)

MOTIVATION

Destructive Operations (MDM

Weaponization, Hack-and-Leak)

CONFIDENCE

HIGH

Observed Activity

On March 11, Handala executed the first confirmed large-scale destructive cyber attack of the conflict against Stryker Corporation, a $20B+

medical technology company. Rather than deploying custom wiper malware, the group compromised Microsoft Intune (cloud-based device

management) and used its legitimate remote wipe function to erase 200,000+ devices, servers, and mobile phones across 79 countries. The attack

shut down operations for 56,000 employees globally. Handala claimed 50TB of data exfiltration (unverified). The group has been routing operations

through Starlink IP ranges since January 2026 and expanded from Israel-focused hack-and-leak operations to targeting Gulf state critical

infrastructure and Western enterprises.

Target Sectors

Healthcare/medtech, energy, government, financial services. Geographic focus expanding from Israel to Gulf states and Western organizations. The

Stryker attack signals willingness to target any Western company perceived as connected to the conflict.

APT34 / OilRig / Hazel Sandstorm NEW

ATTRIBUTION

Ministry of Intelligence and Security (MOIS)

MOTIVATION

Espionage, Pre-positioned Access (Sleeper

Operations)

CONFIDENCE

HIGH

Observed Activity

APT34 has been operationally silent since February 28. Multiple analysts assess this as covert pre-positioning rather than dormancy. The group

maintains dormant access within US and Gulf financial and aviation networks through DNS tunneling and supply chain compromise, enabling

synchronized economic disruption when activated. Trellix confirms APT34 exploited CVE-2024-30088 (privilege escalation) against UAE

governmental organizations. The group's tradecraft includes ASPX webshells on Exchange servers, DLL search-order hijacking, and C2 via

Firebase, OneDrive, Cloudflare Workers, and DNS-over-HTTPS.

Detection Priorities

Hunt for low-frequency DNS anomalies (DNS tunneling indicators), ASPX webshells on Exchange/IIS servers, anomalous VPN credential use

patterns, and DLL search-order hijacking in enterprise environments. APT34's silence should increase, not decrease, defensive attention.

Target Sectors

Financial services, energy, government, aviation. Primary geographic focus: United States, Saudi Arabia, UAE, allied Gulf states.

Fox Kitten / Pioneer Kitten NEW

ATTRIBUTION

Iranian State-Sponsored (Initial Access

Broker)

MOTIVATION

Initial Access for Other Iranian Groups;

Ransomware Revenue

CONFIDENCE

HIGH

Observed Activity

Fox Kitten functions as the initial access broker within the Iranian APT ecosystem. The group exploits unpatched VPNs and edge devices (Fortinet,

Pulse Secure, Citrix, Palo Alto) to breach US and Israeli defense contractors, then feeds that access to other Iranian groups. Trellix confirms Fox

Kitten launched Pay2Key ransomware operations generating over $4 million across 50+ attacks. This dual role (access brokerage for state

operations and revenue generation through ransomware) makes Fox Kitten a force multiplier: a single VPN compromise can cascade into access for

APT33, APT34, Agrius, or other Iranian operators.

Target Sectors

Defense industrial base, technology, government. Exploits VPN appliance vulnerabilities across all sectors to generate access inventory.

APT35 / APT42 / Educated Manticore / Charming Kitten NEW

ATTRIBUTION

Islamic Revolutionary Guard Corps (IRGC)

MOTIVATION

Human Targeting, Credential Theft,

Intelligence Collection

CONFIDENCE

HIGH

Observed Activity

This cluster targets people, not systems. Educated Manticore (overlapping APT35/APT42/Charming Kitten) conducts relationship-based access

operations against journalists, researchers, security experts, academics, and groups opposing the Iranian regime, targeting individuals with

privileged email access, shared drives, or proximity to decision-makers. Check Point confirms this targeting pattern. Trellix reports APT35

developed React-based phishing kits intercepting MFA tokens across 130+ domains. SOCRadar reports the RedKitten campaign (January 2026)

targeted human rights NGOs. This is how Iran bypasses strong technical controls: by targeting the people who hold the keys.

Detection Priorities

Financial services, energy, and defense firms should treat unsolicited conference invitations, document review requests, and interview requests

from unknown contacts as potential spearphishing vectors. Monitor for credential theft against high-privilege accounts, particularly those with

access to executive communications, M&A data, or board-level documents.

Target Sectors

Government, defense, think tanks, NGOs, media, academia. All sectors via targeted individuals with privileged access.

CyberAv3ngers (IRGC-CEC) NEW

ATTRIBUTION

IRGC Cyber-Electronic Command (IRGC-

CEC); six officials sanctioned by US Treasury

MOTIVATION

OT/ICS Disruption (Water, Fuel, Utilities)

CONFIDENCE

HIGH

Observed Activity

CyberAv3ngers operates under an explicit IRGC-CEC mandate that any Israeli-manufactured equipment is a legitimate target. The group targets

internet-exposed Unitronics PLCs via default credential login on TCP port 20256. Trellix confirms CyberAv3ngers deployed IOControl malware

targeting fuel management systems in Israel and the US. CSIS confirms CyberAv3ngers initially posed as ideologically motivated hacktivists before

the US Treasury sanctioned six IRGC-CEC officials directing their operations. Small municipal water treatment facilities with minimal cyber budgets

represent the most exposed targets; these organizations will not have 24/7 SOCs or IR retainers.

Immediate Defensive Actions

Take ICS/SCADA interfaces off the internet. Change default credentials on all Unitronics PLCs and HMIs. Block TCP ports 20256, 102, 502, and

44818 at the network perimeter. Monitor for unauthorized access to industrial protocols.

Target Sectors

Water/wastewater utilities, fuel management systems, energy, transportation. Geographic focus: Israel, United States, allied nations.

Expanded Threat Dimensions NEW

The following subsections address threat vectors that were previously absent or underweighted in this SITREP. Each represents a distinct risk requiring specific defensive

responses.

Threat Dimension 1: Wiper Arsenal Depth and Ransomware-as-Wiper Triage Trap

Iran's wiper arsenal now includes 15+ families. Several operate at the MBR/boot level and survive standard reimaging, requiring physical device remediation.

ZeroCleare overwrites the MBR and disk partitions on Windows machines using a legitimate utility, rendering infected machines inoperable. IR teams assuming a

reimage is sufficient recovery will be caught flat-footed.

Triage implication: Agrius has used wiper-disguised-as-ransomware as its signature TTP since 2020. Responders may initially classify incidents as cybercriminal

ransomware before recognizing their state-aligned, destructive nature. When the goal is retaliation, destruction takes priority over extortion. Teams chasing a

decryption key that was never the point will waste critical response hours. Treat any ransomware in targeted sectors (energy, financial services, healthcare) as a

potential wiper until proven otherwise. Preserve forensic evidence and validate data integrity before assuming criminal intent.

Sources: Symantec (MBR wiper history), BleepingComputer (ZeroCleare), SentinelOne (Agrius/Apostle), Picus Security (Agrius triage implications), ESET (wiper-over-extortion

prioritization)

Threat Dimension 2: RMM Supply Chain / Upstream Vendor Compromise

The SITREP previously treated RMM abuse as an endpoint detection problem. The upstream risk is now confirmed: MuddyWater reportedly performed mass

exploitation of CVE-2025-9316, a vulnerability in SolarWinds N-central, a widely deployed RMM platform used by MSPs. Vendor-level compromise enables mass

downstream access across all clients simultaneously.

MuddyWater has used RMM tools since 2020, with hundreds of campaigns detected and activity reaching its highest level during 2024 (Group-IB). ESET assessed

that MuddyWater may be acting as an initial access broker for other Iran-aligned groups, making RMM vendor compromise a potential force multiplier across the

entire Iranian APT ecosystem.

Action: Audit all RMM platform access. Patch SolarWinds N-central immediately. Review MSP access controls and network segmentation. Monitor for anomalous

RMM administrative commands.

Sources: Ctrl-Alt-Intel (CVE-2025-9316), Group-IB (Operation Olalampo), ESET (initial access broker assessment), The Hacker News (Dindoor campaign)

Threat Dimension 3: Criminal Infrastructure as State Cover (MOIS-Cybercrime Alliance)

According to Tenable, MuddyWater was reportedly using infrastructure provided by Qilin, a well-known ransomware-as-a-service operator, to conduct attacks

targeting Israeli hospitals. Using cybercrime infrastructure for state-directed destructive activity gives attackers plausible deniability and makes attribution more

difficult.

This is the logical evolution of the ransomware-as-wiper pattern: not just deploying a wiper that looks like ransomware, but renting criminal infrastructure so the

forensic trail points to a known cybercriminal gang rather than MOIS. Incident responders who classify the initial indicators as criminal RaaS activity may close the

wrong investigation.

Confidence: MODERATE. This claim is sourced from a single vendor report (Tenable) and could not be independently verified through additional sources accessed

for this update. The pattern is consistent with documented Iranian TTPs but should be treated as an emerging assessment.

Source: Tenable (cyber retaliation analysis). Independent verification pending.

Threat Dimension 4: Information Operations / Psychological Warfare

Iran has a documented pattern of claiming intrusion scope that exceeds available evidence, turning a single compromised machine into a claimed facility-wide

breach. Tehran's information operations are designed to force a public response on the attacker's timeline. For financial services firms, an unsubstantiated claim of a

major bank breach can move markets and trigger reputational damage before the organization has completed its own assessment.

Iranian actors orchestrate social media campaigns to amplify reported attack scale, erode public trust, and manipulate geopolitical narratives, often synchronized with

actual attacks to maximize psychological impact. CrowdStrike's Adam Meyers has warned that much of the claimed hacktivist activity appears to be "claim-driven

rather than evidence-backed."

NEW  Case Study: 313 Team Claims Microsoft 365 Outage (16-17 March 2026). On March 16, Microsoft confirmed an Exchange Online service degradation

affecting mailbox access via Outlook, OWA, and third-party clients. Microsoft attributed the outage to "an underlying issue involving the supporting network

infrastructure" and resolved it within hours. The Islamic Cyber Resistance in Iraq, 313 Team, claimed on Telegram that they "launched a cyberattack targeting

Microsoft 365 servers, completely shutting down the website" for five hours, pointing to Downdetector user reports as evidence. The group then claimed to "extend

the attack time for an additional five hours." Separately, the Cyber Islamic Resistance collective claimed a DDoS attack against Microsoft Store, posting a screenshot

of a 504 Azure Front Door error. Assessment: LOW confidence that either group caused the outage. Microsoft's own diagnosis (network infrastructure issue) was

published before the hacktivist claims. Pointing to Downdetector reports is not evidence of causation. This follows the established pattern of claiming credit for

unrelated service disruptions. The 313 Team made similar claims the same week against Romanian government websites (after Romania approved US basing),

donaldjtrump.com, and Commerce Bank.

NEW  Case Study: APT IRAN Claims Responsibility for Horizon Biofuels Explosion (Fremont, Nebraska, July 2025). On March 16, 2026, a group calling itself

APT IRAN, described by Threat Beat as "closely linked to CyberAv3ngers" and focused on OT targets, claimed responsibility on Telegram for a deadly explosion at

Horizon Biofuels in Fremont, Nebraska in July 2025. The explosion killed 32-year-old Dylan Danielson and his two daughters, ages 8 and 12, who were waiting at the

plant for him to finish his shift. APT IRAN stated: "In our last attack on an industrial site in the US in Fremont, Nebraska, the Horizon plant last year, one person was

killed... we did not target him and he was accidentally killed by a massive explosion in the building. Now, we don't want to get our hands dirty with anyone's blood.

Stay away from candlelight... (Please)." The group provided no technical evidence, posting only a video of the explosion and a news report about the investigation.

OSHA has cited Horizon Biofuels for combustible dust violations related to the incident. Assessment: UNVERIFIED. No evidence supports this claim. OSHA's

investigation identified industrial safety failures (combustible dust), not a cyberattack. APT IRAN provided no technical evidence of ICS/OT compromise. The claim's

timing, made during a period of heightened conflict when Iranian-aligned groups are actively demonstrating capability, and its framing as a retroactive warning ("stay

away from candlelight") rather than a contemporaneous operational claim, are consistent with a retroactive and unsubstantiated claim. However, given

CyberAv3ngers' documented capability against OT/ICS systems and the group's stated linkage to CyberAv3ngers, the claim cannot be dismissed without independent

forensic review of the Horizon Biofuels incident. Recommend: Flag for FBI/CISA review.

NEW  Fundraising for Cyber Operations. The Cyber Islamic Resistance collective posted a fundraising appeal on a designated Telegram donations channel on

March 14, declaring that "even the smallest donation can make a significant impact in this battle fought not with bullets but with servers, networks, firewalls, and

software." The appeal stated: "Your contribution, even if just one dollar, is not charity but a stance and declaration of defiance." This solicitation of crowd-sourced

funding for offensive cyber infrastructure mirrors models used by pro-Russian hacktivist collectives.

Action: Build pre-approved communications protocols for responding to Telegram breach claims before journalists call. Designate a rapid-response team authorized

to issue holding statements within 30 minutes of a public claim. Do not confirm or deny operational details until forensic assessment is complete. For organizations

with OT/ICS exposure, the APT IRAN claim (even if unverified) underscores the need to preserve forensic evidence from any industrial incident for potential cyber-

physical analysis.

Sources: SOCRadar (amplification doctrine), FDD (unverified claims analysis), CrowdStrike (claim-driven activity assessment), Rescana (synchronized campaigns), Threat Beat/Bridget

Johnson (313 Team M365 claim, APT IRAN Horizon Biofuels claim, March 17, 2026), BleepingComputer (Microsoft Exchange Online outage, March 16, 2026), Microsoft Service Health

(outage confirmation and resolution), OSHA (Horizon Biofuels combustible dust citations)

Threat Dimension 5: CISA Degradation as Structural Risk Multiplier

CISA has lost approximately one-third of its employees since the current administration took office. Its temporary director, Madhu Gottumukkala, was reassigned to

another DHS division in late February (Axios, February 27, 2026). CNBC reports CISA officials can dedicate only about 50% of their attention to incident preparedness

due to staffing gaps. The pace of intelligence sharing with the private sector has "dangerously slowed," according to industry executives.

This is not a threat vector; it is a condition that changes the risk calculus for everything else in this SITREP. Organizations that plan their incident response

around federal early warning and information sharing should not assume that safety net is currently functioning at normal capacity. The defensive posture of US

civilian infrastructure is weaker than it should be at the worst possible moment.

Action: Establish independent threat intelligence sources. Subscribe to vendor threat intelligence feeds, ISAC bulletins, and allied government advisories (UK NCSC,

Canadian Cyber Centre, Australian ASD). Do not rely on CISA alerts as your sole source of threat notification.

Sources: CNBC (CISA stretched thin), CNN (DOGE cuts hampering government), Nextgov (workforce reduction), Federal News Network (DHS spending bill)

Threat Dimension 6: Electronic Warfare / ELINT Convergence

GPS Jamming/Spoofing: Iran's GPS manipulation capability dates to 2011 (RQ-170 capture). During the current conflict, over 1,100 commercial ships in UAE, Qatari,

Omani, and Iranian waters experienced disrupted navigation systems on February 28 alone. GPS spoofing totaled 1,735 events affecting 655 vessels between

February 28 and March 3 (CNN, Lloyd's List Intelligence). The understated cascade: GPS provides timing signals used by financial networks, telecommunications

infrastructure, and power grids. Even small timing disruptions can ripple through systems that depend on synchronized clocks. This bridges electronic warfare

directly into financial services and utility infrastructure without touching a single network packet.

BeiDou Pivot: Iran has simultaneously hardened itself against GPS denial while preserving its ability to jam others. By the fourth day of the June 2025 conflict, Iranian

forces had activated full BeiDou-3 integration across drones, cruise missiles, and ballistic weapons, bypassing Israel's electronic denial strategies (Defence Security

Asia). BeiDou's B3A military signal uses frequency-hopping transmission, making it harder to disrupt than GPS. BeiDou also includes an integrated short-message

communication capability allowing encrypted text transmission via satellite without terrestrial network reliance, providing Iran with command-and-control redundancy

during cyber disruption scenarios. Iran can degrade GPS-dependent adversary infrastructure while its own systems remain navigable.

Drone-Borne SIGINT (Emerging Assessment): Drone-mounted IMSI catchers are commercially mature technology capable of searching and tracking cell phones

across 2G-5G networks, collecting data from 400 terminals per minute at heights up to 200 meters (Hocell). In active mode, military-grade systems can inject

messages, conduct man-in-the-middle attacks, and deny service. The IRIS Shahid Bagheri (now sunk) was described as equipped with ESM and SIGINT capabilities

alongside UAV deployment systems, confirming IRGC Navy integration of drone-borne signal intelligence at the platform level. Iranian mmWave jammers reportedly

created "dead zones" during the 2026 conflict, enabling data poisoning through corrupted telemetry and delayed intelligence feeds.

Assessment: The convergence of airborne electronic warfare platforms with cyber-enabled information operations (using EW to shape the local information

environment at the cellular layer while running influence operations at the platform layer) is a threat vector that no current Western SITREP adequately addresses.

Component capabilities are individually confirmed; operational integration remains an emerging assessment.

Sources: CNN (GPS jamming), Scientific American (Hormuz spoofing), Defence Security Asia (BeiDou pivot), Hocell (IMSI catcher specs), The Intercept (military IMSI capabilities),

Wikipedia (IRIS Shahid Bagheri). Note: The BeiDou and drone-SIGINT convergence assessment is based on open-source analysis of individual component capabilities; no single source

documents Iran having operationally executed the combined capability described above.

Escalation Trigger Framework
Monitor these conditions to determine appropriate defensive posture. Current assessment: UPGRADED ↑  CONDITION RED: Active Threat. First confirmed destructive

cyber attack on a Western corporation (Stryker, 200,000+ devices). Kinetic strikes on Western cloud infrastructure (AWS) and Gulf oil refinery (Ruwais). Hacktivist DDoS

across 16 countries. ICS/OT attacks surging.

CONDITION GREEN: Normal Operations

Trigger: No observed targeting of Western infrastructure; diplomatic channels active; conflict limited to theater of operations

Action: Continue routine monitoring; maintain baseline detection rules; monitor threat intelligence feeds

Owner: SOC Level 1

CONDITION YELLOW: Elevated Awareness

Trigger: Increased scanning/reconnaissance from Iranian IP ranges; threat intelligence reports of Iranian APT infrastructure activation; hacktivist DDoS campaigns

against Western targets

Action: Increase monitoring frequency; deploy Iranian APT detection rules; brief security team and CISO; review VPN/RDP exposure

Owner: SOC Level 2 + Threat Intelligence

CONDITION ORANGE: High Alert

Trigger: Active military conflict with Iran; confirmed Iranian cyber operations against Western targets; wiper malware deployed against allied organizations;

intelligence advisories issued by NCSC/Five Eyes

Action: SOC 24/7 operations; deploy emergency detection rules for Iranian APT TTPs; accelerate patching of internet-facing appliances (VPN, Exchange,

Confluence); activate IR retainer; conduct threat hunt for pre-positioned access; brief CISO, CTO, and executive leadership

Owner: Incident Response Team

Notify: CISO, CTO, Legal, Board Cyber Committee

CONDITION RED: Active Threat ← CURRENT STATUS

Trigger: Confirmed compromise of organizational systems by Iranian actor; destructive cyber attack on sector peer; wiper malware detected in environment;

Lemon Sandstorm indicators found in OT/ICS network

Action: Activate incident response plan; execute OT/ICS network isolation procedures; engage legal counsel; prepare external communications; coordinate with

ISAC and law enforcement; consider temporary shutdown of high-risk OT processes

Owner: CISO (Incident Commander)

Notify: CEO, Board of Directors, Legal, Communications, Cyber Insurance Carrier, FBI/CISA

8 Twenty-seven actions across three urgency tiers reduce organizational exposure

IMMEDIATE ACTIONS (0-48 HOURS)

Elevate SOC to 24/7 operations with dedicated Iranian threat monitoring shift CISO HIGH

Deploy emergency detection rules for Iranian APT TTPs. Prioritize Lemon Sandstorm VPN exploitation indicators,

Agrius wiper signatures, and MuddyWater Operation Olalampo malware families

SOC MED

Emergency patch all internet-facing VPN appliances (Fortinet, Pulse Secure, Citrix, Palo Alto), Lemon Sandstorm's

primary initial access vector

IT Ops HIGH

Review and enforce MFA on all critical systems, particularly OT/ICS jump hosts, VPN concentrators, and cloud admin

portals

IT Ops MED

Activate incident response retainer with external forensics provider; confirm SLA and escalation contacts CISO LOW

Verify offline backup integrity for critical systems; test restoration procedures for wiper scenario IT Ops MED

NEW  Audit cloud infrastructure for single-region dependencies on Middle East availability zones (AWS me-south-1,

me-central-1). Verify multi-region failover is active and tested for critical workloads

Cloud/DevOps HIGH

NEW  Review disaster recovery plans for cloud-hosted services in context of physical data center destruction.

Ensure recovery point objectives (RPO) and recovery time objectives (RTO) account for complete facility loss, not just

software failure

CTO / Cloud Arch MED

NEW  Harden enterprise device management platforms (Microsoft Intune, SCCM, Jamf, Google Workspace MDM).

Restrict remote wipe permissions to dedicated admin accounts with hardware-bound MFA. Monitor for anomalous

MDM commands (mass wipe, bulk policy changes). Segment MDM administrative access from general IT

infrastructure

IT Ops / Security HIGH

Assess GPS-dependent operational systems for spoofing resilience. Review navigation, timing, logistics, and financial

transaction systems that rely on GNSS signals. Implement multi-source positioning where available

IT Ops / OT MED

NEW  Take ICS/SCADA interfaces off the internet immediately. Change default credentials on all Unitronics PLCs and

HMIs. Block industrial protocol ports at the network perimeter: TCP 20256 (Unitronics), 102 (S7comm), 502 (Modbus),

44818 (EtherNet/IP)

OT Security HIGH

NEW  Audit all RMM platform access (SolarWinds N-central, ConnectWise, Datto, Kaseya). Patch CVE-2025-9316 in

SolarWinds N-central. Review MSP network segmentation and administrative access controls. Monitor for anomalous

RMM administrative commands

IT Ops / MSP Mgmt HIGH

NEW  Build pre-approved communications protocol for responding to unverified breach claims on Telegram, social

media, or in press inquiries. Designate a rapid-response team authorized to issue holding statements within 30

minutes. Do not confirm or deny operational details until forensic assessment is complete

Comms / Legal / CISO MED

NEW  Establish independent threat intelligence sources to compensate for CISA's reduced capacity. Subscribe to

vendor threat feeds, ISAC bulletins, and allied government advisories (UK NCSC, Canadian Cyber Centre, Australian
ASD). Do not rely on CISA as your sole threat notification source

Threat Intel / CISO MED

SHORT-TERM ACTIONS (1-2 WEEKS)

Conduct targeted threat hunt for Iranian APT indicators. Focus on VPN appliance compromise, web shells, anomalous

scheduled tasks, and lateral movement to OT/ICS networks

Threat Hunt HIGH

Perform supply chain risk assessment for Middle East dependencies. Identify vendors, partners, and logistics routes

impacted by Strait of Hormuz closure and regional instability

Risk Mgmt MED

Execute tabletop exercise simulating destructive wiper attack on critical systems. Test IR playbook, communication

plans, and recovery procedures

CISO MED

Coordinate with relevant ISAC (FS-ISAC, E-ISAC, H-ISAC, WaterISAC) for sector-specific Iranian threat intelligence

sharing and collective defense measures

Threat Intel LOW

NEW  Hunt for APT34/OilRig sleeper indicators: low-frequency DNS anomalies, ASPX webshells on Exchange/IIS

servers, anomalous VPN credential use, and DLL search-order hijacking. Focus on financial services, energy, and

aviation environments

Threat Hunt HIGH

NEW  Brief executive assistants, communications staff, researchers, and anyone with proximity to senior leadership

on APT35/APT42 social engineering tactics. Treat unsolicited conference invitations, document review requests, and

interview requests from unknown contacts as potential spearphishing

Security Awareness LOW

NEW  For any ransomware incident in targeted sectors (energy, financial services, healthcare, water), execute the

wiper-assumption protocol: preserve forensic evidence before reimaging, validate data integrity, and do not assume

criminal intent until state-aligned destructive activity is ruled out

IR Team MED

STRATEGIC ACTIONS (ONGOING)

Commission comprehensive OT/ICS security assessment. Identify and remediate vulnerabilities in industrial control

systems, SCADA networks, and air-gap validation

CTO HIGH

Establish geopolitical intelligence subscription for ongoing conflict monitoring. Integrate threat intelligence feeds

specific to Iranian cyber operations

CISO MED

Review cyber insurance policy coverage for state-sponsored attacks and acts of war exclusions. Consult broker on

policy language in context of declared military operations

Legal / CFO MED

Develop business continuity plans for extended supply chain disruption (3-6 month horizon). Identify alternative

suppliers, inventory buffers, financial hedging for energy price volatility

COO / CFO HIGH

NEW  Evaluate cloud infrastructure diversification strategy. Consider multi-cloud or geographically distributed

deployments to reduce exposure to kinetic targeting of data center facilities in conflict zones

CTO / Cloud Arch HIGH
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Methodology
This assessment draws on open-source intelligence (OSINT), vendor threat intelligence reports, government advisories, and wire service reporting. All analytical judgments

use standardized estimative language per Intelligence Community Directive 203 (ICD 203). Confidence levels reflect source quality, corroboration across independent

sources, and analyst assessment of information reliability. This report follows the Geopolitical-Cyber Nexus analytical framework connecting geopolitical triggers to

organizational cyber risk through the causal chain: Trigger → Actor Activation → TTP Shift → Sector Impact.

Source Limitation Notice: CISA Operational Degradation

CISA has lost approximately one-third of its workforce. Its temporary director was reassigned to another DHS division in mid-March 2026. CNBC reports CISA officials

can dedicate only about 50% of attention to incident preparedness. The pace of intelligence sharing with the private sector has "dangerously slowed." This SITREP

relies on vendor threat intelligence, allied government advisories (UK NCSC, Canadian Cyber Centre), and open-source reporting as primary cyber threat sources.

Organizations should not rely on CISA as their sole source of threat notification during this period.

Estimative Language Reference

Probability Range Primary Term Alternative Visual

95-99% Almost certainly Nearly certain ALMOST CERTAIN

80-95% Very likely Highly probable VERY LIKELY

55-80% Likely Probable LIKELY

45-55% Roughly even chance Roughly even odds EVEN CHANCE

20-45% Unlikely Improbable UNLIKELY

5-20% Very unlikely Highly improbable VERY UNLIKELY

1-5% Remote Almost no chance REMOTE
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UPDATE: Day 39. Trump's 8�00 PM ET April 7 Hormuz reopening ultimatum threatens strikes against Iranian civilian

infrastructure ("every bridge," "every power plant"). Israel struck Asaluyeh (April 6, Iran's largest petrochemical) and

Mahshahr (April 5); IDF assesses ~85% of Iran's petrochemical export capacity now hit. AQUA 1 tanker strike inside Qatari

territorial waters (April 1). Pakistan-Egypt-Turkey "Islamabad Accord" 45-day ceasefire framework proposed and rejected by

Iran in temporary form. Houthis opened new front (March 28). Bushehr incident (April 3-4). DOJ seized four Handala domains

(March 19); Handala retaliated by breaching FBI Director Kash Patel's personal Gmail (March 27) and doxxing 28 Lockheed

Martin engineers in Israel. CISA/FBI/NSA joint advisory AA26-097A (April 7) confirms Iranian APT actors have disrupted

US critical infrastructure PLCs across Government Services, Water/Wastewater, and Energy with operational and

financial loss; functionally retracts the March 18 "steady state" framing. Casualties: Iran 1,900-2,076+ killed; Lebanon

1,461+; Israel 19; US 13. Brent $111-$114 (peaked $119). Most Dangerous increased to 65%; Managed Escalation decreased

to 25%; Best Case increased to 10% on credible mediation framework existence. Three new key judgments added (AA26-

097A, personal-targeting retaliation, Hormuz ultimatum decision window)
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Intelligence

UPDATE: Regional energy war escalation. Israel struck South Pars (world's largest gas field); Iran retaliated against Saudi

refineries and Qatar's Ras Laffan LNG facility. Three senior officials killed in targeted strikes (Khatib, Larijani, Soleimani).

Caspian Sea naval strikes. Qatar expelled Iranian attaches. Saudi FM warned "nonpolitical options on the table." Oil at

$115/barrel. Senate hearing: DNI Gabbard admitted no nuclear rebuilding pre-war; NCTC head Kent resigned. CISA CVIE: 136

CVEs, 3,100+ entities exposed. Most Dangerous scenario increased to 60%. Timeline updated through Day 20. Lebanon

nearing 1,000 killed. Hormuz traffic nearly doubled but still minimal
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UPDATE: Expanded from 4 APT groups to 10 distinct threat vectors. Added OT/ICS threat layer (CyberAv3ngers/IOControl),

RMM supply chain risk (CVE-2025-9316), APT34/OilRig sleeper access, Fox Kitten access broker, APT35/APT42 human

targeting, MOIS-Qilin alliance, information operations playbook, wiper arsenal depth (15+ families, MBR-level), electronic

warfare/ELINT convergence (GPS/BeiDou asymmetry, drone SIGINT), CISA degradation as structural risk. Most Dangerous

scenario now dominant at 50%. Timeline updated through Day 17. UN Resolution 2817. Both sides rejected ceasefire. Israel

expanding ground invasion of Lebanon. US casualties to 13 killed. Water/Wastewater and MSPs added to sector risk matrix
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2026
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UPDATE: First confirmed destructive cyber attack (Stryker/Handala via Intune), Mojtaba Khamenei named Supreme Leader, oil

infrastructure strikes/"black rain," scenario probability tracker added, Most Dangerous now tied with Managed Escalation at

40%, US strike count to 5,500+, True Promise IV at 37 waves, Ruwais refinery struck, GPS spoofing crisis, IEA 400M barrel

release, MDM hardening actions added
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March

2026
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UPDATE: AWS data center strikes (new key judgment #7), 149 hacktivist DDoS attacks, conflict expansion to Gulf

states/Lebanon/Cyprus, Hezbollah "open war," oil price acceleration, Iran rejects ceasefire, escalation condition upgraded to

RED, Most Dangerous scenario probability increased to 35%, cloud infrastructure actions added
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Initial publication, INITIAL report on US-Israel-Iran conflict (Day 5)

Situation Status Progression

Intruvent Technologies | INT-GSR-2026-IRANCONFLICT-v1.5 TLP�CLEAR

LOW GUARDED ELEVATED HIGH

CRITICAL RISK HIGH CONFIDENCE DECISION REQUIRED

WH AT

Day 39. Trump set a "final" 8�00 PM ET April 7 deadline for Iran to reopen the Strait of Hormuz, threatening to destroy "every bridge" and "every

power plant in Iran" in a four-hour campaign. Iran rejected the demand. A Pakistan-Egypt-Turkey "Islamabad Accord" 45-day ceasefire framework

was delivered April 6; Iran rejected the temporary form. Israel struck Asaluyeh (April 6) and Mahshahr (April 5) petrochemical complexes; the IDF

assesses ~85% of Iran's petrochemical export capacity has now been hit. On April 1 the IRGC fired cruise missiles at the QatarEnergy-leased tanker

AQUA 1 inside Qatari territorial waters. Today CISA, FBI, and NSA published joint advisory AA26-097A confirming that since at least March 2026 an

Iranian-affiliated APT group has disrupted internet-exposed Rockwell/Allen-Bradley PLCs across US Government Services, Water and Wastewater,

and Energy sectors, with some victims experiencing operational and financial loss. On March 27 Handala (MOIS-linked) breached FBI Director Kash

Patel's personal Gmail in retaliation for the March 19 DOJ seizure of four Handala domains; the group separately doxxed 28 Lockheed Martin

engineers in Israel with kinetic threats. Casualty totals: Iran 1,900-2,076+ killed; Lebanon 1,461+; Israel 19; US 13. Brent $111-$114, peaked $119.

S O  WH AT

Day 39 is the most volatile decision window since onset. Trump's ultimatum and Iran's rejection of the Islamabad Accord leave no diplomatic

overlap; US strikes against Iranian civilian infrastructure are plausible within 24-48 hours and would trigger a third escalation cycle. Israel's

destruction of 85% of Iranian petrochemical export capacity accelerates regime financial pressure but reduces Iran's incentive to spare Gulf energy

infrastructure from further retaliation. AA26-097A is the most consequential cyber publication of the conflict to date: it confirms Iranian APT actors

have actually disrupted US critical infrastructure PLCs (not merely attempted access), with operational and financial loss. CISA's March 18 "steady

state" framing is functionally retracted. The Handala/Patel breach and Lockheed Martin doxxing extend the threat aperture from corporate networks

to personal accounts and physical security of named US officials and named defense contractor employees.

N OW  WH AT

Treat the period through April 10 as an elevated retaliation window. Apply Rockwell mitigations per AA26-097A: take Rockwell/Allen-Bradley PLCs

off the public internet, change default credentials, deploy SD1771 hardening. Audit all internet-exposed PLCs of any manufacturer (TCP 20256,

44818, 502, 102). Operate under the assumption that Iranian APT groups are actively disrupting US critical infrastructure PLCs; this is no longer a

forecast. For named US officials and senior defense contractor employees, harden personal accounts (hardware-key MFA, recovery channel audit,

scrub publicly accessible address information). Defense contractors with named employees in Israel should activate physical security review.

Maintain elevated wiper hunt posture. Test runbooks for the scenario where federal coordination lags; CISA's prior framing demonstrates public

messaging trails reality. Pre-stage communications language for (a) Iranian retaliation following Trump strikes on Iranian infrastructure, or (b)

Handala-affiliated breach claims against your organization. See Section 7 for the threat framework and Section 8 for action tiers.

28 Feb 2026

Operation Epic Fury / Roaring Lion Begins

US and Israeli forces launch coordinated strikes against Iranian military infrastructure. US Cyber Command degrades Iran's internet to 1-4%. Supreme Leader Khamenei

killed in targeted strike. IRGC command and control facilities struck across multiple provinces.

28 Feb 2026

Electronic Operations Room Established

Iran activates the Electronic Operations Room, reportedly coordinating approximately 60 hacktivist groups for retaliatory cyber operations against US and allied targets,

though CrowdStrike assesses that many of these claims have not been independently verified. State-sponsored APT groups receive operational tasking for destructive

campaigns.

01 Mar 2026

Operation True Promise IV: Iranian Retaliation

Iran launches Operation True Promise IV, launching over 500 ballistic missiles and 2,000+ drones across 17 waves targeting Israeli and Gulf state military installations. 6

US service members killed. Missile defense systems intercept the majority of incoming projectiles, but several impacts reported.

01-02 Mar 2026

Strait of Hormuz Effectively Closed

IRGC naval forces and Houthi anti-ship capabilities combine to close the Strait of Hormuz to commercial shipping. Global oil prices surge approximately 9%, with Brent

crude rising to over $82/barrel. Insurance underwriters suspend coverage for vessels transiting the strait.

02-03 Mar 2026

Natanz Nuclear Facility Damaged

Strikes damage Iran's primary uranium enrichment facility at Natanz, but intelligence assessments indicate the facility is not fully destroyed. Underground centrifuge

halls reportedly suffered partial damage. IAEA monitoring disrupted.

04 Mar 2026

Day 5: Sustained Operations Continue

Over 2,000 strikes conducted. Iranian death toll exceeds 1,045 according to wire service reports. Proxy group activation accelerating. Hezbollah, Houthis, and Iraqi

PMF conducting operations. Iranian cyber retaliation campaigns intensifying against Western targets.

05 Mar 2026

NEW  Day 6: Conflict Expands to Gulf States, Lebanon, and Cyprus

Iran expands attacks to Saudi Arabia, Kuwait, Qatar, Bahrain, and the UAE. Iranian drones strike RAF Akrotiri in Cyprus. Israeli forces launch strikes against 500+

Hezbollah targets in Lebanon, killing at least 77 people, and authorize ground operations on the Lebanese border. Hezbollah declares readiness for "open war."

Lebanese PM Nawaf Salam demands Hezbollah disarm. Iranian drones strike three AWS data centers (two in the UAE, one in Bahrain), taking all facilities offline.

Banking, payments, and consumer apps across the Gulf report outages. Brent crude jumps 8.5% in a single session; Dow tumbles 800 points.

06 Mar 2026

Day 7: Sustained Escalation, No Diplomatic Off-Ramp

IDF reports 2,600+ targets struck with 6,000+ munitions. Israel announces "next phase" of operations. Iran's Foreign Minister Abbas Araghchi states Iran is not seeking

a ceasefire or negotiations and declares Iran "confident" it could counter a US ground invasion. P&I insurance withdrawn for Strait of Hormuz transit. Goldman Sachs

warns oil could reach $100/barrel if Hormuz disruption continues five weeks; Wood Mackenzie projects $150 if the strait remains shut. Secureworks reports 149

hacktivist DDoS attacks against 110 organizations across 16 countries since the conflict began.

08 Mar 2026

NEW  Day 9: Oil Infrastructure Strikes and New Supreme Leader

Israel strikes 30 Iranian fuel depots across Tehran and Alborz Province, the first strikes on oil infrastructure since the war began. Fires from the strikes mix with

rainclouds to produce toxic "black rain" over Tehran. WHO issues warnings about toxic hydrocarbons. The Assembly of Experts names Mojtaba Khamenei (age 56), son

of the killed Supreme Leader, as Iran's third Supreme Leader. IRGC pledges "complete obedience." Brent crude breaches $100/barrel, spiking to $119 intraday. Israeli

commandos raid Nabi Chit in Lebanon's Bekaa Valley; 41 killed.

09-10 Mar 2026

NEW  Days 10-11: Sustained Escalation, Markets Volatile

CENTCOM announces 5,000+ targets struck. Defense Secretary Hegseth declares Day 11 the "most intense day of strikes." Iranian drone strikes the Ruwais Industrial

Complex in Abu Dhabi, forcing ADNOC to shut 922,000 barrels/day production. True Promise IV reaches Wave 33 with the slogan "At your service, o Khamenei." Oil

prices crash 11% on March 10 after Trump signals the war could end "soon" and Energy Secretary Wright falsely claims a Navy escort through Hormuz (claim

subsequently deleted). The US Navy confirms it lacks availability to provide escorts. Trump privately expresses "serious interest" in deploying ground troops for special

operations missions.

11 Mar 2026

Day 12: First Confirmed Destructive Cyber Attack

Handala (Void Manticore, MOIS-linked) executes the first large-scale destructive cyber attack of the conflict, wiping 200,000+ devices across Stryker Corporation's

global operations by weaponizing Microsoft Intune's remote wipe capability. Operations shut down across 79 countries. IEA announces a record 400-million-barrel

reserve release. True Promise IV reaches Wave 37, described as "the most powerful since the start of the war," using super-heavy Khoramshahr missiles in barrages

lasting over three hours. Three vessels sustain damage near the Strait of Hormuz. CENTCOM updates strike count to 5,500+ targets. Central Beirut struck.

12 Mar 2026

NEW  Day 13: UN Resolution 2817, Lebanon Escalation

UN Security Council adopts Resolution 2817 by a vote of 13-0 with 2 abstentions (China, Russia), condemning Iran's attacks against Bahrain, Kuwait, Oman, Qatar,

Saudi Arabia, UAE, and Jordan. Co-sponsored by 135 member states. A competing Russian draft resolution (which did not name any parties) is rejected 4-2 with 9

abstentions. Iran's UN Ambassador calls the resolution "a serious setback to the Council's credibility." Israel destroys a bridge in Lebanon and threatens "Gaza-scale

devastation."

13-14 Mar 2026

NEW  Days 14-15: Isfahan Strikes, Drone Factory Targeting

US and Israeli forces carry out extensive strikes in the Isfahan area, targeting an IRGC airbase. Trump states the US has "decimated" Iran's drone manufacturing

capability. Iran claims 700 missiles and 3,600 drones fired to date. IRGC spokesperson states most weapons used are from a decade-old cache and the majority

remains intact. US casualty count rises to 13 killed. NPR and CNN report the IEA describes the Hormuz closure as "the largest disruption to global energy supplies in

history," with approximately 20% of global crude supply suspended.

15 Mar 2026

NEW  Day 16: No Diplomatic Off-Ramp

Iran's Foreign Minister Abbas Araghchi states on CBS News: "We never asked for a ceasefire, and we have never asked even for negotiation." Trump says he is "not

ready to make a deal" despite claiming Iran is willing to negotiate; Iran denies making any overtures. Jerusalem Post reports Iran reached out to the CIA to discuss

ending the conflict; Trump reportedly responded that it was "too late." Israel announces plans to expand its ground operation to seize the area south of the Litani River

and dismantle Hezbollah's military infrastructure, the largest ground invasion since 2006.

16 Mar 2026

NEW  Day 17: Ground Operations Expand, CISA Leadership Gap

Israeli ground forces enter southern Lebanon. Lebanon casualties reach 826+ killed and over 1,000,000 displaced. Israeli civilian casualties stand at 15 killed and

3,329+ injured. CISA remains without permanent leadership after temporary director Madhu Gottumukkala was reassigned to another DHS division on February 27,

further degrading the agency's coordination capacity during the crisis. CNBC reports CISA officials can dedicate only about 50% of attention to incident preparedness

due to staffing gaps. Trump demands allies help secure the Strait of Hormuz. Oil settles at $100-106/barrel. US gasoline averages $3.72/gallon, up $0.80 from pre-

conflict levels.

17 Mar 2026

NEW  Day 18: Senior Officials Killed, Gulf Retaliation

Israel killed three senior Iranian officials in targeted strikes: Intelligence Minister Esmail Khatib, security chief Ali Larijani, and Basij force commander Gholamreza

Soleimani. Iran retaliated by striking Saudi Arabia, Kuwait, UAE, and Tel Aviv, killing at least two in Israel. IRGC naval officer Alireza Tangsiri issued threats against oil

facilities "associated with America," warning workers to evacuate. (Sources: Time, Al Jazeera)

18 Mar 2026

NEW  Day 19: Senate Hearing, CISA CVIE, NCTC Resignation

Senate Intelligence Committee hearing: DNI Gabbard testified the Iranian regime is "intact but largely degraded" and its conventional military is "largely destroyed."

Gabbard admitted Iran was not rebuilding nuclear enrichment prior to the war, undercutting a stated justification for the conflict. Joe Kent, head of the National

Counterterrorism Center, resigned in protest, stating he "cannot in good conscience support the ongoing war in Iran." CISA published its Cyber Vulnerability Insights

Estimate (CVIE) identifying 136 CVEs targeted by Iranian actors across 3,100+ US critical infrastructure entities. CISA Acting Director Andersen stated: "we're seeing a

steady state, we have not seen a rise in threat actor activity." Iran struck northern Iran targets for the first time. (Sources: CBS News, NPR, Washington Post, Al Jazeera,

Qualys, The Record)

19 Mar 2026

NEW  Day 20: South Pars Struck, Ras Laffan Damaged, Regional Energy War

Israel struck South Pars, the world's largest natural gas field. Iran retaliated against Gulf state energy infrastructure: Saudi refineries in Riyadh struck; Qatar's Ras

Laffan LNG facility (world's largest) "extensively damaged." Qatar expelled Iranian military and security attaches within 24 hours. Saudi FM Prince Faisal warned

"nonpolitical options are on the table," stating "little trust that remained in Iran has been completely shattered." Brent crude hit $115/barrel. Israel struck Iranian naval

targets in the Caspian Sea for the first time. Lebanon nearing 1,000 killed. Trump stated neither the US nor Qatar had prior knowledge of Israel's South Pars strike;

threatened to "massively blow up the entirety of the South Pars Gas Field" if Qatar is struck again. Hormuz traffic nearly doubled in recent days (21 tankers since Feb

28, up from near-zero); Iran selectively permitting Indian and some Saudi vessels. (Sources: CNN, Al Jazeera, CNBC)

19 Mar 2026

NEW  DOJ Seizes Handala Domains

The US Department of Justice seized four domains operated by Handala (the MOIS-linked persona behind the Stryker wiper attack). FBI Director Kash Patel: "We took

down four of their operation's pillars and we're not done." First major US law enforcement disruption action against an Iranian-linked persona during the conflict.

(Sources: Cybersecurity Dive, Foreign Policy)

27 Mar 2026

NEW  Day 28: Handala Breaches FBI Director Patel's Personal Gmail

Handala publicly claimed to have breached FBI Director Kash Patel's personal Gmail account and published excerpts. The group framed the breach as retaliation for the

March 19 DOJ domain seizures and a US-Israeli strike on an Iranian school. Separately, Handala doxxed 28 Lockheed Martin engineers based in Israel, leaking passport

details, identification documents, and residential addresses, threatening that the engineers' homes would become "missile targets." (Sources: CNBC, Foreign Policy,

The National, Cyber Daily, Cybernews)

28 Mar 2026

NEW  Day 29: Houthis Open New Front

The Houthi movement launched missiles and drones toward Israel, opening a new front in the expanding regional conflict after a brief operational pause. (Sources:

Wikipedia 2026 Iran war, ACLED)

01 Apr 2026

NEW  Day 33: AQUA 1 Tanker Strike Inside Qatari Territorial Waters

Iran (IRGC) launched three cruise missiles at the Panama-flagged tanker AQUA 1, leased to QatarEnergy, approximately 17 nautical miles northwest of Ras Laffan inside

Qatari territorial waters. Qatar's air defenses intercepted two of three missiles; the third struck the vessel above the waterline causing a fire (extinguished) and one

unexploded projectile in the engine room. All 21 crew evacuated safely; no casualties; no environmental damage reported. The IRGC publicly claimed responsibility,

alleging without evidence that the tanker had "ties with Israel." First Iranian offensive engagement of a commercial vessel inside the sovereign waters of a GCC member

state. Trump address (April 1-2): claims "core strategic objectives are nearing completion," cites destruction of Iranian navy, missile production, and 12,300+ targets

struck; signals mission could "wrap up very shortly" without a formal deal but vows continued strikes for 2-3 more weeks. (Sources: Euronews, Peninsula Qatar,

Defense Post, Windward Maritime Intelligence Daily, Critical Threats Project)

03-04 Apr 2026

NEW  Days 35-36: Bushehr Incident

The IAEA reported a projectile struck near Iran's Bushehr nuclear plant, killing one. Attribution and intent not publicly determined. (Source: Al Jazeera)

05 Apr 2026

NEW  Day 37: Mahshahr Petrochemical Strike

Israel struck the Mahshahr Special Petrochemical Economic Zone, a critical industrial hub in Khuzestan Province near the Persian Gulf. Iranian state media reported at

least 5 killed and approximately 170 wounded. The IDF conducted 272 strikes across 14 provinces with 184 reported casualties; most strikes hit Tehran, Khuzestan, and

Isfahan. (Sources: PBS NewsHour, Times of Israel, Argus Media, Iranian state media)

06 Apr 2026

NEW  Day 38: Asaluyeh Strike, Islamabad Accord, Trump Ultimatum

Israel struck Iran's Asaluyeh petrochemical complex (the country's largest, ~50% of national petchem production). Defense Minister Israel Katz stated the IDF has now

struck sites responsible for ~85% of Iran's petrochemical export capacity. The strike also hit the Mobin and Damavand utility companies supplying water and electricity

to the plant. Pakistan, with Egypt and Turkey, delivered the "Islamabad Accord" two-phase ceasefire framework: an immediate truce with Hormuz reopening followed by

15-20 days of talks toward a broader settlement (Iranian nuclear non-proliferation commitments, sanctions relief, frozen-asset release). Iran rejected the temporary

truce, stating Hormuz "will not return to its previous condition unless the war is permanently stopped." Trump called the proposal "a significant step" but "not good

enough." In an evening press conference Trump set 8�00 PM ET Tuesday April 7 as a "final" Hormuz reopening deadline: "Every bridge in Iran will be decimated by 12

o'clock tomorrow night, where every power plant in Iran will be out of business, burning, exploding and never to be used again... complete demolition by 12 o'clock, and

it will happen over a period of four hours if we wanted to." Trump separately stated he "doesn't know if he's winding down or escalating" the war. (Sources: CNN, NBC

News, Bloomberg, NPR, The Hill, Boston Globe, Al Jazeera, Military.com, Jerusalem Post, FDD, Euronews, i24NEWS, Iran International, Times of Israel, Axios)

07 Apr 2026

NEW  Day 39: CISA AA26-097A Confirms PLC Disruption Inside US Critical Infrastructure

CISA, FBI, and NSA published joint advisory AA26-097A: "Iranian-Affiliated Cyber Actors Exploit Programmable Logic Controllers Across US Critical Infrastructure." The

advisory confirms that since at least March 2026, an Iranian-affiliated APT group has disrupted internet-exposed Rockwell Automation/Allen-Bradley PLCs deployed

across multiple US critical infrastructure sectors including Government Services and Facilities (including local municipalities), Water and Wastewater Systems, and

Energy. The advisory states "some victims experienced operational disruption and financial loss." The FBI assesses the actors are targeting internet-exposed PLCs to

cause disruption, including manipulating project files and HMI/SCADA displays. The advisory references CVE-2021-22681 (Rockwell PN1550 authentication bypass)

and SD1771 hardening guidance. AA26-097A functionally retracts CISA Acting Director Andersen's March 18 statement that the agency was "seeing a steady state"

with "no rise in threat actor activity." Casualty totals revised upward: Iran 1,900-2,076+ killed and 26,500+ wounded; Lebanon 1,461+ killed and 4,430+ wounded; Israel

19 killed; 3,400+ killed regionally. Brent crude $111-$114. Trump's Hormuz ultimatum expires 8�00 PM ET. (Sources: CISA AA26-097A, CyberScoop, TechCrunch,

Industrial Cyber, NPR, Bloomberg, Al Jazeera)
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LOW GUARDED ELEVATED HIGH

US/Israeli strikes: 5,500+ targets, 60+ naval vessels, 30 oil facilities; "black rain" over Tehran•

Mojtaba Khamenei named Supreme Leader (March 8); IRGC pledges "complete obedience"•

NEW  Three senior officials killed in targeted strikes: Intelligence Minister Khatib, security chief Larijani, Basij commander Soleimani

(March 17)

•

NEW  Israel struck South Pars (world's largest gas field); Iran retaliated against Saudi refineries and Qatar's Ras Laffan LNG facility

(March 19)

•

NEW  Israel struck Caspian Sea naval targets for first time; oil at $115/barrel (March 19)•

Conflict expanded to Lebanon (ground incursion, nearing 1,000 killed), Gulf states, Cyprus•

Strait of Hormuz traffic nearly doubled (21 tankers) but still a trickle vs normal; Iran selectively permits passage•

AWS data centers destroyed; IEA released 400M barrels from reserves•

IRGC and MOIS activate 15+ APT groups (APT33, APT34/OilRig, APT35/Educated Manticore, APT42, MuddyWater, Agrius, Lemon

Sandstorm, Cotton Sandstorm, CyberAv3ngers, Fox Kitten, Handala/Void Manticore, Hydro Kitten, FAD Team, plus contractors and

proxies)

•

Electronic Operations Room coordinates 60-80+ hacktivist groups; 149+ DDoS attacks confirmed (Secureworks/Radware). CSIS analysis

of 250,000+ Telegram messages reveals orchestration across 178+ groups. Pro-Russian collaborators (NoName057(16), Cardinal)

joined. ICS/OT hacktivist attacks surged 50% in March

•

Precedent: Iran conducted retaliatory cyber operations after the Soleimani killing (2020) and prior escalations•

Wiper arsenal (15+ families): Agrius deploying BlueWipe, SewerGoo, BeepFreeze. Iran's wiper arsenal includes ZeroCleare, Dustman,

Shamoon variants, and others that operate at MBR/boot level, surviving standard reimaging and requiring hardware-level remediation

•

Ransomware-as-wiper: Agrius's signature TTP since 2020. Responders who classify these as criminal ransomware will waste hours

pursuing decryption keys that were never the point. Treat any ransomware in targeted sectors as a potential wiper; preserve forensic

evidence first

•

Pre-positioned access activation: Lemon Sandstorm activating 2-year dormant access in critical infrastructure ICS/SCADA networks•

OT/ICS targeting: CyberAv3ngers (IRGC-CEC) deploying IOControl malware against water utilities and fuel management systems via

Unitronics PLCs (TCP 20256). FAD Team claiming SCADA/PLC access

•

RMM supply chain exploitation: MuddyWater reportedly exploiting CVE-2025-9316 (SolarWinds N-central) for mass downstream MSP

access. ESET assesses MuddyWater may function as initial access broker for other Iranian groups

•

Sleeper access + access brokerage: APT34/OilRig maintaining dormant access via DNS tunneling in financial/aviation networks. Fox

Kitten feeding compromised VPN access to other Iranian groups

•

Human targeting: APT35/APT42 (Educated Manticore) conducting relationship-based access operations against journalists,

researchers, and security experts with privileged access. React-based phishing kits intercepting MFA tokens across 130+ domains

(Trellix)

•

MDM weaponization: Handala compromised Microsoft Intune to mass-wipe devices at Stryker, bypassing endpoint detection (Handala

claimed 200,000+ devices; BleepingComputer independently reported approximately 80,000 via Intune)

•

Criminal infrastructure sharing: MuddyWater reportedly using Qilin RaaS infrastructure to attack Israeli hospitals, creating attribution

confusion between state and criminal actors

•

Information operations: Unsubstantiated breach claims to force premature public responses; social media campaigns synchronized

with actual attacks to amplify psychological impact

•

NEW  GPS/EW convergence: GPS spoofing (1,735 events, 655 vessels) cascading into financial timing systems. Iran's BeiDou-3

integration creates offensive/defensive asymmetry: Iran can degrade GPS-dependent adversary systems while its own remain navigable

•

NEW  CISA CVIE exposure data: CISA published its Cyber Vulnerability Insights Estimate identifying 136 CVEs targeted by Iranian

actors across 3,100+ US critical infrastructure entities. CISA Acting Director Andersen stated "we're seeing a steady state, we have not

seen a rise in threat actor activity," an assessment that conflicts with the Stryker wiper attack, vendor reporting, and the expanding

proxy ecosystem (Sources: Qualys, CISA, The Record)

•

Energy: CRITICAL: Primary target for ICS/SCADA attacks (APT33, Lemon Sandstorm, CyberAv3ngers, FAD Team); OT environments at

immediate risk; fuel management systems targeted by IOControl malware

•

Financial Services: CRITICAL: Hydro Kitten (IRGC-CEC) explicitly threatening Western financial sector (CrowdStrike); MuddyWater

compromised US financial institution; APT34/OilRig maintaining dormant access in financial networks; information operations can move

markets through unsubstantiated breach claims; GPS timing spoofing can disrupt synchronized financial transactions

•

Water / Wastewater: NEW  CRITICAL: CyberAv3ngers targeting internet-exposed Unitronics PLCs via default credentials (TCP 20256).

Small municipal facilities with minimal cyber budgets and no 24/7 SOC are primary targets

•

Government: HIGH: Espionage and influence operations; defense contractors targeted; 47.8% of hacktivist DDoS targets are

government; APT35/APT42 targeting individuals with privileged access

•

Technology / MSPs: UPGRADED ↑  HIGH: MuddyWater exploiting RMM vendor platforms (SolarWinds N-central CVE-2025-9316) for

mass downstream access. Fox Kitten brokering compromised VPN access. MSP compromise enables simultaneous access across all

client environments

•

Cloud / Data Centers: HIGH: Kinetic targeting of hyperscaler infrastructure established; single-region deployments at risk; cascading

outages observed

•

Healthcare: HIGH UPGRADED ↑ : Stryker wiper attack confirms medtech targeting. MOIS-Qilin infrastructure sharing reportedly used

against Israeli hospitals. Ransomware-as-wiper creates triage confusion

•

Transportation: ELEVATED: Maritime GPS spoofing; aviation disruption; APT34 dormant access in aviation networks; logistics and

supply chain disruption from Hormuz closure

•
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