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1 Attribution & Identity

ATTRIBUTION CONFIDENCE: HIGH

Handala (Void Manticore) is assessed with high confidence to be a destructive operations unit within Iran's Ministry of Intelligence and Security

(MOIS). The group operates under the Counter-Terrorism (CT) division led by Seyed Yahya Hosseini Panjaki (alias "Seyed Yahya Hamidi"),

Deputy of Internal Security at MOIS. Panjaki has been sanctioned and is listed on the FBI's wanted list. Attribution has been confirmed by

Microsoft, Check Point Research, CISA, and the FBI.

Background

Handala is the primary public persona of Void Manticore, an Iranian state-sponsored

destructive operations group. Since its emergence in July 2022 with the "Homeland

Justice" attacks on Albania, the group has evolved from deploying commodity disk wipers

into one of the most operationally aggressive MOIS cyber units, combining data destruction,

psychological warfare, and supply-chain targeting across multiple continents.

The group operates through a documented "one-two punch" collaboration model: Scarred

Manticore (Storm-0861), an MOIS espionage unit, conducts extended intrusions to

establish persistent access within target networks, then hands off compromised

environments to Void Manticore for destructive operations. This operational handoff was

documented by Check Point Research in May 2024 across both Albanian and Israeli

campaigns.

Since October 2023, Handala has intensified operations against Israel, deploying at least six

distinct wiper families, hijacking emergency PA systems in kindergartens, conducting

psychological warfare campaigns against senior officials, and, most recently, weaponizing

Microsoft Intune MDM infrastructure in the March 2026 Stryker Corporation attack. The

group has also adopted commercial cybercrime tools (Rhadamanthys infostealer, Qilin

ransomware) as part of a broader MOIS shift toward leveraging the cybercrime ecosystem.

Known Aliases

Handala Hack Team Void Manticore Storm-0842 BANISHED KITTEN

Dune (MOIS internal) Karma (Israel persona)

Homeland Justice (Albania persona) DarkBit (Technion persona)

QUICK FACTS

Origin: Iran (MOIS)

Active Since: July 2022 (Albania)

Motivation: State-sponsored

destructive / psychological

warfare

Sophistication: High

Last Observed: March 11, 2026

(Stryker attack)

Sponsor: MOIS CT Division

Handler: Seyed Yahya Hosseini

Panjaki (sanctioned, FBI wanted)

Wipers Deployed: 6+ families

"Scarred Manticore conducts extended espionage operations to establish persistent access, then hands off compromised

environments to Void Manticore for destructive operations."

2 Targeting Profile

Industries

Medical Technology / Healthcare

(Stryker, 2026)

Government (Albania, 2022)

Education (Technion,

kindergartens)

Critical Infrastructure (water,

energy)

Defense

Financial Services (Verifone

claim, 2026)

Oil & Gas

Regions

Israel (primary since Oct 2023)

Albania (2022)

Gulf States (2026)

Western Nations (2026, Stryker)

Thailand (accidental, Nov 2025)

Technologies

Microsoft Intune / MDM (novel,

2026)

Windows Endpoints

Linux Servers

Web Applications (SharePoint

CVE-2019-0604)

IoT / PA Systems (Maagar-Tec)

Azure / Entra ID

Mobile Devices (iOS, Android)

3 Tactics, Techniques & Procedures

INITIAL ACCESS

T1078.004 Valid Accounts: Cloud Accounts

T1190
Exploit Public-Facing Application

(CVE-2019-0604)

T1566
Phishing (CrowdStrike lure,

HamsaUpdate)

EXECUTION

T1059.010 AutoIT / AutoHotKey

T1072 Software Deployment Tools NOVEL

PRIVILEGE ESCALATION

T1068
Exploitation for Privilege Escalation

(BYOVD)

DEFENSE EVASION

T1055.012 Process Hollowing (RegAsm.exe)

T1218.009 Regsvcs / Regasm

T1027
Obfuscated Files (batch garbage

code)

T1497.003 Time Based Evasion

IMPACT

T1485 Data Destruction

T1561
Disk Wipe (BiBi, CL, LowEraser,

Pinky, JustMBR)

T1529 System Shutdown / Reboot

T1491 Defacement

COMMAND & CONTROL

T1102 Web Service (Telegram bot C2)

T1567
Exfiltration Over Web Service

(Storjshare)

Novel TTP: MDM/Intune Weaponization (March 2026)

4 Tooling & Infrastructure

Malware Arsenal

Tool Type Description
First

Seen

BiBi Wiper

(Win/Linux)

File Corruptor /

Wiper

Custom wiper that corrupts files with random data and appends ".BiBi" extension.

Updated variants (Feb 2024+) include partition table destruction.

Oct

2023

CL Wiper Disk Wiper Uses ElRawDisk driver ( rwdsk.sys ) for raw disk access; overwrites partitions with

zeros.

Jul

2022

LowEraser Partition Wiper Wipes partition tables via IOCTL_DISK_DELETE_DRIVE_LAYOUT . Feb

2024

Pinky Partition Wiper Partition table wiper variant. 2024

JustMBR MBR Wiper Master Boot Record wiper variant. 2024

Hatef Windows Wiper Windows wiper with Telegram bot C2; deployed via HamsaUpdate campaign. Early

2024

Hamsa Linux Wiper Linux wiper variant from HamsaUpdate campaign; shares C2 infrastructure with Hatef. Early

2024

CrowdStrike-themed

Wiper

Wiper (multi-

stage)

NSIS installer > batch script (garbage code obfuscation) > AutoIt > process hollowing

into RegAsm.exe  > wiper payload. BYOVD via ListOpenedFileDrv_32.sys .

Jul

2024

Karma Shell ASPX Web Shell Custom web shell masquerading as error page; base64 + XOR (key: 23) obfuscation;

supports reGeorge tunneling.

2023

Rhadamanthys Commercial

Infostealer

Commodity infostealer adopted late 2024; paired with custom wipers. Represents MOIS

shift toward leveraging the cybercrime ecosystem.

Late

2024

Infrastructure

Category Details Source

C2 Servers Vultr VPS (64.176.x.x range): dedicated C2 infrastructure confirmed by Check Point. Five IPs

documented (see Appendix A).

Check Point Research (May

2024)

C2 Protocol Telegram bots used for wiper C2 and exfiltration signaling. Two bot keys documented (see

Appendix A).

Trellix, Intezer, Splunk

Payload

Hosting

Storjshare decentralized cloud storage for wiper payload distribution. Trellix, Splunk (Jul 2024)

Connectivity Starlink satellite internet (AS14593) adopted January 2026 after Iran's internet shutdowns.

Terminals officially banned but widely smuggled into Iran.

Check Point Blog, Iran

International (Jan 2026)

Phishing crowdstrike.com.vc  and various Israeli impersonation domains. Splunk, Trellix, CyberScoop

Personas Multiple Telegram channels (primary + data leak channels); RedWanted website launched

March 2026 listing individuals and organizations supporting Israel.

KELA, Unit 42, multiple OSINT

5 Notable Campaigns

Homeland Justice (Albania)

Albania Government CVE-2019-0604

Jul 2022

First publicly attributed destructive campaign. Exploited CVE-2019-0604 (Microsoft SharePoint) for initial access. Deployed CL Wiper

(using ElRawDisk driver) alongside GoXML ransomware against Albanian government systems. Microsoft attributed to Storm-0842;

CISA published Advisory AA22-264A. The FBI investigation confirmed Iranian state-sponsored attribution.

BiBi Wiper

Israel Multiple Sectors

Oct 2023

First custom wiper deployed against Israel. BiBi-Linux discovered by SecurityJoes on October 30, 2023; BiBi-Windows variant followed

in November (compiled October 21, 2023). The wiper corrupts files with random data and appends the ".BiBi" extension, a name

mocking Israeli PM Netanyahu. The Windows variant deletes shadow copies and skips .exe/.dll/.sys files to maintain system instability.

Operation HamsaUpdate

Israel Infrastructure Supply-Chain

Early 2024

Supply-chain style phishing campaign distributing wipers disguised as security updates. Deployed Hatef (Windows) and Hamsa

(Linux) wipers with shared Telegram bot C2 infrastructure. Demonstrated increased operational sophistication through social

engineering and trusted update impersonation.

CrowdStrike-Themed Wiper

Israel BYOVD Opportunistic

Jul 2024

Exploited the global CrowdStrike Falcon outage (July 19, 2024) to distribute wiper malware. Phishing emails from

crowdstrike.com.vc directed targets to Storjshare-hosted payloads. Multi-stage chain: NSIS installer > Carroll batch script

(garbage code) > AutoIt > process hollowing into RegAsm.exe > wiper. Used BYOVD technique with ListOpenedFileDrv_32.sys for

privilege escalation and EDR bypass via ntdll.dll unhooking.

Soreq Nuclear Research Center Claims

Israel Nuclear

2024

Handala claimed breach of the Soreq Nuclear Research Center, an Israeli nuclear facility. [UNVERIFIED] No independent confirmation

of the claimed breach has been published. Handala has a documented history of exaggerating operational impact.

School Sirens Attack

Israel Education IoT

Jan 2025

Hijacked Maagar-Tec emergency PA/panic button systems in approximately 20 Israeli kindergartens. Broadcast rocket sirens, Arabic

messages, and pro-terrorism songs on a Sunday morning. Accompanied by a mass SMS campaign sending intimidating messages to

tens of thousands of Israelis. This campaign prioritized psychological impact over technical destruction.

Thailand Blunder (OPSEC Failure)

Thailand Accidental OPSEC Failure

Nov 2025

Published "Smile for the Camera" propaganda claiming access to Israeli airport security systems. Images actually showed

Suvarnabhumi Airport (BKK) in Bangkok, Thailand, not Ben Gurion Airport. This OPSEC failure accidentally revealed MOIS access to

Bangkok airport surveillance (62.2M passengers/year), potentially used for monitoring Iranian dissidents transiting Thailand. The

blunder exposed poor operational security, including an operative using basic passwords.

BibiGate

Israel Government Officials Psychological Warfare

Dec 2025

Claimed access to the mobile phone of Tzachi Braverman, Chief of Staff to Israeli PM Netanyahu. Threatened release of 110 pages of

contact information. Part of the broader "Saturday Files" / "RedWanted" campaign. ICT characterized this as "psychological

operations for intimidation and narrative control, not genuine technical disruption." KELA assessed that access was limited to Telegram

accounts rather than full phone compromise. Claims remain unverified; Israeli officials denied the breach.

Stryker Corporation Wiper Attack

United States Medical Technology MDM Weaponization 60+ Countries

Mar 11, 2026

Destructive wiper attack against Stryker Corporation (NYSE: SYK, $100B+ market cap, 56,000+ employees) via Microsoft Intune MDM

weaponization. Handala reportedly compromised Intune administration to push remote wipe commands across enrolled devices

(Windows, macOS, iOS, Android) globally.

Handala claims (not independently verified): 200,000+ systems, servers, and mobile devices wiped; 50TB data exfiltrated; offices

in 79 countries shut down.

Confirmed impact: SYK shares fell approximately 4.5%; Cork, Ireland HQ (4,000-5,500 employees) shut down; manufacturing

systems disabled; Handala logo displayed on all login screens; employees communicated via WhatsApp; personal BYOD devices

wiped. Ireland's NCSC was informed and responding.

Stated motivation: Retaliation for the February 28 missile strike on Minab school (168-175 killed, reportedly mostly children); Stryker

described by Handala as "Zionist-rooted" due to its 2019 acquisition of Israeli firm OrthoSpace.

Initial Access Vector: [REQUIRES VERIFICATION]

The exact mechanism by which Handala gained Intune administrative access has not been publicly disclosed. Device and data volume

claims originate from Handala and have not been independently verified.

6 Detection & Response Recommendations

Detection Opportunities

Intune / MDM Admin Audit Graph API Monitoring

Entra ID Anomalies Endpoint Wiper Artifacts

Sample Detection Queries

Starlink ASN Sign-in Detection (KQL)

DETECTION ONLY

SigninLogs
| where AutonomousSystemNumber == 14593
| project TimeGenerated, UserPrincipalName, IPAddress,
    Location, AppDisplayName, ResultType
| sort by TimeGenerated desc

ASN-Level Detection: NOT for Blocking

AS14593 (Starlink/SpaceX) serves millions of legitimate satellite internet subscribers worldwide. This query detects sign-ins from this ASN for

analyst review. Do NOT deploy as an automated blocking rule.

Wiper Hash Detection (KQL)

BLOCKING SAFE

let HandalaHashes = dynamic([
    "40417e937cd244b2f928150cae6fa0eff5551fdb401ea072f6ecdda67a747e17",
    "96dec6e07229201a02f538310815c695cf6147c548ff1c6a0def2fe38f3dcbc8",
    "fe07dca68f288a4f6d7cbd34d79bb70bc309635876298d4fde33c25277e30bd2",
    "e1204ebbd8f15dbf5f2e41dddc5337e3182fc4daf75b05acc948b8b965480ca0"
]);
DeviceFileEvents
| where SHA256 in (HandalaHashes)
| project Timestamp, DeviceName, FileName, SHA256, FolderPath

Anomalous Intune Wipe Commands (KQL)

DETECTION ONLY

// NOTE: LoggedByService == "Intune" requires Intune diagnostic settings
// routed to your workspace. If no results, try filtering on OperationName only.
AuditLogs
| where LoggedByService == "Intune"
| where OperationName has_any ("Wipe", "Retire", "Reset")
| summarize WipeCount = count() by bin(TimeGenerated, 1h), InitiatedBy = tostring(InitiatedBy.user.userPrincipalName)
| where WipeCount > 10
| sort by WipeCount desc

Telegram Exfiltration (KQL)

DETECTION ONLY

DeviceNetworkEvents
| where RemoteUrl has "api.telegram.org"
| where InitiatingProcessFileName !in~ ("Teams.exe", "Telegram.exe", "slack.exe")
| project Timestamp, DeviceName, InitiatingProcessFileName,
    InitiatingProcessCommandLine, RemoteUrl

A Appendix A: Indicators of Compromise

Blocking Guidance: 3-Tier IOC Classification

Tier 1: Block (High Confidence)

Vultr C2 IPs (64.176.169.22, 64.176.172.235, 64.176.172.165, 64.176.173.77, 64.176.172.101): Check Point confirmed these as dedicated C2

infrastructure. Safe to add to Conditional Access block lists or firewall deny rules. Caveat: Reassess if Vultr reassigns these IPs to new customers.

All wiper SHA256 hashes listed below: Confirmed malicious with no legitimate use case. Safe for hash-based blocking and EDR prevention

policies.

Tier 2: Alert / Monitor (Shared Infrastructure)

Starlink IPs (AS14593): Shared satellite internet infrastructure used by millions of legitimate subscribers worldwide. Deploy as detection/alerting

queries only. Require analyst review before action. Do NOT block at network level.

Storjshare URLs: Storjshare is a legitimate decentralized cloud storage platform. Block specific known-malicious URLs only; do not block the entire

domain.

Telegram API (api.telegram.org): Blocking Telegram API will disrupt legitimate Telegram usage. Monitor for non-Telegram-client processes

connecting to this endpoint.

Tier 3: Investigate (Unconfirmed)

Residential ISP IPs: Any residential ISP IPs observed in connection with Handala campaigns may represent the threat actor's true origin, a

compromised residential device acting as a proxy, or a legitimate user. Do not block without verifying against known employee/partner IP addresses.

File Indicators (SHA256)

Indicator Context Source Confidence

D0C03D40772CD468325BBC522402F7B737F18B8F37A89BACC5C8A

00C2B87BFC6

Void Manticore wiper (Israel) Check Point Research (May

2024)

High

DEEAF85B2725289D5FC262B4F60DDA0C68AE42D8D46D0DC19B925

3B451AEA25A

Void Manticore wiper (Israel) Check Point Research (May

2024)

High

87F0A902D6B2E2AE3647F10EA214D19DB9BD117837264AE15D622

B5314FF03A5

Void Manticore wiper (Israel) Check Point Research (May

2024)

High

85FA58CC8C4560ADB955BA0AE9B9D6CAB2C381D10DBD42A0BCEB8

B62A92B7636

Void Manticore wiper (Israel) Check Point Research (May

2024)

High

74D8D60E900F931526A911B7157511377C0A298AF986D42D373F5

1AAC4F362F6

Void Manticore wiper (Israel) Check Point Research (May

2024)

High

CC77E8AB73B577DE1924E2F7A93BCFD852B3C96C6546229BC8B80

BF3FD7BF24E

Void Manticore wiper (Israel) Check Point Research (May

2024)

High

40417e937cd244b2f928150cae6fa0eff5551fdb401ea072f6ecd

da67a747e17

BiBi-Windows Wiper BlackBerry Research (Nov

2023)

High

f116acc6508843f59e59fb5a8d643370dce82f492a217764521f4

6a856cc4cb5

GoXML ransomware (Albania) CISA AA22-264A (Sep 2022) High

e1204ebbd8f15dbf5f2e41dddc5337e3182fc4daf75b05acc948b

8b965480ca0

CL Wiper (Albania) CISA AA22-264A (Sep 2022) High

3c9dc8ada56adf9cebfc501a2d3946680dcb0534a137e2e27a7fc

b5994cd9de6

rwdsk.sys raw disk driver

(Albania)

CISA AA22-264A (Sep 2022) High

7ad64b64e0a4e510be42ba631868bbda8779139dc0daad9395ab0

48306cc83c5

ClientBin.aspx web shell

(Albania)

CISA AA22-264A (Sep 2022) High

96dec6e07229201a02f538310815c695cf6147c548ff1c6a0def2

fe38f3dcbc8

CrowdStrike-themed wiper

payload

Splunk (Jul 2024) High

19001dd441e50233d7f0addb4fcd405a70ac3d5e310ff20b331d6

f1a29c634f0

Phishing PDF (CrowdStrike

lure)

Splunk (Jul 2024) High

8316065c4536384611cbe7b6ba6a5f12f10db09949e66cb608c92

ae8b69e4d67

OpenFileFinder.dll (BYOVD

loader)

Splunk (Jul 2024) High

fe07dca68f288a4f6d7cbd34d79bb70bc309635876298d4fde33c

25277e30bd2

HamsaUpdate loader (Hatef

wiper)

Intezer High

ca9bf13897af109cb354f2629c10803966eb757ee4b2e468abc04

e7681d0d74a

HamsaUpdate loader variant Intezer High

Network Indicators (C2 IPs)

Indicator Type Context Source Confidence

64.176.169.22 IPv4 C2 infrastructure (Vultr) Check Point Research (May 2024) High

64.176.172.235 IPv4 C2 infrastructure (Vultr) Check Point Research (May 2024) High

64.176.172.165 IPv4 C2 infrastructure (Vultr) Check Point Research (May 2024) High

64.176.173.77 IPv4 C2 infrastructure (Vultr) Check Point Research (May 2024) High

64.176.172.101 IPv4 C2 infrastructure (Vultr) Check Point Research (May 2024) High

These IPs belong to Vultr, a cloud hosting provider. Check Point Research confirmed them as dedicated C2 infrastructure for Void Manticore.

However, Vultr may reassign these IPs to new customers. Reassess periodically and verify current assignment before maintaining in block lists.

C2 Infrastructure (Telegram Bots)

Indicator Type Context Source Confidence

7277950797:AAF99Nw5rAT1BHnMmwY_tQNYJFU3dYJ

5RHc

Telegram Bot Key CrowdStrike-themed wiper C2 (Jul

2024)

Trellix High

7436061126 Telegram Chat ID CrowdStrike-themed wiper C2 (Jul

2024)

Trellix High

6428401585  (bot ID only; full token not publicly

available)

Telegram Bot ID HamsaUpdate/Hatef wiper C2 Intezer,

Splunk

High

6932028002 Telegram Channel

ID

HamsaUpdate/Hatef wiper C2 Intezer,

Splunk

High

Download URLs & Phishing Domains

Indicator Type Context Source Confidence

hxxps://link[.]storjshare[.]io/s/jwyite7mez2ilyvm2es

xw2jq3apq/crowdstrikeisrael/update.zip

URL Wiper payload (CrowdStrike

lure)

Trellix High

hxxps://link[.]storjshare[.]io/s/jvktcsf5ypoak5aucs6

fn6noqgga/crowdstrikesupport/update.zip

URL Wiper payload variant

(CrowdStrike lure)

Trellix, Splunk High

hxxps[:]www[.]shirideitch[.]com/wp-content/uploads/2

022/06/RedAlert[.]apk

URL Malicious RedAlert APK

distribution

Unit 42 (Mar 2026) High

hxxps[:]//api[.]ra-backup[.]com/analytics/submit.ph

p

URL RedAlert APK C2 endpoint Unit 42 (Mar 2026) High

crowdstrike.com.vc Domain Phishing domain

impersonating CrowdStrike

Splunk, Trellix,

CyberScoop

High
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Devices Reportedly Wiped in Stryker Attack (March 11, 2026)

Handala claim, not independently verified | MDM/Intune weaponization | 60+ countries affected

Check Point Research, "Bad Karma, No Justice" (May 2024)

In the Stryker attack, Handala reportedly weaponized Microsoft Intune administration to push remote wipe commands across enrolled devices

spanning Windows, macOS, iOS, and Android. This represents a significant evolution: instead of deploying custom wiper malware endpoint-by-

endpoint, the actor leveraged legitimate enterprise management infrastructure to achieve mass destruction at scale. This technique (T1072,

Software Deployment Tools) was applied to MDM for the first time in a destructive campaign, according to available reporting.

Review all Intune Global Administrator and Intune

Administrator role assignments

>

Enforce Conditional Access policies on MDM admin

accounts (phishing-resistant MFA, compliant device

requirement)

>

Monitor for anomalous wipe, retire, or reset commands

in Intune audit logs

>

Alert on bulk device management actions exceeding

baseline thresholds

>

Alert on unusual Microsoft Graph API calls to

deviceManagement/managedDevices actions

>

Monitor for automated or scripted wipe/retire requests>

Track service principal access to Intune APIs>

Log all POST requests to /wipe, /retire,
/resetPasscode endpoints

>

Monitor for sign-ins from Starlink ASN (AS14593)>

Monitor for sign-ins from Vultr IP ranges (64.176.0.0/12)>

Detect impossible travel and geographic anomalies>

Alert on new device enrollments from unusual locations>

File corruption patterns with ".BiBi" extension>

Mass file deletion or overwrite activity>

RegAsm.exe executing with no arguments or with

network connections

>

BYOVD: ListOpenedFileDrv_32.sys or rwdsk.sys
driver loading

>

Outbound connections to api.telegram.org from

endpoint processes

>
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