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1 Attribution & Identity

ATTRIBUTION CONFIDENCE: MEDIUM

FAD Team (also referred to as the Fatimion Cyber Team or Fatimiyoun Cyber Team) is assessed with medium confidence to be an IRGC-aligned

hacktivist group operating within Iran's "axis of resistance" information ecosystem. The group publicly identifies as a volunteer collective of

Iraqi Shia hacktivists with no formal state affiliation. Palo Alto Unit 42 categorized FAD Team among pro-regime actors focused on "wiper

malware and permanent data destruction" in their March 2026 threat brief. The Washington Institute links the Fatemiyoun Electronic Squad to

Kataib Hezbollah's Unit 10,000, describing it as the unit's "electronic strike brigade." Cyberwarzone's March 2026 investigation, based on a full

export of over 5,000 Telegram messages, confirmed the group's operational pattern and ideological alignment with Iran-backed militias.

Background

FAD Team (Fatimion Cyber Team) is a hacktivist-militia hybrid that combines the public

visibility and ideological messaging of hacktivism with the organizational backing and target

selection of state-aligned militias. The group was established on Telegram on August 6,

2023, and has since conducted DDoS attacks, website defacements, database exfiltrations,

SQL injection campaigns, and claimed unauthorized access to SCADA/PLC systems across

multiple countries.

The group consistently amplifies statements from Kataib Hezbollah leadership and cross-

posts content from Harakat al-Nujaba, Sabereen News, and other channels within Iran's

"axis of resistance" information ecosystem. This content alignment, combined with the

Washington Institute's identification of the broader Fatemiyoun Electronic Squad as Unit

10,000's strike brigade, places FAD Team within the IRGC's proxy hacktivist network.

FAD Team's operations escalated sharply after the commencement of Operation Epic Fury

(February 28, 2026). The group joined the Cyber Islamic Resistance coalition and the

Electronic Operations Room, a coordination body formed on the same day to synchronize

hacktivist operations across 60+ pro-Iranian groups.

Known Aliases

FAD Team Fatimion Cyber Team Fatimiyoun Cyber Team

Fatemiyoun Electronic Squad

Naming Clarification

The "Fatemiyoun Electronic Squad" (FES), documented by the Washington Institute as a

facade group for Kataib Hezbollah's Unit 10,000, may or may not be the same entity as the

"Fatimion Cyber Team" (FAD Team) tracked by Unit 42 and Cyberwarzone. Both names derive

from the Liwa Fatemiyoun (Fatemiyoun Brigade), an IRGC-recruited Afghan Shia militia. The

precise organizational relationship between FES and FAD Team has not been independently

confirmed in reviewed sources. [REQUIRES VERIFICATION]

QUICK FACTS

Origin: Iraq / Iran-aligned (IRGC

proxy ecosystem)

Active Since: August 6, 2023

(Telegram founding)

Motivation: Pro-Iranian hacktivist

/ OT disruption

Sophistication: Low to Moderate

Last Observed: March 2026

(Kuwait offensive)

Sponsor: IRGC (assessed, via

Kataib Hezbollah / Unit 10,000)

Signature TTPs: SQL injection,

SCADA/PLC claims, DDoS, data

leaks

Coordination: Cyber Islamic

Resistance, Electronic Operations

Room

"The FAD Team is composed of pro-regime actors who focus on wiper malware and permanent data destruction."

2 Targeting Profile

Industries

Government (Kuwait, Jordan,

Israel)

Critical Infrastructure

(SCADA/PLC access claims)

Water & Agriculture (claimed OT

access)

Energy (firewall/network

monitoring claims)

Military (defacements, US Air

Force virtual group)

Media / Broadcasting (ATV

Kuwait, Bahrain News Agency)

Education (France, India, Vietnam

institutions)

Oil & Gas (Qatar Gasco DDoS)

Regions

Israel (primary; SCADA/PLC

claims, security company breach)

Kuwait (28% of hacktivist attacks;

March 2026 offensive)

Jordan (21.5% of hacktivist

attacks)

Saudi Arabia (firewall monitoring

claims, Mecca/Medina)

Bahrain (news agency DDoS)

Qatar (Gasco, Qatar Radio DDoS)

Turkey (media outlet attack)

United States (township PII leak)

Iraq (Iraq Post "server

destruction")

Technologies Targeted

SCADA/PLC Systems (multiple

claimed compromises)

Web Applications (SQL injection

campaigns)

Network Firewalls (monitoring

dashboard claims)

Government Portals

(defacement, DDoS)

Mobile Applications (ATV Kuwait

app breach)

SQL Databases (PII exfiltration)

OT/ICS Targeting: Elevated Concern

3 Tactics, Techniques & Procedures

Limited TTP Documentation

FAD Team has limited publicly documented technical analysis. The MITRE ATT&CK mappings below are assessed based on the group's claimed

activities, Telegram messages analyzed by Cyberwarzone (5,000+ messages, August 2023 through March 2026), and categorization by Unit 42.

Specific tooling, malware samples, and infrastructure details have not been published by any vendor at the time of writing. Mappings should be

treated as analytical assessments, not confirmed vendor attributions.

RECONNAISSANCE

T1595.002
Vulnerability Scanning

(Shodan/Censys for exposed ICS

devices) [ASSESSED]

T1593
Search Open Websites/Domains

(target identification via public

sources) [ASSESSED]

INITIAL ACCESS

T1190
Exploit Public-Facing

Application (SQL

injection campaigns)

CONFIRMED

T1078
Valid Accounts / Default Credentials

(internet-exposed SCADA/PLC)

[ASSESSED]

EXECUTION

T1059.004
Unix Shell (server-side

command execution via SQLi)

[ASSESSED]

COLLECTION

T1213
Data from Information

Repositories (database

exfiltration)

CONFIRMED

T1530
Data from Cloud Storage Object

[ASSESSED]

IMPACT

T1485
Data Destruction (wiper malware;

Unit 42 categorization) [ASSESSED]

T1491.002

External

Defacement

(website

defacement

campaigns)

CONFIRMED

T1498
Network Denial of

Service (DDoS attacks)
CONFIRMED

T1489
Service Stop (Iraq Post server

destruction claim) [ASSESSED]

ICS-SPECIFIC (MITRE ATT&CK FOR ICS)

T0883
Internet Accessible Device (targeting

exposed PLCs/HMIs) [ASSESSED]

T0831
Manipulation of Control (PLC

parameter modification claims)

[ASSESSED]

T0886
Remote Services (unauthorized

access to SCADA systems)

[ASSESSED]

EXFILTRATION

T1567
Exfiltration Over Web

Service (data leaked

via Telegram)

CONFIRMED

RESOURCE DEVELOPMENT

T1583.006

Web Services

(Telegram

channels for C2

and publication)

CONFIRMED

T1588.005
Exploits (shared vulnerability

scripts via Electronic Operations

Room) [ASSESSED]

Kill Chain Pattern: Scan, Exploit, Leak, Amplify

4 Tooling & Infrastructure

Known and Assessed Tools

Tool / Capability Type Description Evidence Level

SQL Injection

Tooling

Web

Exploitation

Used in global SQLi campaigns against military, education, and

government targets. Specific tool (e.g., sqlmap, custom) not identified

in reviewed sources.

Confirmed

(Cyberwarzone, Unit 42)

DDoS Infrastructure Denial of

Service

Capability to sustain DDoS attacks against government portals (Kuwait

Military, Ministry of Health, Kuwait News Agency). Flashpoint

independently confirmed the Kuwait News Agency DDoS.

Confirmed (Flashpoint,

Hackmanac)

Wiper Malware Destructive Unit 42 categorized FAD Team among groups focused on "wiper

malware and permanent data destruction." Specific wiper samples

have not been publicly attributed to FAD Team.

Assessed (Unit 42

categorization; no

samples published)

SCADA/PLC Access ICS/OT Claimed unauthorized access to multiple SCADA/PLC systems in Israel

and other countries via Telegram. Claimed access to 24+ private

devices belonging to an Israeli security services company. Depth of

access is not independently verified.

Claimed (Telegram posts;

not independently

verified)

Network Monitoring

Access

Network Claimed control over network monitoring dashboards for firewall

devices in Mecca, Medina, and Saudi Arabia.

Claimed (Telegram posts;

not independently

verified)

Telegram (Primary

C2/Publication)

Communications Primary operational channel established August 6, 2023. Used for

coordinating operations, publishing stolen data, and amplifying claims.

5,000+ messages documented through March 2026.

Confirmed

(Cyberwarzone full

export)

Shared Tooling via Electronic Operations Room

The Electronic Operations Room, formed on February 28, 2026, facilitates shared vulnerability and attack script exchange across 60+ hacktivist

groups. FAD Team likely has access to tools, exploits, and target lists shared through this coordination body. Specific shared tools have not been

documented for FAD Team individually.

5 Notable Campaigns

Telegram Channel Founding and Initial Operations

Iraq Information Operations

Aug 2023

FAD Team established its primary Telegram channel on August 6, 2023. Initial operations included DDoS attacks, website

defacements, and database exfiltrations. The group's "Special Operations Team" claimed to have "destroyed the third server of Iraq

Post" on August 8, 2023. Early activity focused on ideological messaging and establishing the group's public persona within the pro-

Iranian hacktivist ecosystem.

Global SQL Injection Campaign

United States France India Vietnam Military Education

2023-2025

FAD Team conducted a sustained global SQL injection campaign targeting a diverse range of victims. Targets included a virtual US Air

Force group and educational institutions in France, India, and Vietnam. The group also claimed to have injected code and released

personally identifiable information from a US township. These SQLi campaigns represent the most technically verified component of

FAD Team's operations.

SCADA/PLC Access Claims (Israel & Multiple Countries)

Israel Multiple Countries OT/ICS SCADA

2024-2026

FAD Team claimed unauthorized access to multiple SCADA/PLC systems in Israel and other countries via their public Telegram board.

The group also claimed to have compromised control systems linked to more than 24 private devices belonging to an Israeli security

services company. The depth and legitimacy of these OT access claims have not been independently verified by any vendor.

Screenshots posted to Telegram showed what appeared to be HMI (Human Machine Interface) dashboards, but these could represent

exposed monitoring pages rather than full control access. [REQUIRES VERIFICATION]

Saudi Arabia Network Monitoring Claims

Saudi Arabia Network Infrastructure

2025

FAD Team claimed control over network monitoring dashboards for firewall devices in Mecca and Medina, Saudi Arabia. The extent and

nature of this access is not independently verified. [REQUIRES VERIFICATION]

Bahrain and Qatar DDoS Campaign

Bahrain Qatar Media Energy

2025-2026

FAD Team targeted Arab states perceived as US allies. Operations included disabling the Bahrain News Agency and launching DDoS

attacks against Qatari oil firm Gasco and Qatar Radio. These operations align with the broader Iranian-aligned hacktivist strategy of

targeting Gulf Cooperation Council member states.

Turkish Media Outlet Attack

Turkey Media

2025-2026

FAD Team conducted an attack against a Turkish media outlet. Specific details of the attack (defacement, data theft, or DDoS) were

not detailed in reviewed sources. [REQUIRES VERIFICATION]

Kuwait Offensive (Operation Epic Fury Response)

Kuwait Government Military Healthcare Media Data Leak

Mar 5, 2026

FAD Team's most aggressive campaign to date. In a rapid-fire sequence of over 30 messages posted within two hours on March 5,

2026, the group claimed a coordinated cyber offensive against Kuwait. Targets included Kuwaiti government portals, the national news

agency, the Kuwaiti military website, and the Ministry of Health. The group breached the ATV Kuwait state television application and

exfiltrated 23,553 user records (names, emails, passwords, phone numbers), published in three PDF files. FAD Team also claimed

access to data of 40,000 Kuwaiti citizens from a government system and announced continued database publications. Flashpoint

independently confirmed the DDoS attack on the Kuwait News Agency.

6 Ecosystem & Relationships

Iranian Hacktivist Ecosystem Position
FAD Team operates within a layered Iranian cyber operations ecosystem that spans state-directed APT groups, IRGC-funded proxy operators,

and ideologically motivated hacktivist collectives. The group sits in the proxy/hacktivist tier, below state-directed groups like CyberAv3ngers

(IRGC-CEC) and Handala/Void Manticore (MOIS), but above purely independent hacktivist actors.

Iranian Cyber Operations Hierarchy

FAD Team's position within the IRGC proxy ecosystem

TIER 1: STATE-DIRECTED APT GROUPS

APT33, APT34/OilRig, APT35, APT42, MuddyWater (MOIS/IRGC direct)

Agrius/Pink Sandstorm, Lemon Sandstorm (MOIS destructive ops)

CyberAv3ngers (IRGC-CEC; IOControl malware, Unitronics PLC targeting)

↓

TIER 2: IRGC-ALIGNED PROXY HACKTIVISTS

FAD Team / Fatimion Cyber Team (Unit 10,000 electronic strike brigade)

Handala Hack (MOIS-linked persona; most prominent in Operation Epic Fury)

313 Team, Cyber Islamic Resistance coordination entities

Shared exploit/script exchange via Electronic Operations Room

↓

TIER 3: LOOSELY AFFILIATED HACKTIVIST GROUPS

Dark Storm Team, Sylhet Gang, RipperSec, DieNet, Keymous+

Pro-Russian collaborators: NoName057(16), Cardinal

60-80+ groups mobilized via Electronic Operations Room

Key Relationships

Entity Relationship Source

Kataib Hezbollah /

Unit 10,000

Parent organization. The Washington Institute identifies the Fatemiyoun Electronic Squad as

"Unit 10,000's electronic strike brigade." Unit 10,000 is the IRGC-affiliated cyber and intelligence

arm of Kataib Hezbollah.

Washington Institute

(2020)

Electronic

Operations Room

Coordination body formed February 28, 2026. Synchronizes hacktivist operations across 60+

groups, including FAD Team. Facilitates shared vulnerability/script exchange.

Unit 42 (Mar 2026);

CSIS (Mar 2026)

Cyber Islamic

Resistance

Umbrella coalition that claimed 600+ distinct attacks in the first two weeks following Operation

Epic Fury. FAD Team is a participating member.

Unit 42 (Mar 2026)

CyberAv3ngers

(IRGC-CEC)

Parallel IRGC-affiliated group with overlapping OT/ICS targeting interests. CyberAv3ngers targets

Unitronics PLCs; FAD Team claims SCADA/PLC access. No confirmed operational overlap, but

both groups receive IRGC-ecosystem support.

CISA AA23-335A;

Unit 42 (Mar 2026)

7 Detection & Response Recommendations

Detection Opportunities

SQL Injection Detection OT/ICS Exposure Detection

DDoS & Defacement Indicators Data Leak Monitoring

Recommended Mitigations

Isolate OT networks from the internet. FAD Team and other Iranian-aligned groups specifically scan for and target internet-exposed

SCADA/PLC/HMI systems. Ensure no OT devices are directly accessible from the internet. Where remote access is required, enforce VPN

with multi-factor authentication.

Change default credentials on all OT devices. CyberAv3ngers exploited Unitronics PLCs using the default password "1111." Audit all

OT devices for default or weak credentials.

Deploy web application firewalls (WAF). FAD Team's primary confirmed capability is SQL injection. WAF rules should block common

SQLi payloads and alert on database error exposure.

Monitor Telegram channels. FAD Team operates openly on Telegram. Monitor relevant channels for claims of access to your

organization's infrastructure, published data, or announced targeting.

Implement DDoS mitigation. FAD Team regularly conducts DDoS attacks against government and media targets. Ensure CDN/DDoS

protection for public-facing services.

Conduct web content integrity monitoring. Automated defacement detection on public-facing websites enables rapid response to

hacktivist defacement campaigns.

Review CISA Advisory AA23-335A. The CISA advisory on IRGC-affiliated exploitation of PLCs provides specific mitigations applicable

to FAD Team's OT targeting pattern.

A Appendix A: Indicators of Compromise

Limited IOC Availability

No specific file hashes, IP addresses, domains, or C2 infrastructure have been publicly attributed to FAD Team by any vendor at the time of writing.

The group operates primarily through Telegram and uses commodity tooling (SQL injection tools, DDoS infrastructure). No malware samples have

been published. The IOC section below reflects the available indicators from open-source reporting.

Blocking Guidance: 3-Tier IOC Classification

Tier 1: Block (High Confidence)

No Tier 1 IOCs available. No specific malware hashes, C2 domains, or dedicated infrastructure have been published for FAD Team. If IOCs become

available from vendor reports, verify and classify before deploying.

Tier 2: Alert / Monitor (Shared Infrastructure)

Telegram-based operations: FAD Team operates openly on Telegram. Monitor for the group's primary channel (channel name changes frequently).

Do not block Telegram at the network level, as it is a widely used legitimate communications platform. Monitor for organizational data appearing in

known hacktivist channels.

Tier 3: Investigate (Unconfirmed)

SCADA/PLC access claims: If FAD Team claims access to your organization's OT infrastructure, treat as a credible threat requiring immediate

investigation, even if the claim cannot be independently verified. Verify OT device exposure, credential integrity, and access logs.

SQL injection source IPs: Any IPs identified in SQLi attacks matching FAD Team's targeting pattern should be investigated but may represent

shared hosting, VPNs, or proxies. Do not block without verification.

Telegram Indicators

Indicator Type Context Source

Fatimion Cyber Team Telegram

channel

Telegram

Channel

Primary operational and publication channel. Established

August 6, 2023. Channel name and invite link may change.

Cyberwarzone (Mar

2026)

Electronic Operations Room

coordination channels

Telegram

Channel(s)

Cross-group coordination body formed February 28, 2026.

FAD Team is a participating member.

Unit 42 (Mar 2026); CSIS

(Mar 2026)

Claimed Targets (for threat monitoring)

Target Attack Type Date Verification

Kuwait government portals, Kuwait Military website,

Ministry of Health

DDoS, defacement March 5,

2026

Claimed; Kuwait News Agency DDoS confirmed

by Flashpoint

ATV Kuwait application (23,553 user records) Data breach, PII

exfiltration

March 5,

2026

Claimed; data published on Telegram

(Hackmanac)

Multiple SCADA/PLC systems in Israel Unauthorized OT

access

2024-2026 Claimed on Telegram; not independently

verified

Israeli security services company (24+ devices) Unauthorized access 2025-2026 Claimed on Telegram; not independently

verified

Iraq Post (server destruction) Destructive August 8,

2023

Claimed on Telegram; not independently

verified

Bahrain News Agency DDoS 2025-2026 Claimed; [REQUIRES VERIFICATION]

Gasco (Qatar) and Qatar Radio DDoS 2025-2026 Claimed; [REQUIRES VERIFICATION]

US township (PII leak) SQL injection, data

leak

2024-2025 Claimed (Unit 42); [REQUIRES VERIFICATION]
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TRACK THIS THREAT ACTOR CONTINUOUSLY

BRACE monitors FAD Team and 275+ threat actors with sector-specific intelligence, detection rules, and automated alerting.

See BRACE Plans →

or

Need incident response or forensics support? Contact us at contact@intruvent.com
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Fatimion Cyber Team / IRGC-Aligned Hacktivist-Militia Hybrid

Intruvent Technologies INT-TAP-2026-FADTEAM-v1.0

Telegram Messages Documenting Operations Since August 2023

Hacktivist-militia hybrid | OT/ICS access claims | Active during Operation Epic Fury (March 2026)

Palo Alto Unit 42, "Threat Brief: March 2026 Escalation of Cyber Risk Related to Iran"

FAD Team's claims of SCADA/PLC access across multiple countries represent a significant escalation beyond typical hacktivist operations. While the

actual depth of OT access has not been independently verified, the claims are consistent with a broader pattern of Iranian-aligned groups targeting

internet-exposed ICS devices (see CyberAv3ngers and Unitronics PLC campaigns). Organizations with internet-facing OT infrastructure should treat

these claims seriously.

FAD Team follows a consistent operational pattern: scan for internet-exposed targets (web applications, ICS devices), exploit via SQL injection or

default credentials, exfiltrate data (PII, system screenshots), publish stolen data on Telegram, and amplify claims across the Cyber Islamic

Resistance network. This pattern prioritizes psychological impact and media attention over sustained persistent access.

WAF alerts for SQLi payloads targeting government and

education sites

>

Database error messages exposed in web responses>

Unusual database queries extracting bulk PII (SELECT *

FROM users)

>

Mass data exfiltration from SQL databases via web

application

>

Internet-exposed SCADA/PLC/HMI systems (Shodan,

Censys monitoring)

>

Default or weak credentials on OT devices>

Unauthorized VNC/RDP connections to OT workstations>

Anomalous access to HMI web interfaces from external

IPs

>

Volumetric DDoS traffic patterns against public-facing

services

>

Web content integrity monitoring (defacement

detection)

>

DNS amplification or reflection attack traffic>

HTTP flood patterns targeting government portals>

Monitor Telegram channels for organizational data leaks>

Credential exposure monitoring (leaked passwords,

emails)

>

Dark web/paste site monitoring for exfiltrated databases>

Anomalous outbound data transfers from database

servers

>

Real-time threat actor tracking✓

Sector-specific risk scoring (ITR)✓

Detection rules updated with each reporting cycle✓
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