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1 Attribution & Identity

ATTRIBUTION CONFIDENCE: HIGH

Agrius is assessed with high confidence to be an offensive cyber operations group operating under Iran's Ministry of Intelligence and Security

(MOIS). SentinelOne initially attributed the group at medium confidence in May 2021. Subsequent independent reporting from Microsoft, Palo

Alto Unit 42, Check Point Research, CrowdStrike, Secureworks, and ESET has strengthened attribution to high confidence. The group is

tracked by MITRE as G1030.

Background

Agrius is an Iranian state-sponsored group that has conducted destructive cyber

operations against Israeli and regional targets since at least 2020. The group's defining

characteristic is its systematic disguising of state-directed destructive operations as

financially motivated ransomware attacks, a pattern that mirrors the Shamoon campaigns of

2012 and 2016-2017.

The group operates through rotating public-facing personas, including BlackShadow, Malek

Team, Sharp Boys, Justice Blade, and MoneyBird, each used for a limited number of

operations before being discarded. This persona rotation provides plausible deniability

while maintaining consistent underlying infrastructure and tooling.

Agrius is distinct from Void Manticore (Handala), another MOIS destructive operations

group, in two key ways. First, Agrius consistently frames its destructive operations as

ransomware rather than overt wiper attacks. Second, Agrius places greater emphasis on

data theft and exfiltration before destruction, combining espionage and sabotage in a single

operational cycle. While both groups serve MOIS objectives, the documented "handoff"

model between Scarred Manticore and Void Manticore has not been confirmed for Agrius

operations.

Known Aliases

Agrius (SentinelOne) Pink Sandstorm (Microsoft) DEV-0227 (Microsoft)

AMERICIUM (Microsoft, legacy) Agonizing Serpens (Unit 42)

SPECTRAL KITTEN (CrowdStrike) COBALT SHADOW (Secureworks)

G1030 (MITRE)

Operational Personas

These are cover identities used for specific campaigns, not separate threat actors.

BlackShadow Malek Team Sharp Boys Justice Blade MoneyBird

QUICK FACTS

Origin: Iran (MOIS)

Active Since: 2020 (earliest

observed)

Motivation: State-sponsored

destructive / espionage

Sophistication: High

Last Observed: March 2026

(Operation Epic Fury posture)

Sponsor: MOIS

Signature TTP: Destruction

disguised as ransomware

Wipers Deployed: 12+ families

"Agrius is a new threat group that, while it first appears to be financially motivated, its true purpose we believe is conducting

destructive attacks in the guise of ransomware attacks."

2 Targeting Profile

Industries

Insurance (Shirbit, 2020)

Higher Education (Bar-Ilan, 2021;

sector-wide, 2023)

Technology (2020-2023,

ongoing)

Diamond Industry (supply-chain,

2022)

Internet Services / Hosting

(Cyberserve, 2021)

Healthcare / LGBTQ Services

(Atraf, 2021)

HR & IT Consulting (Israel, 2022)

Critical Infrastructure (2025)

Energy & Financial Services

(assessed, 2025-2026)

Government (Albania, 2025)

Regions

Israel (primary, 2020-present)

South Africa (diamond industry,

2022)

Hong Kong (diamond industry,

2022)

United Arab Emirates (2020-

present)

Albania (BeepFreeze, 2025)

Gulf States (UAE, Qatar, Bahrain,

Kuwait; camera scanning, 2025-

2026)

Lebanon, Cyprus (camera

scanning, 2025-2026)

Technologies Targeted

Public-Facing Web Servers

(primary initial access)

Microsoft Exchange (ProxyShell)

Fortinet FortiOS (CVE-2018-

13379)

Hikvision Cameras (CVE-2017-

7921, CVE-2023-6895)

SQL Databases (PII extraction)

Windows Endpoints

Diamond Industry Software

(supply-chain)

Supply-Chain Targeting Capability

3 Tactics, Techniques & Procedures

INITIAL ACCESS

T1190 Exploit Public-Facing Application

T1199 Trusted Relationship (supply-chain)

PERSISTENCE

T1505.003 Web Shell (ASPXSpy)

T1078 Valid Accounts

CREDENTIAL ACCESS

T1003.001 LSASS Memory (Mimikatz)

T1003.002 Security Account Manager

T1110.003 Password Spraying (SMB)

DISCOVERY

T1046
Network Service Discovery

(NBTscan, WinEggDrop)

T1018 Remote System Discovery

LATERAL MOVEMENT

T1021.001
Remote Desktop Protocol

(tunneled via Plink)

DEFENSE EVASION

T1140
Deobfuscate Files (base64 web

shells)

T1090.003 Multi-hop Proxy (ProtonVPN)

T1572 Protocol Tunneling (Plink SSH)

COLLECTION

T1213
Data from Information Repositories

(Sqlextractor)

T1074.001

Local

Data

Staging

(

C:\windows\temp\s\ )

T1560 Archive Collected Data (7zip)

IMPACT

T1485 Data Destruction (all wipers)

T1486
Data Encrypted for Impact (Apostle,

Moneybird)

T1561.002 Disk Structure Wipe (MultiLayer)

Kill Chain Pattern: Exfiltrate, Then Destroy

4 Tooling & Infrastructure

Wiper Arsenal

Tool Type Description First Seen

IPsec Helper

(S1132)

Backdoor (.NET) Custom .NET backdoor; registers as Windows service for persistence; HTTP-

based C2; file upload, command execution, additional payload deployment.

Shares developer/codebase with Apostle.

2020

DEADWOOD /

Detbosit

Wiper Wiper with unconfirmed links to 2019 Saudi Arabian attacks. Deployed by Agrius

as backup when Apostle v1 failed. Connection to Agrius' sponsoring organization

is not confirmed; possible shared resources.

2019 (pre-Agrius)

Apostle (S1133) Wiper /

Ransomware

(.NET)

Initially a wiper that failed due to implementation bug; subsequently fixed and

converted to fully functional ransomware. V2 deployed via Jennlog loader with

RC4 encryption.

2020 (wiper v1);

2021 (ransomware

v2)

Jennlog Loader (.NET) Obfuscated .NET loader; masquerades payloads as log files; RC4 decryption with

predefined key; used to deploy Apostle and OrcusRAT.

2021

Fantasy Wiper (.NET) Built on Apostle code base but without ransomware disguise. Deployed via

supply-chain attack. Campaign across South Africa, Israel, and Hong Kong lasted

less than three hours.

Mar 2022

Sandals Lateral

Movement /

Execution

Companion tool for Fantasy wiper; lateral movement via SMB; writes batch file

executed via PsExec to launch Fantasy.

Mar 2022

MultiLayer

(S1135)

Wiper (.NET) Two-component wiper: MultiList enumerates files, MultiWip overwrites with

random data. Also wipes boot sector. Anomalous future compilation date

suggests metadata manipulation.

Jan 2023

PartialWasher Wiper (C++) Compiled Oct 8, 2023. Defines self as critical process via

NtSetInformationProcess to prevent termination. Supports CLI and default wiper

mode.

Oct 2023

BFG Agonizer Wiper PDB path: E:\tools2\BFG agonizer\INFECTOR\Dropper\Dropper\Release\Droppe

r.pdb . Heavily based on open-source CRYLINE-v5.0 project.

2023

Moneybird

(S1137)

Ransomware

(C++)

AES-256 GCM encryption; unique key per file; embedded configuration; targeted

F:\User Shares . Represents expansion from .NET to C++ development.

2023

BlueWipe Wiper Targets Israeli infrastructure; wipes/disables storage devices. Attribution to Agrius

is an analytical assessment based on Intruvent SITREP v1.2 citing Sophos and

SentinelOne analysis. Not confirmed by a named vendor as Agrius-specific. No

public IOCs available.

Late Jun 2025

SewerGoo Wiper Targets Israeli infrastructure; destructive intent. Attribution to Agrius is an

analytical assessment based on Intruvent SITREP v1.2. Not confirmed by a named

vendor as Agrius-specific. No public IOCs available.

Late Jun 2025

BeepFreeze Wiper Targets Albanian government networks. Attribution to Agrius is an analytical

assessment based on Intruvent SITREP v1.2. Not confirmed by a named vendor as

Agrius-specific. No public IOCs available.

Late Jun 2025

Additional Tools (Public / Dual-Use)

Tool Purpose Source

ASPXSpy (S0073) Web shell; deployed base64-encoded; hidden inside "Certificate" text

files in Moneybird campaign

SentinelOne (2021); Check Point (2023);

MITRE G1030

Sqlextractor

(sql.net4.exe)

Custom database extraction tool for PII harvesting from SQL databases Unit 42 (2023); MITRE G1030

Mimikatz (S0002) LSASS memory dumping for credential harvesting Unit 42 (2023); MITRE G1030

NBTscan (S0590) Network scanning for accessible hosts Unit 42 (2023); MITRE G1030

WinEggDrop Open-source port scanner for host reconnaissance Unit 42 (2023); MITRE G1030

Plink (renamed

systems.exe)

SSH tunneling for RDP lateral movement Unit 42 (2023); MITRE G1030

PsExec Remote execution; used by Sandals for Fantasy deployment via SMB ESET (2022); Unit 42 (2023)

7zip Data archiving for exfiltration preparation Unit 42 (2023); MITRE G1030

MiniDump /

SecretsDump

Credential extraction from memory and registry hives Secureworks COBALT SHADOW profile

SoftPerfect Network

Scanner

Network discovery Secureworks COBALT SHADOW profile

Host2IP Hostname resolution tool Secureworks COBALT SHADOW profile

Infrastructure

Category Details Source

Anonymization ProtonVPN consumer VPN service for last-hop traffic anonymization. Exit nodes in Israel

frequently used for post-exploitation activity against Israeli targets.

SentinelOne (2021); Check

Point (2023)

Initial Access Exploitation of public-facing web servers (web applications, Exchange via ProxyShell, Fortinet

FortiOS); Hikvision camera scanning via CVE-2017-7921 and CVE-2023-6895.

SentinelOne (2021); Unit 42

(2023); Check Point (2026)

Staging C:\windows\temp\s\  used for local data staging before exfiltration. Unit 42 (2023); MITRE

G1030

Personas Multiple disposable extortion personas (BlackShadow, Malek Team, Sharp Boys, Justice Blade,

MoneyBird) used for specific campaigns then discarded. These are cover identities operated by

Agrius, not independent threat actors.

Multiple vendors

5 Notable Campaigns

Shirbit Insurance Attack (BlackShadow)

Israel Insurance Hack-and-Leak

Dec 2020

First major publicly attributed Agrius operation. Using the "BlackShadow" persona, the group compromised Shirbit, an Israeli insurance

company, and stole sensitive insurance documents and personal data. A $1 million ransom was demanded, and when payment was not

forthcoming, data was leaked publicly with escalating demands. This campaign established the pattern of using disposable extortion

personas to disguise state-directed operations.

Bar-Ilan University (Apostle v2)

Israel Higher Education Ransomware

Aug 2021

Deployed the updated Apostle v2 ransomware (now fully functional, unlike the broken wiper v1) via the Jennlog loader against Bar-Ilan

University. A Jennlog variant was uploaded to VirusTotal from Iran on July 14, 2021, and an OrcusRAT variant from Iran on June 20,

2021, providing geographic attribution signals. This confirmed the evolution of Apostle from a broken wiper into operational

ransomware.

Cyberserve / Atraf Data Leak (BlackShadow)

Israel Internet Services LGBTQ Services

Oct-Nov 2021

Using the BlackShadow persona again, Agrius compromised Cyberserve, an Israeli web hosting company, gaining access to data from

multiple hosted services. The most damaging outcome was the leak of approximately one million user profiles from Atraf, an LGBTQ

dating application, including names, locations, sexual preferences, and HIV status. A $1 million ransom was demanded within 48 hours.

Atraf was permanently removed from the internet by Israeli state prosecutors following the data dump. This operation demonstrated

the group's willingness to cause severe human harm through data exposure.

Fantasy Supply-Chain Attack

Israel South Africa Hong Kong Diamond Industry Supply-Chain

Mar 2022

Agrius compromised an Israeli software vendor used by the diamond industry to deploy the Fantasy wiper through a supply-chain

attack. Credential harvesting began in February 2022; wiper deployment occurred on March 12, 2022, hitting targets in South Africa

first, then Israel, then Hong Kong. The Fantasy wiper was built on the Apostle code base but dropped the ransomware disguise in favor

of pure destruction. The companion Sandals tool used SMB and PsExec for lateral movement. The entire wiping campaign concluded

in less than three hours.

Higher Education & Tech Sector Campaign

Israel Higher Education Technology Three Novel Wipers

Jan-Oct 2023

Extended campaign against Israeli higher education institutions and technology companies, tracked by Palo Alto Unit 42 as "Agonizing

Serpens." The group deployed three novel wipers: MultiLayer (.NET, boot sector destruction), PartialWasher (C++,

NtSetInformationProcess self-protection), and BFG Agonizer (based on open-source CRYLINE-v5.0). Sqlextractor was used to harvest

PII from SQL databases before destruction. The group demonstrated upgraded EDR evasion capabilities and used NBTscan,

WinEggDrop, Mimikatz, and Plink for reconnaissance, credential harvesting, and lateral movement. Data was staged in

C:\windows\temp\s\ and archived with 7zip before exfiltration.

Moneybird Ransomware

Israel Ransomware-as-Cover C++ Tooling

May 2023

Deployed Moneybird, a new C++ ransomware (departure from Agrius' typical .NET development), against Israeli organizations.

Moneybird used AES-256 GCM encryption with unique keys per file and an embedded configuration blob tailored per target. The

ransomware specifically targeted F:\User Shares, a common corporate shared folder. Initial access came through web server

exploitation; post-exploitation used ProtonVPN nodes in Israel for anonymization and ASPXSpy web shells hidden inside "Certificate"

text files.

Hikvision Camera Scanning

Israel Gulf States IoT / Cameras

Jun 2025

During the Twelve-Day War (June 13-24, 2025), Agrius-linked infrastructure actively scanned for vulnerable Hikvision cameras across

Israel, reportedly for post-strike damage assessment and operational visibility. The group exploited CVE-2017-7921 (authentication

bypass) and CVE-2023-6895 (command injection). Exploitation attempts surged in Israel and expanded to Gulf states (UAE, Qatar,

Bahrain, Kuwait), Lebanon, and Cyprus. This represented a shift from direct destructive operations to intelligence collection

supporting kinetic military operations.

BlueWipe / SewerGoo / BeepFreeze Deployment

Israel Albania Critical Infrastructure Government

Late Jun 2025

Three new wiper malware families deployed against critical infrastructure and government networks. BlueWipe and SewerGoo targeted

Israeli infrastructure; BeepFreeze targeted Albanian government networks. All three were designed to wipe or disable storage devices.

Attribution Note

Attribution of BlueWipe, SewerGoo, and BeepFreeze to Agrius specifically is an analytical assessment based on Intruvent SITREP v1.2, citing

Sophos and SentinelOne analysis. No named vendor has publicly confirmed these three families as Agrius-specific tools. Detailed technical

IOCs (file hashes, C2 infrastructure) are not available in public sources reviewed during this research session.

Operation Epic Fury Posture

Israel United States Energy Financial Services

Feb-Mar 2026

Following the commencement of U.S. and Israeli military strikes on Iran (Operation Epic Fury, February 28, 2026), Agrius was listed by

Palo Alto Unit 42 among 10+ Iranian APT groups assessed to be activated by MOIS. Organizations in energy, financial services,

government, defense, telecommunications, and critical infrastructure were advised to treat this as an immediate call to action.

Assessed current posture: Agrius very likely deploying BlueWipe, SewerGoo, and BeepFreeze against energy and financial services

targets within a 30-day window (per Intruvent SITREP v1.2, confidence: HIGH). Hikvision camera exploitation has intensified. Initial

targets are likely Israeli, with assessed expansion to U.S. and allied targets. Part of a broader Iranian TTP shift from peacetime

espionage to wartime destruction.

6 Detection & Response Recommendations

Detection Opportunities

Wiper Artifact Detection Ransomware-as-Cover Indicators

Web Shell Detection Lateral Movement & Staging

Sample Detection Queries

Agrius Staging Directory Activity (KQL)

DETECTION ONLY

DeviceFileEvents
| where FolderPath startswith @"C:\windows\temp\s\"
| where ActionType in ("FileCreated", "FileModified")
| summarize FileCount = count(), Files = make_set(FileName, 20)
    by DeviceName, bin(Timestamp, 1h)
| where FileCount > 10
| sort by FileCount desc

Context Required

The path C:\windows\temp\s\ has been documented as an Agrius staging directory by Unit 42 (2023). However, legitimate software may also create

subdirectories under C:\windows\temp\. Investigate file contents and surrounding process activity before escalating.

Known Agrius File Hashes (KQL)

BLOCKING SAFE

let AgriusHashes = dynamic([
    "cbdbda089f7c7840d4daed22c34969fd876315b6",
    "43b810f918e357669be42030a1feb727",
    "add7b6b60e746c36a66f5ec233873372"
]);
DeviceFileEvents
| where SHA1 in (AgriusHashes) or MD5 in (AgriusHashes)
| project Timestamp, DeviceName, FileName, SHA1, MD5, FolderPath

Plink Tunneling Detection (KQL)

DETECTION ONLY

DeviceProcessEvents
| where FileName in~ ("plink.exe", "systems.exe")
    or ProcessCommandLine has_any ("-ssh", "-R ", "-L ", "-D ")
| where ProcessCommandLine has_any ("127.0.0.1", "0.0.0.0", "localhost")
| project Timestamp, DeviceName, FileName,
    ProcessCommandLine, AccountName
| sort by Timestamp desc

False Positive Risk

Plink.exe is a legitimate PuTTY component. Agrius renames it to systems.exe in some deployments. Focus on unexpected SSH tunneling from non-

administrator accounts or tunneling that routes RDP traffic through localhost.

Web Shell Process Spawning (KQL)

DETECTION ONLY

DeviceProcessEvents
| where InitiatingProcessFileName in~ ("w3wp.exe", "httpd.exe")
| where FileName in~ ("cmd.exe", "powershell.exe", "net.exe",
    "whoami.exe", "ipconfig.exe", "systeminfo.exe")
| project Timestamp, DeviceName, InitiatingProcessFileName,
    FileName, ProcessCommandLine, AccountName
| sort by Timestamp desc

Hikvision Camera Scan Detection (KQL)

INVESTIGATION AID

// For organizations with Hikvision devices on their network
// Monitor for exploitation attempts against known CVEs
CommonSecurityLog
| where DeviceVendor == "Hikvision" or RequestURL has "hikvision"
| where RequestURL has_any (
    "/onvif/device_service",
    "/System/configurationFile",
    "/ISAPI/Security"
)
| summarize AttemptCount = count() by SourceIP,
    bin(TimeGenerated, 1h)
| where AttemptCount > 50
| sort by AttemptCount desc

Investigation Context

Agrius-linked infrastructure scanned for vulnerable Hikvision cameras (CVE-2017-7921, CVE-2023-6895) during the June 2025 Twelve-Day War

and the March 2026 Operation Epic Fury period. Organizations with Hikvision devices should audit firmware versions and patch status.

Mass File Overwrite / Wiper Activity (KQL)

DETECTION ONLY

DeviceFileEvents
| where ActionType == "FileModified"
| summarize ModifiedCount = count(),
    DistinctExtensions = dcount(tostring(split(FileName, ".")[-1]))
    by DeviceName, InitiatingProcessFileName, bin(Timestamp, 5m)
| where ModifiedCount > 500
| sort by ModifiedCount desc

A Appendix A: Indicators of Compromise

Blocking Guidance: 3-Tier IOC Classification

Tier 1: Block (High Confidence)

All wiper/malware SHA1 and MD5 hashes listed below: Confirmed malicious with no legitimate use case. Safe for hash-based blocking and EDR

prevention policies.

Tier 2: Alert / Monitor (Shared Infrastructure)

ProtonVPN exit node IPs: ProtonVPN is a consumer VPN service used by millions of legitimate subscribers. Blocking ProtonVPN IP ranges will

affect legitimate employees and partners who use VPN services for privacy. Recommend contextual monitoring: alert on ProtonVPN connections to

sensitive web applications (admin panels, Exchange OWA, VPN portals) and require analyst review. Do NOT block at network level.

Hikvision exploitation patterns: CVE-2017-7921 and CVE-2023-6895 exploitation attempts originate from diverse scanning infrastructure. Block

specific confirmed-malicious scanner IPs only after verification. Prioritize patching Hikvision firmware over IP-based blocking.

Tier 3: Investigate (Unconfirmed)

BlueWipe / SewerGoo / BeepFreeze indicators: No specific file hashes or C2 infrastructure are available in public sources reviewed during this

research session. Attribution to Agrius is an analytical assessment. If IOCs become publicly available, classify per the verification workflow before

deploying.

Residential ISP IPs: Any residential ISP IPs observed in connection with Agrius campaigns may represent the threat actor's true origin, a

compromised device acting as a proxy, or a legitimate user. Do not block without verifying against known employee/partner IP addresses.

File Indicators

Indicator Type Context Source Confidence

cbdbda089f7c7840d4daed22c34969fd

876315b6

SHA1 Apostle ransomware v2 (Bar-Ilan University, Aug 2021) SentinelOne (Oct

2021)

High

43b810f918e357669be42030a1feb72

7

MD5 Jennlog loader variant (uploaded to VT from Iran, Jul

2021)

SentinelOne (Oct

2021)

High

add7b6b60e746c36a66f5ec23387337

2

MD5 OrcusRAT variant from Jennlog (submitted to VT from

Iran, Jun 2021)

SentinelOne (Oct

2021)

High

Additional IOCs Available from Original Reports

The following vendor reports contain additional file hashes (SHA256) that were not extractable from web search results during this research

session. Security teams should obtain the full IOC sets directly from these sources:

SentinelOne (May 2021): IPsec Helper, Apostle v1, DEADWOOD, ASPXSpy hashes. Full PDF report

ESET (Dec 2022): Fantasy wiper and Sandals hashes. GitHub IOC repository

Check Point (May 2023): Moneybird ransomware and ASPXSpy variant hashes. Research report

Palo Alto Unit 42 (Nov 2023): MultiLayer, PartialWasher, BFG Agonizer, and Sqlextractor hashes. Research report

PDB Paths

Indicator Context Source Confidence

E:\tools2\BFG agonizer\INFECTOR\Dropper\Dropper\Release\Dropp

er.pdb

BFG Agonizer wiper

dropper

Palo Alto Unit 42 (Nov

2023)

High

Staging Paths

Indicator Context Source Confidence

C:\windows\temp\s\ Data staging directory for exfiltration Unit 42 (2023); MITRE G1030 High

CVEs Exploited

CVE Product Context Source

CVE-2017-792

1

Hikvision IP

Cameras

Authentication bypass; camera scanning during Twelve-Day War and

Operation Epic Fury

Check Point Blog (Mar

2026)

CVE-2023-689

5

Hikvision IP

Cameras

Command injection; exploitation surging in Israel and Gulf states Check Point Blog (Mar

2026)

Note on Additional CVE Exploitation

Iranian APT groups broadly exploit ProxyShell (CVE-2021-34473, CVE-2021-34523, CVE-2021-31207) and Fortinet FortiOS (CVE-2018-13379) for

initial access, per CISA Alert AA21-321A. This pattern is consistent with Agrius infrastructure targeting. However, specific attribution of these CVEs

to Agrius campaigns has not been confirmed in reviewed sources. Organizations should patch these vulnerabilities regardless of specific actor

attribution.
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Intruvent Technologies | TLP�CLEAR INT-TAP-2026-AGRIUS-v1.0

MOIS Destructive Operations Group / Pink Sandstorm / Agonizing Serpens

Intruvent Technologies INT-TAP-2026-AGRIUS-v1.0

Custom Wipers and Destructive Tools Deployed Since 2020

Disguising state-directed destruction as ransomware since inception | Active during Operation Epic Fury (March 2026)

SentinelLabs, "From Wiper to Ransomware: The Evolution of Agrius" (May 2021)

In the February-March 2022 Fantasy campaign, Agrius compromised an Israeli software vendor used by the diamond industry and deployed a wiper

through the vendor's update mechanism, simultaneously affecting organizations in South Africa, Israel, and Hong Kong within three hours. This

demonstrated willingness and capability to weaponize trusted software relationships for mass destruction.

Agrius follows a consistent operational pattern: gain initial access through public-facing web server exploitation, deploy ASPXSpy web shells for

persistence, harvest credentials via Mimikatz and SAM dumping, extract sensitive data (PII, intellectual property) using Sqlextractor and 7zip, and

then deploy wiper malware disguised as ransomware. This "exfiltrate then destroy" pattern serves dual purposes: intelligence collection for MOIS

and destruction of evidence.
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