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1 Attribution & Identity

ATTRIBUTION CONFIDENCE: HIGH

APT34 (OilRig) is assessed with high confidence to be an Iranian state-sponsored cyber espionage group. FireEye (now Mandiant) first publicly

attributed the group in December 2017, linking it to Iranian government interests based on infrastructure analysis, targeting patterns, and

operational timing consistent with Iranian working hours. Multiple independent vendors (Palo Alto Unit 42, CrowdStrike, Microsoft, Trend Micro,

ESET, Check Point, Secureworks, and Symantec) have corroborated the attribution. The group is tracked by MITRE as G0049. Infrastructure

details contain references to Iran, the group uses Iranian hosting, and targeting aligns with nation-state intelligence collection priorities.

Background

APT34 (also known as OilRig) is a suspected Iranian threat group that has targeted Middle

Eastern and international victims since at least 2014. The group targets a variety of sectors,

including financial services, government, energy, chemical, and telecommunications. It

carries out supply chain attacks, leveraging the trust relationship between organizations to

attack their primary targets.

The group works on behalf of the Iranian government based on infrastructure details that

contain references to Iran, use of Iranian infrastructure, and targeting that aligns with

nation-state interests. APT34 is one of the most prolific Iranian cyber espionage operations,

distinguished from other Iranian groups by its heavy reliance on DNS tunneling for

command-and-control communication and its persistent focus on Gulf state government

and critical infrastructure targets.

In April 2019, a significant data leak exposed APT34's internal tools (including Glimpse,

PoisonFrog, HyperShell, and HighShell), operational playbooks, and victim data on a

Telegram channel. The group adapted rapidly, developing an entirely new tool set including

SideTwist, Saitama, MrPerfectionManager, and the Solar/Mango family. This ability to rebuild

operational capability after public exposure demonstrates the group's resilience and

sustained state backing.

Known Aliases

APT34 (Mandiant/FireEye) OilRig (Palo Alto Unit 42)

Hazel Sandstorm (Microsoft) EUROPIUM (Microsoft, legacy)

Helix Kitten (CrowdStrike) COBALT GYPSY (Secureworks)

Earth Simnavaz (Trend Micro) Evasive Serpens (Palo Alto)

Crambus (Symantec/Broadcom) Chrysene (Dragos) ITG13 (IBM X-Force)

IRN2 (iSIGHT) TA452 (Proofpoint) G0049 (MITRE)

QUICK FACTS

Origin: Iran (state-sponsored)

Active Since: 2014 (earliest

observed)

Motivation: Espionage,

intelligence collection

Sophistication: High

Last Observed: March 2026

(Operation Epic Fury posture)

Sponsor: Iranian government

(assessed IRGC-linked)

Signature TTP: DNS tunneling C2

Custom Tools: 18+ backdoor

families

MITRE ID: G0049

"OilRig is a suspected Iranian threat group that has targeted Middle Eastern and international victims since at least 2014. The group

carries out supply chain attacks, leveraging the trust relationship between organizations to attack their primary targets."

2 Targeting Profile

Industries

Government (Gulf states, Iraq,

Jordan, Lebanon)

Financial Services (Middle East

banking sector)

Energy (oil, gas, petrochemical)

Telecommunications (Middle

East carriers)

Chemical (industrial targets)

Aviation (assessed, 2024-2025)

Defense (Israeli and UAE

companies)

Technology (IT services, supply-

chain)

Education (universities, NGOs)

Regions

United Arab Emirates (primary,

2024 campaign)

Saudi Arabia (historical target)

Iraq (government networks, 2024)

Jordan (Saitama, 2022)

Israel (defense companies, 2024)

Lebanon (SideTwist, 2021)

Bahrain, Kuwait, Qatar (Gulf

state targets)

Turkey, Albania (secondary

targets)

Europe (energy/defense, 2025)

Technologies Targeted

Microsoft Exchange (web shell

deployment, credential theft)

Windows Kernel (CVE-2024-

30088 exploitation)

Microsoft 365 (credential

phishing, 2024)

IIS Web Servers (web shell

persistence)

DNS Infrastructure (tunneling

C2)

VPN Appliances (initial access)

Active Directory (credential

harvesting)

Supply-Chain Targeting Capability

3 Tactics, Techniques & Procedures

RECONNAISSANCE

T1583.001 Acquire Infrastructure: Domains

T1586.002 Compromise Accounts: Email

T1587.001 Develop Capabilities: Malware

INITIAL ACCESS

T1566.001 Spearphishing Attachment

T1566.002 Spearphishing Link

T1566.003 Spearphishing via Service

T1195 Supply Chain Compromise

T1133 External Remote Services

EXECUTION

T1059.001 PowerShell

T1059.003 Windows Command Shell

T1059.005 Visual Basic

T1204.001 Malicious Link

T1204.002 Malicious File

T1203 Exploitation for Client Execution

PERSISTENCE

T1053.005 Scheduled Task

T1505.003 Web Shell (IIS/Exchange)

T1543.003 Windows Service

T1137.004
Office Startup: Outlook Home

Page

T1078 Valid Accounts

PRIVILEGE ESCALATION

T1068
Exploitation (CVE-2024-

30088)
KEY

T1078.002 Domain Accounts

T1556.002 Password Filter DLL

DEFENSE EVASION

T1027.005 Indicator Removal from Tools

T1027.013 Encrypted/Encoded File

T1036.005 Match Legitimate Name

T1140 Deobfuscate/Decode Files

T1497.001 System Checks (anti-VM)

T1562.004 Disable or Modify Firewall

CREDENTIAL ACCESS

T1003.001 LSASS Memory (Mimikatz)

T1003.004 LSA Secrets

T1003.005 Cached Domain Credentials

T1110 Brute Force

T1555.003 Credentials from Web Browsers

T1555.004 Windows Credential Manager

T1056.001 Keylogging

DISCOVERY

T1082 System Information Discovery

T1016 System Network Configuration

T1033 System Owner/User Discovery

T1046 Network Service Discovery

T1057 Process Discovery

T1087.001 Local Account Discovery

T1087.002 Domain Account Discovery

T1069.001 Local Groups

T1069.002 Domain Groups

COMMAND AND CONTROL

T1071.004 DNS SIGNATURE

T1071.001 Web Protocols (HTTP/HTTPS)

T1572 Protocol Tunneling

T1573.002 Asymmetric Cryptography

T1008 Fallback Channels

T1105 Ingress Tool Transfer

T1219 Remote Access Software (ngrok)

EXFILTRATION

T1048.003
Exfiltration Over Unencrypted

Protocol

T1005 Data from Local System

T1119 Automated Collection

T1113 Screen Capture

T1115 Clipboard Data

Signature TTP: DNS Tunneling for C2

4 Tooling & Infrastructure

Custom Backdoor Arsenal

Tool Type Description
First

Seen

Helminth (S0170) Backdoor Early OilRig backdoor delivered through Excel macros or standalone executables.

Uses DNS tunneling and HTTP for C2. Supports file download/upload and

command execution.

2014

ISMInjector (S0189) Trojan Dropper Used to install the ISMAgent backdoor. Contains anti-analysis techniques and

custom exception handlers to hinder analysis.

2017

POWRUNER (S0184) Backdoor

(PowerShell)

PowerShell-based backdoor with DNS tunneling C2. Gathers system information

and executes commands received from C2.

2017

SEASHARPEE (S0185) Web Shell Custom web shell used for persistence on compromised web servers. Provides file

management and command execution capabilities.

2017

OopsIE (S0264) Trojan Delivered via spearphishing with ThreeDollars delivery document. Checks for

sandbox/VM environment. Uses HTTP for C2.

2018

QUADAGENT (S0269) Backdoor

(PowerShell)

PowerShell backdoor using DNS tunneling for C2. Named after the "ABORAD"

project string found in early variants.

2018

BONDUPDATER (S0360) Backdoor DNS tunneling backdoor with TXT record-based C2. Supports file

download/upload and arbitrary command execution.

2018

RGDoor (S0258) IIS Backdoor Serves as secondary backdoor on compromised IIS servers. Provides cmd.exe

command execution, file read/write capabilities.

2018

RDAT (S0495) Backdoor Uses Exchange Web Services (EWS) and steganography for C2. Can exfiltrate data

by embedding it in BMP images attached to emails.

2020

SideTwist (S0610) Backdoor (C) C-based backdoor with HTTP C2. Supports download, upload, and shell command

execution. Delivered via spearphishing against Lebanese targets. Variant

(SideTwist++) observed in 2023.

2021

Saitama Backdoor (.NET) .NET backdoor using DNS tunneling for C2. Targeted Jordan Foreign Ministry. PDB

path: E:\Saitama\Saitama.Agent\obj\Release\Saitama.Agent.pdb .

2022

MrPerfectionManager Backdoor Email-based C2 protocol. Part of a shift toward using email channels (alongside

PowerExchange and Karkoff) for exfiltration through Exchange servers.

2023

PowerExchange (S1173) Backdoor

(PowerShell)

Uses Exchange Web Services for C2. Monitors inbox for commands encoded in

email subjects. Documented by Symantec (Broadcom).

2023

Solar (S1166) Backdoor (.NET) Used in the Outer Space campaign (C0042). Deployed via VBS dropper from

compromised Israeli job site. Downloads secondary payloads.

2021

Mango (S1169) Backdoor (.NET) Used in the Juicy Mix campaign (C0044). Browser credential stealer. Deployed

alongside legitimate tools for evasion.

2022

SampleCheck5000 (SC5k)

(S1168)

Downloader Cloud service-powered downloader using Microsoft Office 365 accounts for C2.

Part of a set with OilCheck, OilBooster, and ODAgent.

2022

OilBooster (S1172) Downloader Cloud service-powered downloader. Uses Microsoft Graph API and OneDrive for

C2 communication.

2022

STEALHOOK Exfiltration Tool Retrieves domain credentials and exfiltrates data through Exchange server as

email attachments. Used with CVE-2024-30088 exploitation.

2024

Legitimate / Dual-Use Tools

Tool Purpose Source

Mimikatz (S0002) LSASS memory dumping, credential harvesting MITRE G0049;

Unit 42

LaZagne (S0349) Multi-platform credential recovery from browsers,

databases, mail clients

MITRE G0049

PsExec (S0029) Remote process execution for lateral movement MITRE G0049

ngrok (S0508) Reverse proxy tunneling for maintaining persistent access

from inside firewalled networks

Trend Micro

(2024)

certutil (S0160) File download, base64 encoding/decoding MITRE G0049

ftp (S0095) File transfer, data exfiltration MITRE G0049

Net (S0039), ipconfig (S0100), netstat (S0104), Systeminfo

(S0096), Tasklist (S0057), Reg (S0075)

System and network enumeration, reconnaissance MITRE G0049

RunPE-In-Memory Open-source tool used to load CVE-2024-30088 exploit

binary into memory

Trend Micro

(2024)

Infrastructure Patterns

Category Details Source

DNS Tunneling

C2

Custom DNS tunneling protocols across multiple backdoor families. Subdomains contain randomly

generated values to avoid cached responses. Hardcoded IP addresses in DNS answers serve as control

signals. Initial handshake obtains unique system identifier.

Unit 42 (2019);

MITRE G0049

Email-Based C2 Exchange Web Services used by RDAT, PowerExchange, MrPerfectionManager, and STEALHOOK.

Commands delivered via email subjects; data exfiltrated as email attachments.

Symantec (2023);

Trend Micro (2024)

Cloud Service

C2

SampleCheck5000, OilCheck, OilBooster, ODAgent use Microsoft 365, OneDrive, and Microsoft Graph

API for C2. Blends with legitimate cloud traffic.

ESET (2023)

Web Shell

Persistence

SEASHARPEE and custom web shells deployed on IIS and Exchange servers. Used for persistent

access and as fallback C2 channel.

MITRE G0049;

Trend Micro (2024)

Infrastructure

Setup

Between November 2024 and April 2025, domains and servers were observed impersonating an Iraqi

academic organization and fictitious UK-based technology firms. Infrastructure remained dormant from

a payload perspective, suggesting pre-positioning.

Hunt.io (2025)

5 Notable Campaigns

Outer Space (C0042)

Israel HR Sector Solar Backdoor

2021

ESET documented this campaign where OilRig compromised an Israeli human resources website to serve as a C2 server. The group

deployed the Solar backdoor via a malicious VBS dropper. Solar served as the initial foothold, downloading and executing secondary

payloads. The campaign demonstrated OilRig's ability to compromise legitimate websites for infrastructure rather than relying solely

on attacker-owned domains.

Saitama / Jordan Foreign Ministry

Jordan Government DNS Tunneling

Apr 2022

APT34 targeted a Jordanian government diplomat with a spearphishing email delivering the Saitama backdoor. Saitama is a .NET

backdoor that uses DNS tunneling for C2 communication. The phishing document impersonated a legitimate Jordanian government

entity. Malwarebytes and Fortinet FortiGuard Labs independently documented this campaign.

Juicy Mix (C0044)

Israel Healthcare Mango Backdoor

2022

ESET tracked this campaign where OilRig deployed the Mango backdoor and cloud service-powered downloaders (SampleCheck5000,

OilCheck, OilBooster, ODAgent) against Israeli targets. The campaign marked a shift toward leveraging Microsoft cloud services

(Office 365, OneDrive, Microsoft Graph API) for C2 communication, making detection more difficult as C2 traffic blended with

legitimate cloud service usage.

SideTwist Variant Campaign

Middle East Enterprise SideTwist++

2023

APT34 operators disguised themselves as a marketing services company called "GGMS" and launched spearphishing attacks against

enterprise targets. The campaign delivered a variant of the SideTwist trojan (SideTwist++) to achieve long-term persistent control of

victim hosts. This demonstrated ongoing evolution of previously leaked tools, with the group actively updating and re-deploying

improved variants.

Iraqi Government Networks

Iraq Government C# Malware

2024

Check Point Research discovered an elaborate attack against Iraqi governmental networks. The campaign introduced C# malware

masquerading as PDF documents, incorporating anti-virtual-machine checks, timestamp manipulation, and dual C2 channels. HTTP

communications were routed through European servers, hidden behind fake 404 error pages. A secondary email-based C2 used

compromised Iraqi government accounts for command delivery and data exfiltration.

Earth Simnavaz / UAE Government Campaign

UAE Gulf Region CVE-2024-30088 STEALHOOK

2024

Trend Micro documented APT34 (tracked as Earth Simnavaz) targeting UAE governmental entities and critical infrastructure. The

group exploited CVE-2024-30088, a Windows Kernel elevation of privilege vulnerability (TOCTOU race condition), to escalate

privileges. The exploit binary was loaded into memory via the open-source RunPE-In-Memory tool. This allowed the group to register a

password filter DLL, which deployed the STEALHOOK backdoor. STEALHOOK exfiltrated stolen credentials and data through

Exchange servers as email attachments to an attacker-controlled address. The group also used ngrok for persistent tunneling and

lateral movement.

Active Exploitation of CVE-2024-30088

This campaign demonstrates APT34's ability to rapidly weaponize recently disclosed vulnerabilities. CVE-2024-30088 was patched by

Microsoft in June 2024. Organizations that have not applied this patch remain at elevated risk.

Credential Phishing via Microsoft 365

Israel UAE Defense

2024-2025

In 2024, attacks targeted Israeli and Emirati defense companies using compromised Microsoft 365 sites for credential harvesting, with

PowerShell-based loaders for payload delivery. By 2025, sustained cyber intrusion campaigns were observed against energy and

defense companies across Europe and the Middle East using compromised Microsoft 365 accounts and Azure persistence

mechanisms.

Pre-Positioned Infrastructure (Dormant)

Iraq UK Impersonation Pre-Positioning

Nov 2024 - Apr 2025

Hunt.io researchers tracked domains and servers configured to impersonate an academic organization in Iraq and several fictitious

UK-based technology firms. The infrastructure remained dormant from a payload perspective, suggesting pre-positioning for future

operations. This provided defenders a rare early warning opportunity to block APT34-like infrastructure before activation.

6 Detection & Response Recommendations

Detection Opportunities

DNS Tunneling Detection Exchange Server Abuse

Privilege Escalation Indicators Credential Harvesting

Sample Detection Queries

DNS Tunneling Baseline Anomaly (KQL)

DETECTION ONLY

DnsEvents
| where Name has "."
| extend SubdomainLength = strlen(tostring(split(Name, ".")[0]))
| where SubdomainLength > 50
| summarize QueryCount = count(),
    DistinctSubdomains = dcount(Name)
    by ClientIP, tostring(split(Name, ".")[-2]),
    bin(TimeGenerated, 1h)
| where QueryCount > 100 and DistinctSubdomains > 50
| sort by QueryCount desc

False Positive Guidance

CDN providers, anti-malware update services, and cloud applications (e.g., Microsoft 365, Google Workspace) can generate high-volume DNS

queries with long subdomain labels. Baseline normal DNS behavior before deploying this query in production. Whitelist known-legitimate high-

volume DNS domains.

Password Filter DLL Registration (KQL)

DETECTION ONLY

DeviceRegistryEvents
| where RegistryKey has @"SYSTEM\CurrentControlSet\Control\Lsa"
| where RegistryValueName == "Notification Packages"
| where ActionType == "RegistryValueSet"
| project Timestamp, DeviceName, RegistryKey,
    RegistryValueName, RegistryValueData,
    InitiatingProcessFileName, InitiatingProcessCommandLine

High-Priority Alert

Password filter DLL registration was a key step in the Earth Simnavaz/APT34 UAE campaign (Trend Micro, 2024). Legitimate password filter DLLs

exist (e.g., from password policy tools), but any new registration should be investigated immediately. Verify the DLL path and signing status.

Web Shell on Exchange/IIS (KQL)

DETECTION ONLY

DeviceFileEvents
| where FileName endswith ".aspx" or FileName endswith ".ashx"
| where FolderPath has_any (
    "inetpub", "wwwroot", "FrontEnd",
    "OWA", "ECP", "Autodiscover")
| where ActionType == "FileCreated"
| project Timestamp, DeviceName, FileName, FolderPath,
    SHA256, InitiatingProcessFileName
| sort by Timestamp desc

ngrok Tunneling Detection (KQL)

DETECTION ONLY

DeviceProcessEvents
| where FileName =~ "ngrok.exe"
    or ProcessCommandLine has "ngrok"
| project Timestamp, DeviceName, FileName,
    ProcessCommandLine, AccountName,
    InitiatingProcessFileName
| sort by Timestamp desc

False Positive Guidance

ngrok is a legitimate development tool used by software engineers. APT34 has been observed using ngrok for persistent reverse tunneling in the

Earth Simnavaz campaign (Trend Micro, 2024). Investigate based on the user account, time of execution, and whether the endpoint is a

development machine.

Scheduled Task Persistence (KQL)

DETECTION ONLY

DeviceProcessEvents
| where FileName =~ "schtasks.exe"
| where ProcessCommandLine has "/create"
| where ProcessCommandLine has_any (
    "powershell", "cmd.exe", "wscript", "cscript",
    "mshta", "certutil", "bitsadmin")
| project Timestamp, DeviceName, ProcessCommandLine,
    AccountName, InitiatingProcessFileName
| sort by Timestamp desc

A Appendix A: Indicators of Compromise

Blocking Guidance: 3-Tier IOC Classification

Tier 1: Block (High Confidence)

All malware SHA256 and SHA1 hashes listed below: Confirmed APT34 tools with no legitimate use case. Safe for hash-based blocking and EDR

prevention policies.

Tier 2: Alert / Monitor (Shared Infrastructure)

ngrok tunneling: ngrok is a legitimate reverse proxy tool used by millions of developers. Blocking ngrok entirely will disrupt legitimate development

workflows. Recommend alerting on ngrok execution from non-development endpoints and requiring analyst review.

Microsoft 365 / Cloud service C2: APT34's cloud-based downloaders (SampleCheck5000, OilCheck, OilBooster, ODAgent) communicate through

legitimate Microsoft cloud services. Blocking Microsoft 365 or OneDrive is not feasible. Monitor for anomalous API call patterns and unusual cloud

service access from unexpected accounts.

Tier 3: Investigate (Unconfirmed)

Pre-positioned infrastructure domains: Domains identified by Hunt.io impersonating Iraqi academic institutions and fictitious UK firms should be

investigated contextually. These domains were dormant at the time of discovery. If your organization has connections to Iraqi or UK

academic/technology entities, review DNS logs for these domains.

DNS tunneling domains: APT34 uses attacker-registered domains for DNS tunneling C2. Specific domains rotate frequently. Rather than blocking

individual domains, deploy DNS analytics to detect tunneling behavior patterns (high entropy, excessive query volume, long subdomain labels).

File Indicators

Indicator Type Context Source Confidence

47d3e6c389cfdbc9cf7eb61f3051c9f4e50e30cf2d

97499144e023ae87d68d5a

SHA256 SideTwist backdoor NSFOCUS (2023); Check

Point (2021)

High

13c27e5049a7fc5a36416f2c1ae49c12438d45ce50

a82a96d3f792bfdacf3dcd

SHA256 Malicious document delivering

SideTwist variant

NSFOCUS (2023) High

704360d765f6f1ef735594c7ff5fb6c47467dad8ab

c3133f8e935a6c0c804c8a

SHA256 APT34/OilRig malware sample Joe Sandbox (2024) High

Additional IOCs Available from Original Reports

APT34/OilRig has an extensive malware arsenal spanning over a decade. The following vendor reports contain additional file hashes that were not

fully extractable during this research session. Security teams should obtain the full IOC sets directly from these sources:

FireEye/Mandiant (Dec 2017): Original Helminth, ISMInjector, POWRUNER, SEASHARPEE hashes. Research report

Palo Alto Unit 42 (2017-2023): OilRig Playbook with extensive IOC lists. Unit 42 OilRig research

ESET (2023): Solar, Mango, SampleCheck5000, OilCheck, OilBooster, ODAgent hashes. Research report

Trend Micro (Oct 2024): STEALHOOK and CVE-2024-30088 exploit hashes. Research report

Check Point (2021, 2024): SideTwist and Iraq campaign malware hashes. Research report

PDB Paths

Indicator Context Source Confidence

E:\Saitama\Saitama.Agent\obj\Release\Saitama.Agent.pd

b

Saitama backdoor

(.NET)

Malwarebytes (2022); Fortinet

(2022)

High

CVEs Exploited

CVE Product Context Source

CVE-2024-3

0088

Windows

Kernel

Elevation of privilege (TOCTOU race condition). Exploited by Earth Simnavaz in UAE

campaign for STEALHOOK deployment. Patched June 2024.

Trend Micro (Oct

2024)

Note on Additional CVE Exploitation

APT34 has historically exploited various vulnerabilities for initial access and lateral movement. The Intruvent Golden CTI Database (Codex) does not

currently list specific CVE associations for OilRig (G0049). CVE-2024-30088 is the most recently documented exploitation by this group, per Trend

Micro's October 2024 research. Organizations should prioritize patching Windows systems against this vulnerability.
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TRACK THIS THREAT ACTOR CONTINUOUSLY

BRACE monitors APT34 / OilRig and 275+ threat actors with sector-specific intelligence, detection rules, and automated alerting.

See BRACE Plans →

or

Need incident response or forensics support? Contact us at contact@intruvent.com

Intruvent Technologies | TLP�CLEAR INT-TAP-2026-APT34-v1.0

IRGC-Linked Espionage Group / Hazel Sandstorm / Helix Kitten / Earth Simnavaz

Intruvent Technologies INT-TAP-2026-APT34-v1.0

Custom Backdoors and Tools Deployed Since 2014

Signature DNS tunneling C2 channel | CVE-2024-30088 exploitation in UAE campaigns (2024) | Active post-Operation Epic Fury (March 2026)

MITRE ATT&CK, Group G0049: OilRig

OilRig leverages trust relationships between organizations to attack primary targets. The group has compromised IT service providers and software

vendors to gain access to downstream customers, particularly in the government and energy sectors across the Gulf region. This approach gives

APT34 broad access to multiple victims through a single point of compromise.

APT34's most distinctive characteristic is its heavy reliance on DNS tunneling for command-and-control communication. Since at least May 2016,

the group has deployed backdoors (Helminth, ISMAgent, ALMA Communicator, BONDUPDATER, QUADAGENT, Saitama) that encode commands and

data within DNS queries and responses. This technique exploits the fact that DNS traffic is almost universally allowed through firewalls and security

devices. The tradeoff is the high volume of DNS queries required, which creates a detectable signal for defenders monitoring DNS analytics.

High-entropy subdomain queries to uncommon TLDs>

Excessive TXT, A, or AAAA record queries to a single

domain

>

DNS query volume spikes from individual endpoints>

Long subdomain labels (>50 characters per label)>

Consistent DNS queries at regular beacon intervals>

Unexpected web shells in Exchange virtual directories>

Password filter DLL registration events>

Outbound email with attachments from service accounts>

EWS API calls from non-standard processes>

New Outlook Home Page rules (T1137.004)>

CVE-2024-30088 exploit artifacts (TOCTOU race

condition)

>

RunPE-In-Memory process injection patterns>

Unexpected password filter DLL registrations>

New Windows services created by non-standard

installers

>

Mimikatz or LaZagne execution on endpoints>

LSASS process access from non-system processes>

Scheduled tasks with credential-dumping commands>

Browser credential file access by unusual processes>

Bulk mailbox exports via EWS or PowerShell>

Real-time threat actor tracking✓

Sector-specific risk scoring (ITR)✓

Detection rules updated with each reporting cycle✓
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