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1 Executive Summary

AT A GLANCE

THREAT ACTOR

Z-Pentest (Pro-Russian Hacktivist)

PRIMARY TARGETS

ICS/SCADA systems in Oil/Gas, Water, Energy sectors

ATTACK VECTOR

Internet-exposed OT systems with default credentials

BUSINESS IMPACT

Operational disruption, safety incidents, reputational damage

Z-Pentest is a pro-Russian hacktivist group that emerged in October 2024 and has rapidly become one of the most prolific ICS-targeting hacktivist actors

globally. In Q2 2025, the group was responsible for 38 confirmed ICS attacks, representing a 150% increase from Q1 2025.

Unlike sophisticated nation-state actors, Z-Pentest employs low-sophistication but high-volume attack methods, primarily targeting internet-exposed SCADA

and HMI systems with default or weak credentials. The group's primary objective is propaganda generation rather than persistent access, recording video

evidence of ICS manipulation for dissemination via Telegram.

Organizations with industrial control systems should prioritize removing internet exposure of OT assets and ensuring all default credentials have been

changed. This guide provides 8 hunt modules specifically designed to detect Z-Pentest activity patterns.

Threat Overview

Z-Pentest claims to operate from Serbia and is a splinter faction of the People's Cyber Army, from

which they separated in February 2025. The group has established close operational ties with Sector

16, another pro-Russian hacktivist group, and maintains loose alliances with NoName057(16), Cyber

Army of Russia Reborn, and KillNet.

The group frames its operations as "anti-NATO activism" and specifically targets organizations in

countries that support Ukraine. Geographic targeting includes the United States, Canada, Australia,

France, South Korea, Taiwan, Italy, Romania, Germany, and Poland.

Key Operational Characteristics:

Scans internet for exposed ICS/SCADA systems (Shodan-style reconnaissance)

Exploits default credentials on HMI and PLC systems

Records video evidence of SCADA access for Telegram propaganda

Makes minor process modifications to demonstrate access

Moves quickly between targets (low persistence)

KEY CHARACTERISTICS

Active since October 2024

Pro-Russian/Anti-NATO motivation

38 ICS attacks in Q2 2025

Low sophistication, high volume

Telegram-based operations

Alliance with Sector 16

Splinter of People's Cyber Army

Oil/Gas, Water, Energy focus

Evidence-based propaganda

Opportunistic targeting

Alliance Network

PRIMARY ALLIANCE

Sector 16

PARENT GROUP

People's Cyber Army

DDOS COORDINATION

NoName057(16)

IDEOLOGICAL ALIGNMENT

KillNet

SHARED ECOSYSTEM

Anonymous Russia

JOINT OPERATIONS

XakNet Team

Attack Statistics (Q2 2025)

38
ICS ATTACKS

150%
INCREASE FROM Q1

#1
HACKTIVIST RANK (ICS)

Source: Cyble ICS/OT Security Report Q2 2025

2 MITRE ATT&CK for ICS Mapping

ICS-Specific Framework

This mapping uses the MITRE ATT&CK for ICS framework, which documents adversary behaviors specific to Industrial Control Systems environments.

T0883

Internet Accessible Device

Primary attack vector - exposed HMIs and PLCs

T0886

Remote Services

VNC, RDP, SSH access to OT systems

T0866

Exploitation of Remote Services

Exploiting vulnerabilities in exposed services

T0807

Command-Line Interface

Executing commands on compromised OT systems

T0852

Screen Capture

Screenshots and video of HMI interfaces

T0801

Monitor Process State

Observing industrial process values

T0831

Manipulation of Control

Changing setpoints, toggling valves/pumps

T0813

Denial of Control

Preventing operator control of processes

Z-Pentest Attack Flow

Z-Pentest Typical Attack Sequence

PHASE 1: RECONNAISSANCE

↓

PHASE 2: INITIAL ACCESS

↓

PHASE 3: EVIDENCE COLLECTION

↓

PHASE 4: MANIPULATION & PROPAGANDA

3 Hunt Modules

1 Internet Exposure Assessment Duration: 45 min Priority: Critical

Objective: Identify any ICS/SCADA systems exposed to the internet that could be targeted by Z-Pentest reconnaissance.

Background

Z-Pentest's primary attack vector is internet-exposed OT systems. The group conducts active scanning for exposed HMIs, PLCs, and SCADA systems. This

module helps identify exposure before attackers do.

Hunt Procedure

Step 1: Internal Asset Inventory Query

Step 2: External Exposure Scan

Step 3: Shodan/Censys Review

Step 4: Firewall Rule Review

Critical Finding

Any internet-exposed ICS system represents critical exposure to Z-Pentest and similar actors. Immediate remediation required.

Completed OT asset inventory review

Ran authorized external port scan

Reviewed Shodan/Censys for exposure

Audited firewall rules for OT exposure

2 Remote Access Audit Duration: 30 min Priority: High

Objective: Identify and audit all remote access paths to OT environments, focusing on VNC and RDP which Z-Pentest commonly exploits.

Background

Z-Pentest frequently exploits exposed VNC and RDP services to access OT workstations. These services often have weak credentials or are unmonitored,

making them ideal entry points.

Hunt Procedure

Step 1: VNC Connection Analysis (Microsoft Sentinel)

Step 2: RDP to OT Workstations (Microsoft Sentinel)

Step 3: External Remote Access Review

Investigation Focus

Pay special attention to VNC/RDP connections from Eastern European countries or known proxy/VPN service IP ranges.

Analyzed VNC connections to OT segments

Reviewed RDP logins to OT workstations

Identified any external remote access to OT

3 Authentication Anomaly Detection Duration: 30 min Priority: High

Objective: Detect default credential usage and brute-force attempts against OT systems, which is Z-Pentest's primary access method.

Background

Z-Pentest primarily gains access through default or weak credentials. Many HMI and SCADA systems ship with well-known default credentials that are often not

changed during deployment.

Common Default Credentials to Hunt

System Type Username Password

Generic HMI admin admin

Generic HMI operator operator

Siemens admin admin

Rockwell admin 1234

Schneider USER USER

VNC (none) password

VNC (none) vnc

Hunt Procedure

Step 1: Failed Authentication Analysis (Microsoft Sentinel)

Step 2: Detect Default Username Usage

Step 3: After-Hours Authentication to OT

Critical Finding

Any successful authentication using default credentials indicates immediate compromise risk and requires investigation.

Analyzed failed authentication patterns

Searched for default username usage

Reviewed after-hours OT access

4 ICS Protocol Traffic Analysis Duration: 45 min Priority: High

Objective: Identify unauthorized access to industrial protocols (Modbus, S7, EtherNet/IP, etc.) that could indicate Z-Pentest activity.

Background

Z-Pentest targets systems using common industrial protocols. Monitoring for unusual protocol activity can detect reconnaissance and access attempts before

manipulation occurs.

Hunt Procedure

Step 1: Modbus TCP Traffic from Non-OT Sources

Step 2: Siemens S7 Protocol Access

Step 3: OPC UA Connections

Step 4: Network Flow Analysis (Zeek/Suricata)

OT-Specific Monitoring

Consider deploying ICS-specific monitoring solutions (Dragos, Claroty, Nozomi, etc.) for deep protocol visibility if not already in place.

Analyzed Modbus TCP traffic patterns

Reviewed S7 protocol connections

Checked OPC UA traffic sources

Reviewed network flow logs for anomalies

5 HMI/SCADA Activity Monitoring Duration: 30 min Priority: High

Objective: Detect unusual operator activity on HMI and SCADA workstations that could indicate unauthorized access by Z-Pentest.

Background

Z-Pentest operators manually interact with HMI systems to take screenshots and videos. Detecting unusual interaction patterns on these systems can identify

compromise.

Hunt Procedure

Step 1: New User Accounts on HMI Systems

Step 2: Interactive Sessions on HMI Workstations

Step 3: Unusual Process Execution on HMI

Baseline Required

Establish a baseline of normal HMI activity to effectively identify anomalies. Focus on new users and unexpected interactive sessions.

Checked for new accounts on HMI systems

Reviewed interactive session patterns

Analyzed process execution on OT workstations

6 Network Segmentation Verification Duration: 30 min Priority: Medium

Objective: Verify that IT/OT network segmentation is properly enforced and no unauthorized cross-boundary traffic exists.

Background

While Z-Pentest primarily targets directly exposed systems, proper network segmentation prevents lateral movement if initial access is achieved through other

means.

Hunt Procedure

Step 1: IT-to-OT Traffic Analysis

Step 2: DMZ Boundary Verification

Step 3: Unauthorized Cross-Zone Traffic

Segmentation Best Practice

Follow IEC 62443 or Purdue Model guidelines for proper IT/OT network segmentation architecture.

Analyzed IT-to-OT traffic patterns

Verified DMZ boundary configuration

Reviewed cross-zone firewall rules

7 Process Value Change Detection Duration: 45 min Priority: Critical

Objective: Detect unauthorized changes to process setpoints, valve states, or other control parameters that could indicate Z-Pentest manipulation.

Background

Z-Pentest operators demonstrate access by making minor changes to process values. Detecting these changes requires monitoring historian data and control

system logs for unauthorized modifications.

Hunt Procedure

Step 1: Historian Data Review

Step 2: Control System Audit Logs

Step 3: Binary State Toggling (Valve/Pump)

Safety Critical

Unauthorized process value changes can have safety implications. Engage OT operations and safety personnel immediately if unauthorized changes are detected.

Reviewed historian setpoint change logs

Checked control system audit logs

Analyzed binary state toggling patterns

8 Evidence Capture Detection Duration: 30 min Priority: High

Objective: Detect screenshot and screen recording activity on OT workstations, which is Z-Pentest's signature behavior for propaganda generation.

Background

Z-Pentest's primary objective is propaganda. Operators record video evidence of HMI access to post on Telegram. Detecting this activity can identify active

compromise.

Hunt Procedure

Step 1: Screenshot Tool Execution

Step 2: Screen Recording Processes

Step 3: PowerShell Screen Capture

Step 4: Large Image/Video File Creation

Immediate Response Required

Detection of screenshot or recording activity on OT systems should trigger immediate incident response. This indicates active attacker presence.

Searched for screenshot tool execution

Checked for screen recording software

Analyzed PowerShell screen capture attempts

Reviewed image/video file creation patterns

A Appendix A: Indicators of Compromise

IOC Characteristics

Z-Pentest is a hacktivist group that exploits existing access methods rather than deploying custom malware. Traditional file-based IOCs are limited. Detection focuses on

behavioral indicators and network exposure patterns.

Targeted Ports/Services

Port Protocol Service Risk Level

502 TCP Modbus TCP Critical

102 TCP Siemens S7 (ISO-TSAP) Critical

44818 TCP EtherNet/IP Critical

47808 UDP BACnet High

4840 TCP OPC UA High

20000 TCP DNP3 Critical

5900-5903 TCP VNC High

3389 TCP RDP High

80/443 TCP HMI Web Interfaces High

8080/8443 TCP Alternative Web Ports Medium

Behavioral Indicators

Behavior Detection Logic

External ICS port access Inbound connections from internet to ports 502, 102, 44818, 20000

Default credential usage Successful authentication with admin/admin, operator/operator, etc.

Screen capture activity Screenshot tools or recording software on OT workstations

After-hours OT access Interactive sessions to HMI/SCADA outside normal operating hours

Rapid binary state changes Multiple valve/pump toggling in short time period

Unauthorized setpoint changes Process value modifications without change orders

External VNC/RDP to OT Remote desktop connections from non-internal IPs to OT segments

Geographic anomaly Access from Eastern European or Russian IP ranges

Shodan Search Patterns (Self-Assessment)

Use these searches against your own organization to identify exposure before attackers do:

B Appendix B: Detection Rules

Rule Development Note

The following detection rules are custom-developed by Intruvent Technologies based on documented behavioral indicators from Cyble ICS/OT Security Reports and CISA ICS

advisories. Rule IDs are unique to this publication and not registered with SigmaHQ. All Sigma rules are marked as experimental status and should be tested thoroughly in

your environment before production deployment.

External Access to Modbus TCP SIGMA

VNC Connection to OT Network SIGMA

Screenshot Tool on OT Workstation SIGMA

Default Credential Login Attempt SIGMA

After-Hours OT System Access KQL

C Appendix C: References

Primary Intelligence Sources

Cyble ICS/OT Security Report Q2 2025 - Attack statistics, threat actor ranking

Dragos 2024 Year in Review - ICS threat landscape, hacktivist activity

CISA - Pro-Russia Hacktivist Activity Targeting ICS/SCADA - Advisory on hacktivist OT targeting

Waterfall Security - OT Incident Database - ICS incident documentation

Secondary Sources

Orange Cyberdefense - Russia-Ukraine Conflict: Cyber Dimension - Pro-Russian hacktivist ecosystem analysis

SentinelOne - Hacktivist Threat Landscape - Hacktivist group taxonomy

Recorded Future - Hacktivist Tracker - Group emergence and alliance tracking

MITRE ATT&CK for ICS - ICS-specific technique documentation

Related Resources

MITRE ATT&CK for ICS Matrix - ICS adversary behavior framework

CISA ICS-CERT Resources - ICS security advisories and guidance

IEC 62443 Industrial Cybersecurity Standards - OT network segmentation guidance

Purdue Enterprise Reference Architecture (PERA) - IT/OT network architecture model
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Internet scanning for exposed ICS ports (502, 102, 44818, 47808)•

Shodan/Censys-style enumeration of HMI web interfaces•

Banner grabbing to identify target systems•

Focus on systems with visible process information•

Default credential attempts (admin/admin, operator/operator)•

Common password guessing•

Exploitation of unauthenticated access•

VNC/RDP with weak credentials•

Screen recording of HMI/SCADA interfaces•

Screenshots of process displays•

Video capture of operator controls•

Documentation of target organization identity•

Minor setpoint changes to demonstrate access•

Valve/pump toggling (if accessible)•

Video posted to Telegram channel•

Move to next target (low persistence)•

# Query asset management database for OT systems SELECT hostname, ip_address, asset_type, network_zone, last_seen, vendor, model FROM
assets WHERE asset_type IN ('PLC', 'HMI', 'SCADA', 'RTU', 'DCS', 'IED') ORDER BY network_zone;

SQL (ASSET MANAGEMENT)

# Scan public IP ranges for ICS ports # ONLY run against your own authorized IP ranges nmap -sS -p
102,502,4840,20000,44818,47808,5900,5901,3389 \ --open -oA ics_exposure_scan YOUR_PUBLIC_IP_RANGE # Key ports: # 102 - Siemens S7
(ISO-TSAP) # 502 - Modbus TCP # 4840 - OPC UA # 20000 - DNP3 # 44818 - EtherNet/IP # 47808 - BACnet # 5900 - VNC # 3389 - RDP

BASH (NMAP - AUTHORIZED SCAN ONLY)

# Search for your organization's exposed ICS systems org:"YOUR ORGANIZATION" port:502 org:"YOUR ORGANIZATION" port:102 org:"YOUR
ORGANIZATION" "modbus" org:"YOUR ORGANIZATION" "scada" org:"YOUR ORGANIZATION" "hmi"

SHODAN QUERIES

# Review firewall rules allowing inbound to OT segments # Look for ANY rules allowing internet to OT zones # Check for: # - Direct
internet routes to OT VLANs # - VPN split tunneling exposing OT # - Vendor remote access bypasses # - Cloud connections from OT
devices

FIREWALL ANALYSIS

// Detect VNC connections to OT network segments let OT_Subnets = dynamic(["10.10.0.0/16", "192.168.100.0/24"]); // Update with your
OT ranges CommonSecurityLog | where TimeGenerated > ago(30d) | where DestinationPort in (5900, 5901, 5902, 5903) | extend
DestinationInOT = ipv4_is_in_any_range(DestinationIP, OT_Subnets) | where DestinationInOT == true | summarize ConnectionCount =
count(), FirstSeen = min(TimeGenerated), LastSeen = max(TimeGenerated) by SourceIP, DestinationIP, DestinationPort | where
not(ipv4_is_in_any_range(SourceIP, OT_Subnets)) // External to OT | order by ConnectionCount desc

KQL (MICROSOFT SENTINEL)

// Detect RDP connections to OT workstations SecurityEvent | where TimeGenerated > ago(30d) | where EventID == 4624 | where LogonType
== 10 // RemoteInteractive (RDP) | where Computer has_any ("hmi", "scada", "ot-", "plc", "dcs", "eng-ws") | summarize LoginCount =
count(), UniqueUsers = dcount(TargetUserName), Users = make_set(TargetUserName) by Computer, IpAddress | order by LoginCount desc

KQL (MICROSOFT SENTINEL)

// RDP/VNC from external IP addresses let InternalRanges = dynamic(["10.0.0.0/8", "172.16.0.0/12", "192.168.0.0/16"]);
CommonSecurityLog | where TimeGenerated > ago(30d) | where DestinationPort in (3389, 5900, 5901) | where
not(ipv4_is_in_any_range(SourceIP, InternalRanges)) | summarize Attempts = count() by SourceIP, DestinationIP, DestinationPort |
extend GeoInfo = geo_info_from_ip_address(SourceIP) | project SourceIP, DestinationIP, DestinationPort, Attempts, Country =
tostring(GeoInfo.country) | order by Attempts desc

KQL (MICROSOFT SENTINEL)

// Detect failed login attempts to OT systems SecurityEvent | where TimeGenerated > ago(7d) | where EventID in (4625, 4771) // Failed
logon events | where Computer has_any ("hmi", "scada", "ot-", "plc", "dcs") | summarize FailedAttempts = count(), UniqueUsers =
dcount(TargetUserName), AttemptedUsers = make_set(TargetUserName, 10) by Computer, IpAddress, bin(TimeGenerated, 1h) | where
FailedAttempts > 5 | order by FailedAttempts desc

KQL (MICROSOFT SENTINEL)

// Hunt for default credential username attempts let DefaultUsernames = dynamic(["admin", "administrator", "operator", "user",
"guest", "default", "root", "engineer", "maintenance", "service"]); SecurityEvent | where TimeGenerated > ago(30d) | where EventID in
(4624, 4625) | where TargetUserName in~ (DefaultUsernames) | where Computer has_any ("hmi", "scada", "ot-", "plc", "dcs", "eng-") |
summarize Attempts = count(), SuccessCount = countif(EventID == 4624), FailCount = countif(EventID == 4625) by Computer,
TargetUserName, IpAddress | order by Attempts desc

KQL (MICROSOFT SENTINEL)

// Detect authentication outside normal operating hours SecurityEvent | where TimeGenerated > ago(14d) | where EventID == 4624 |
where Computer has_any ("hmi", "scada", "ot-", "plc") | extend HourOfDay = datetime_part("hour", TimeGenerated) | extend DayOfWeek =
dayofweek(TimeGenerated) | where HourOfDay < 6 or HourOfDay > 22 or DayOfWeek in (0d, 6d) // Nights/weekends | summarize
AfterHoursLogins = count() by Computer, TargetUserName, IpAddress | where AfterHoursLogins > 1 | order by AfterHoursLogins desc

KQL (MICROSOFT SENTINEL)

// Detect Modbus traffic from unexpected sources let OT_Authorized = dynamic(["10.10.0.0/16"]); // Your OT network CommonSecurityLog
| where TimeGenerated > ago(7d) | where DestinationPort == 502 // Modbus TCP | where not(ipv4_is_in_any_range(SourceIP,
OT_Authorized)) | summarize Connections = count(), FirstSeen = min(TimeGenerated), LastSeen = max(TimeGenerated) by SourceIP,
DestinationIP | order by Connections desc

KQL (MICROSOFT SENTINEL / ZEEK LOGS)

// Detect S7 (ISO-TSAP) traffic on port 102 CommonSecurityLog | where TimeGenerated > ago(7d) | where DestinationPort == 102 |
summarize Connections = count(), UniqueDestinations = dcount(DestinationIP) by SourceIP | order by Connections desc

KQL (MICROSOFT SENTINEL)

// Monitor OPC UA traffic for anomalies CommonSecurityLog | where TimeGenerated > ago(7d) | where DestinationPort == 4840 // OPC UA |
summarize ConnectionCount = count(), TargetDevices = make_set(DestinationIP) by SourceIP, bin(TimeGenerated, 1h) | order by
ConnectionCount desc

KQL (MICROSOFT SENTINEL)

# Analyze Zeek conn.log for ICS port activity # Filter for industrial protocol ports cat conn.log | zeek-cut ts id.orig_h id.resp_h
id.resp_p | \ grep -E ":(102|502|4840|20000|44818|47808)$" | \ sort | uniq -c | sort -rn | head -50

ZEEK LOG ANALYSIS

// Detect new account creation on HMI/SCADA workstations SecurityEvent | where TimeGenerated > ago(30d) | where EventID == 4720 //
User account created | where Computer has_any ("hmi", "scada", "ot-", "eng-ws", "operator") | project TimeGenerated, Computer,
TargetUserName, SubjectUserName | order by TimeGenerated desc

KQL (MICROSOFT SENTINEL)

// Monitor interactive logon sessions to HMIs SecurityEvent | where TimeGenerated > ago(7d) | where EventID == 4624 | where LogonType
in (2, 10, 11) // Interactive, RemoteInteractive, CachedInteractive | where Computer has_any ("hmi", "scada", "ot-", "operator-") |
summarize Sessions = count(), UniqueSources = dcount(IpAddress) by Computer, TargetUserName, LogonType | order by Sessions desc

KQL (MICROSOFT SENTINEL)

// Detect unusual processes on HMI workstations DeviceProcessEvents | where TimeGenerated > ago(7d) | where DeviceName has_any
("hmi", "scada", "ot-", "operator") | where ProcessCommandLine has_any ("powershell", "cmd.exe", "wscript", "cscript", "mshta",
"certutil", "screenshot", "capture", "record") | project TimeGenerated, DeviceName, FileName, ProcessCommandLine, AccountName,
InitiatingProcessFileName | order by TimeGenerated desc

KQL (MICROSOFT SENTINEL)

// Detect traffic from IT to OT network segments let IT_Networks = dynamic(["10.0.0.0/8"]); // Your IT range let OT_Networks =
dynamic(["192.168.100.0/24"]); // Your OT range CommonSecurityLog | where TimeGenerated > ago(7d) | where
ipv4_is_in_any_range(SourceIP, IT_Networks) | where ipv4_is_in_any_range(DestinationIP, OT_Networks) | summarize Connections =
count(), UniquePorts = make_set(DestinationPort) by SourceIP, DestinationIP | order by Connections desc

KQL (MICROSOFT SENTINEL)

# Review firewall rules between zones # Check for: 1. No direct Internet -> OT rules 2. IT -> OT limited to specific, documented
protocols 3. All OT access via jump servers/DMZ 4. VPN concentrators properly segmented 5. Vendor access paths documented and
monitored

FIREWALL RULE REVIEW

// Identify unexpected zone crossings CommonSecurityLog | where TimeGenerated > ago(7d) | where DeviceVendor == "Firewall" // Adjust
for your vendor | where DeviceAction == "Allow" | where SourceZone != DestinationZone | where SourceZone has "OT" or DestinationZone
has "OT" | summarize AllowedConnections = count() by SourceZone, DestinationZone, DestinationPort, Protocol | order by
AllowedConnections desc

KQL (MICROSOFT SENTINEL)

-- Review setpoint changes without change orders SELECT timestamp, tag_name, old_value, new_value, change_source, operator_id FROM
setpoint_changes WHERE timestamp > DATEADD(day, -7, GETDATE()) AND change_source NOT IN ('Approved_Change_Order', 'Scheduled_Batch')
ORDER BY timestamp DESC; -- Look for: -- - Changes outside maintenance windows -- - Changes by unknown operators -- - Rapid toggling
of binary values

SQL (HISTORIAN DATABASE)

# Review control system audit logs for: 1. Operator mode changes 2. Setpoint modifications 3. Valve position commands 4. Pump
start/stop commands 5. Safety system overrides 6. Controller firmware changes # Focus on events without corresponding: - Work orders
- Operator shift logs - Change management tickets

GENERIC DCS/SCADA LOG REVIEW

-- Detect rapid toggling of binary controls SELECT tag_name, COUNT(*) as toggle_count, MIN(timestamp) as first_toggle, MAX(timestamp)
as last_toggle FROM binary_state_changes WHERE timestamp > DATEADD(hour, -24, GETDATE()) GROUP BY tag_name HAVING COUNT(*) > 10 --
More than 10 changes in 24 hours AND DATEDIFF(minute, MIN(timestamp), MAX(timestamp)) < 60 ORDER BY toggle_count DESC;

HISTORIAN QUERY

// Detect screenshot tools on OT workstations DeviceProcessEvents | where TimeGenerated > ago(30d) | where DeviceName has_any ("hmi",
"scada", "ot-", "operator", "eng-") | where FileName in~ ("snippingtool.exe", "snip.exe", "screenshot.exe", "psr.exe", "sharex.exe",
"greenshot.exe", "lightshot.exe", "obs64.exe", "obs32.exe", "camtasia.exe", "bandicam.exe", "ffmpeg.exe") or ProcessCommandLine
has_any ("screenshot", "screen capture", "print screen", "-screenshot", "screen record", "capture screen") | project TimeGenerated,
DeviceName, FileName, ProcessCommandLine, AccountName, InitiatingProcessFileName | order by TimeGenerated desc

KQL (MICROSOFT SENTINEL/DEFENDER)

// Detect screen recording software DeviceProcessEvents | where TimeGenerated > ago(30d) | where DeviceName has_any ("hmi", "scada",
"ot-", "operator") | where FileName in~ ("obs64.exe", "obs.exe", "bandicam.exe", "camtasia.exe", "screenrec.exe", "fraps.exe",
"action.exe", "camstudio.exe", "xsplit.exe") or ProcessCommandLine has_any ("record screen", "screen record", "capture video",
"record desktop") | project TimeGenerated, DeviceName, FileName, ProcessCommandLine, AccountName | order by TimeGenerated desc

KQL (MICROSOFT SENTINEL/DEFENDER)

// Detect PowerShell-based screen capture DeviceProcessEvents | where TimeGenerated > ago(30d) | where DeviceName has_any ("hmi",
"scada", "ot-", "operator") | where ProcessCommandLine has_any ( "System.Drawing.Bitmap", "CopyFromScreen", "
[System.Windows.Forms.Screen]", "Graphics.FromImage", "System.Drawing.Imaging" ) | project TimeGenerated, DeviceName,
ProcessCommandLine, AccountName | order by TimeGenerated desc

KQL (MICROSOFT SENTINEL)

// Detect creation of image/video files on OT systems DeviceFileEvents | where TimeGenerated > ago(7d) | where DeviceName has_any
("hmi", "scada", "ot-", "operator") | where ActionType == "FileCreated" | where FileName matches regex @"\.
(png|jpg|jpeg|bmp|gif|mp4|avi|mkv|webm)$" | where FolderPath !has "cache" and FolderPath !has "temp" | summarize FileCount = count(),
TotalSize = sum(FileSize) by DeviceName, FolderPath, bin(TimeGenerated, 1h) | where FileCount > 5 or TotalSize > 50000000 // 50MB |
order by FileCount desc

KQL (MICROSOFT SENTINEL/DEFENDER)

org:"YOUR_ORGANIZATION" port:502 # Modbus TCP org:"YOUR_ORGANIZATION" port:102 # Siemens S7 org:"YOUR_ORGANIZATION" "scada" # SCADA
keywords org:"YOUR_ORGANIZATION" "hmi" # HMI keywords org:"YOUR_ORGANIZATION" "modbus" # Modbus banners org:"YOUR_ORGANIZATION" "siemens"
# Siemens devices org:"YOUR_ORGANIZATION" port:5900 # VNC org:"YOUR_ORGANIZATION" "rockwell" # Rockwell/Allen-Bradley

SHODAN QUERIES

title: External Access to Modbus TCP Port status: experimental description: Detects inbound connections from external IPs to Modbus
TCP port 502 references: - https://attack.mitre.org/techniques/T0883/ author: Intruvent Technologies date: 2025/12/07 logsource:
category: firewall detection: selection: dst_port: 502 action: allow filter_internal: src_ip|cidr: - '10.0.0.0/8' - '172.16.0.0/12' -
'192.168.0.0/16' condition: selection and not filter_internal falsepositives: - Legitimate external SCADA connections (should be VPN-
based) level: critical tags: - attack.initial_access - attack.t0883

title: VNC Connection to OT Network Segment status: experimental description: Detects VNC connections to systems in OT network
segments author: Intruvent Technologies date: 2025/12/07 logsource: category: firewall detection: selection: dst_port: - 5900 - 5901
- 5902 action: allow ot_destination: dst_ip|cidr: '192.168.100.0/24' # Adjust to your OT range condition: selection and
ot_destination falsepositives: - Authorized remote support sessions level: high tags: - attack.initial_access - attack.t0886

title: Screenshot Tool Execution on OT Workstation status: experimental description: Detects screenshot or screen recording tools on
OT/HMI workstations author: Intruvent Technologies date: 2025/12/07 logsource: category: process_creation product: windows detection:
selection_host: ComputerName|contains: - 'hmi' - 'scada' - 'ot-' - 'operator' - 'eng-ws' selection_process: Image|endswith: -
'\SnippingTool.exe' - '\snippingtool.exe' - '\obs64.exe' - '\obs.exe' - '\sharex.exe' - '\greenshot.exe' - '\ffmpeg.exe' -
'\bandicam.exe' - '\camtasia.exe' condition: selection_host and selection_process falsepositives: - Legitimate documentation
activities level: high tags: - attack.collection - attack.t0852

title: Default Credential Username on OT System status: experimental description: Detects login attempts with common default
usernames on OT systems author: Intruvent Technologies date: 2025/12/07 logsource: product: windows service: security detection:
selection_event: EventID: - 4624 - 4625 selection_host: ComputerName|contains: - 'hmi' - 'scada' - 'ot-' - 'plc' - 'dcs'
selection_user: TargetUserName: - 'admin' - 'administrator' - 'operator' - 'user' - 'guest' - 'default' - 'engineer' - 'maintenance'
- 'service' condition: selection_event and selection_host and selection_user falsepositives: - Legitimate service accounts with
similar names level: medium tags: - attack.credential_access - attack.t1078

// Microsoft Sentinel Analytics Rule // Detect interactive sessions to OT systems outside business hours SecurityEvent | where
EventID == 4624 | where LogonType in (2, 10, 11) | where Computer has_any ("hmi", "scada", "ot-", "plc", "operator") | extend
HourOfDay = datetime_part("hour", TimeGenerated) | extend DayOfWeek = dayofweek(TimeGenerated) | where HourOfDay < 6 or HourOfDay >
22 or DayOfWeek in (0d, 6d) | summarize LoginCount = count() by Computer, TargetUserName, IpAddress | where LoginCount > 0

https://attack.mitre.org/matrices/ics/
https://www.cisa.gov/topics/industrial-control-systems

