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1 Executive Summary

AT A GLANCE

THREAT ACTOR

Scattered Spider (UNC3944/Octo Tempest)

PRIMARY TARGETS

Enterprise identity systems (Okta, Entra ID), cloud infrastructure

ATTACK VECTOR

Social engineering (help desk manipulation, vishing, SIM swapping)

BUSINESS IMPACT

Ransomware deployment, data extortion, operational disruption

Scattered Spider is a financially motivated cybercriminal group composed primarily of young adults (ages 19-22) from the United States and United

Kingdom. Their native English fluency enables highly convincing social engineering attacks that have successfully compromised major enterprises including

MGM Resorts, Caesars Entertainment, Marks & Spencer, and Snowflake customers.

In 2025, the group has affiliated with DragonForce ransomware-as-a-service, continuing their pattern of leveraging sophisticated initial access capabilities

to deploy destructive ransomware to VMware ESXi environments. Their attack methodology combines social engineering with technical sophistication:

manipulating help desk staff to reset credentials, bypassing MFA through fatigue attacks and SIM swapping, then pivoting through cloud identity systems to

achieve widespread access.

This guide provides 10 hunt modules focused on identity and authentication monitoring, which is essential for detecting Scattered Spider's primary attack

techniques. Organizations with Okta, Microsoft Entra ID, or cloud-native infrastructure should prioritize these hunts.

Active Threat - July 2025 CISA Update

CISA and FBI released an updated advisory (AA23-320A) on July 29, 2025 documenting new TTPs including DragonForce ransomware deployment, Snowflake

database targeting, and enhanced social engineering techniques.

Threat Overview

Scattered Spider emerged in 2022 initially targeting telecommunications and BPO companies,

exploiting access to downstream customers. By 2023, they expanded to gaming, hospitality, retail,

financial services, and healthcare sectors. The group is part of "The Comm" cybercriminal ecosystem

and maintains connections to tool developers like "Telecom Enemies."

What makes Scattered Spider uniquely dangerous:

Native English fluency enables convincing phone-based social engineering

Counter-IR capabilities - they join incident response calls to monitor defenders

Cloud-native expertise - skilled in AWS, Azure, and identity provider compromise

Multi-stage attacks - combine vishing, smishing, and technical exploitation

RaaS flexibility - deploy BlackCat, RansomHub, Qilin, or DragonForce as needed

Recent High-Profile Attacks:

MGM Resorts (September 2023): 36-hour outage, $100M impact

Caesars Entertainment (September 2023): $15M ransom payment

Marks & Spencer (April 2025): DragonForce deployment, £300M losses

Co-op, Harrods (May 2025): UK retail attacks

Salesforce customers (June 2025): Wave of CRM data theft

KEY CHARACTERISTICS

MITRE ATT&CK ID: G1015

Active since 2022

US/UK young adults (19-22)

Native English speakers

Financial motivation

DragonForce RaaS affiliate

Identity provider targeting

VMware ESXi encryption

Counter-IR monitoring

60+ MITRE techniques

Ransomware Affiliations

2023

BlackCat (ALPHV)

2024

RansomHub, Qilin

2025

DragonForce

DragonForce Partnership

DragonForce operates as a RaaS cartel offering affiliates 80% of ransom profits. Scattered Spider's elite social engineering and initial access skills

combine with DragonForce's robust ransomware infrastructure to form a highly effective partnership. DragonForce targets Windows, Linux, and

ESXi environments.

Scattered Spider Attack Flow

Typical Attack Sequence

PHASE 1: SOCIAL ENGINEERING

↓

PHASE 2: IDENTITY PROVIDER COMPROMISE

↓

PHASE 3: PERSISTENCE & LATERAL MOVEMENT

↓

PHASE 4: EXFILTRATION & RANSOMWARE

2 MITRE ATT&CK Mapping

Extensive TTP Coverage

Scattered Spider employs 60+ documented techniques across MITRE ATT&CK Enterprise and Mobile matrices. This section highlights priority techniques for

detection.

Priority Techniques for Detection

T1656

Impersonation

IT/help desk staff impersonation via calls

T1621

MFA Request Generation

MFA fatigue/push bombing attacks

T1566.004

Spearphishing Voice

Vishing to install RMM tools

T1098.005

Device Registration

New MFA device for persistence

T1484.002

Trust Modification

Federated identity provider injection

T1219

Remote Access Software

TeamViewer, AnyDesk, ngrok persistence

T1114.003

Email Forwarding Rule

Redirect emails to attacker accounts

T1003.003

NTDS Dumping

Active Directory credential extraction

T1567.002

Exfil to Cloud Storage

MEGA.NZ, S3 data exfiltration

T1486

Data Encrypted for Impact

DragonForce ransomware deployment

T1451

SIM Card Swap

Mobile MFA bypass

T1078.004

Cloud Accounts

Compromised Entra ID/AWS credentials

3 Hunt Modules

1 Help Desk Social Engineering Detection Duration: 30 min Priority: Critical

Objective: Detect patterns indicating help desk staff have been socially engineered into resetting credentials or MFA for attackers impersonating employees.

Background

Scattered Spider's primary initial access technique is calling IT help desks while impersonating employees. Their native English fluency and detailed OSINT make

these calls highly convincing. They request password resets, MFA device changes, or remote access tool installation.

Hunt Procedure

Step 1: Correlate Help Desk Tickets with Password Resets

Step 2: Password Resets Followed by Suspicious Activity

Step 3: MFA Reset Requests via Help Desk

Process Improvement

Implement callback verification for all help desk credential reset requests. Use a separate, pre-registered phone number to verify identity before processing.

Reviewed password reset events for anomalies

Correlated resets with subsequent login locations

Checked for MFA device registration changes

2 MFA Anomaly Detection Duration: 30 min Priority: Critical

Objective: Detect MFA fatigue attacks (push bombing), new device registration, and SIM swap indicators that Scattered Spider uses to bypass MFA.

Background

Scattered Spider employs multiple MFA bypass techniques: repeatedly sending push notifications until the victim approves (fatigue), SIM swapping to intercept

SMS codes, and social engineering help desk to register new MFA devices.

Hunt Procedure

Step 1: MFA Fatigue Detection (Push Bombing)

Step 2: New MFA Device Registration

Step 3: Okta MFA Anomaly Detection

Step 4: Authentication from New Device After MFA Change

Critical Alert

Multiple MFA denials followed by approval is a strong indicator of MFA fatigue attack. Investigate immediately if detected.

Hunted for MFA fatigue patterns

Reviewed new MFA device registrations

Correlated MFA changes with new device logins

3 Identity Provider Compromise Detection Duration: 45 min Priority: Critical

Objective: Detect compromise of Okta, Microsoft Entra ID, or Google Workspace identity providers, including trust modifications and conditional access

changes.

Background

Once Scattered Spider gains initial access, they prioritize compromising identity providers to gain persistent, widespread access. They modify federation trusts,

conditional access policies, and create new admin accounts.

Hunt Procedure

Step 1: Federation Trust Modifications (Entra ID)

Step 2: Conditional Access Policy Changes

Step 3: Okta Admin Console Access

Step 4: New Global/Privileged Admin Accounts

Step 5: Trusted Location Additions

High-Impact Finding

Federation trust modifications can allow attackers unrestricted access to your tenant. Any unauthorized changes require immediate investigation.

Checked for federation trust modifications

Reviewed conditional access policy changes

Audited privileged role assignments

Verified trusted location configurations

4 Phishing Infrastructure Hunting Duration: 30 min Priority: High

Objective: Identify connections to Scattered Spider phishing infrastructure and detect Evilginx-based AiTM phishing attacks.

Background

Scattered Spider operates 5+ distinct phishing kit variants using Evilginx for real-time credential capture. They register domains with keywords like "okta," "sso,"

"help," and "vpn" combined with target organization names.

Hunt Procedure

Step 1: DNS Queries for Suspicious Domain Patterns

Step 2: Connections to Known Malicious Infrastructure

Step 3: AiTM Phishing Detection via Sign-in Logs

Step 4: Password Entered on Non-Corporate Domains

Proactive Defense

Implement domain monitoring for typosquats containing your organization name combined with SSO keywords.

Searched for suspicious domain patterns in DNS

Checked connections to suspicious ASNs

Reviewed sign-in patterns for AiTM indicators

5 RMM Tool Detection Duration: 30 min Priority: High

Objective: Detect unauthorized Remote Monitoring and Management (RMM) tools that Scattered Spider deploys for persistence.

Background

Scattered Spider convinces victims to install RMM tools via social engineering or deploys them post-compromise. Common tools include TeamViewer, AnyDesk,

ScreenConnect, Splashtop, and Tactical.RMM.

Hunt Procedure

Step 1: RMM Tool Process Detection

Step 2: RMM Tool Network Connections

Step 3: Recently Installed RMM Tools

Step 4: RMM Tool Service Creation

Allowlist Baseline

Establish an allowlist of authorized RMM tools. Any RMM tool not on the allowlist requires investigation.

Searched for RMM tool processes

Reviewed RMM network connections

Checked for recent RMM installations

Audited RMM service creation events

6 Cloud IAM Anomaly Detection Duration: 30 min Priority: High

Objective: Detect unauthorized AWS, Azure, and GCP IAM activity including credential manipulation, resource enumeration, and privilege escalation.

Hunt Procedure

Step 1: AWS S3 Bucket Enumeration

Step 2: New IAM Access Keys

Step 3: Azure VM Creation

Step 4: Cross-Account Role Assumption

Reviewed AWS S3 enumeration activity

Checked for new IAM access keys

Audited Azure VM creation events

Reviewed cross-account role assumptions

7 Email Manipulation Detection Duration: 25 min Priority: High

Objective: Detect email forwarding rules, auto-deletion rules, and email searches that Scattered Spider uses to monitor defenders and hide their activity.

Hunt Procedure

Step 1: Suspicious Email Forwarding Rules

Step 2: Email Deletion Operations

Step 3: Email Searches for Security Terms

Counter-IR Indicator

Scattered Spider monitors email for security alerts and IR communications. Email searches for security terms may indicate active compromise monitoring.

Audited email forwarding rules

Reviewed bulk email deletions

Searched for security-term email queries

8 Tunneling & Proxy Detection Duration: 30 min Priority: High

Objective: Detect ngrok, Chisel, Teleport, and other tunneling tools Scattered Spider uses for C2 and persistent access.

Hunt Procedure

Step 1: Tunneling Tool Process Execution

Step 2: Connections to Tunneling Services

Step 3: Teleport C2 Pattern Detection

Hunted for tunneling tool processes

Checked DNS for tunneling service queries

Searched for Teleport C2 patterns

9 Credential Dumping & Lateral Movement Duration: 30 min Priority: High

Objective: Detect NTDS.dit extraction, DCSync attacks, and credential dumping tools used by Scattered Spider.

Hunt Procedure

Step 1: Volume Shadow Copy Creation on DCs

Step 2: NTDS.dit Access

Step 3: DCSync Detection

Step 4: Credential Dumping Tool Execution

Checked for VSS creation on domain controllers

Searched for NTDS.dit access

Hunted for DCSync indicators

Reviewed credential tool execution

10 Data Exfiltration Hunting Duration: 30 min Priority: Critical

Objective: Detect data staging and exfiltration to MEGA.NZ, attacker-controlled S3 buckets, and other cloud storage that Scattered Spider uses before

ransomware deployment.

Hunt Procedure

Step 1: Connections to MEGA.NZ

Step 2: Rclone Execution

Step 3: Large Outbound Data Transfers

Step 4: SharePoint/OneDrive Bulk Downloads

Pre-Ransomware Indicator

Large-scale data exfiltration typically precedes ransomware deployment. Detection at this stage provides opportunity to prevent encryption.

Checked for MEGA.NZ connections

Searched for rclone execution

Reviewed large outbound data transfers

Audited SharePoint bulk downloads

A Appendix A: Indicators of Compromise

IOC Characteristics

Scattered Spider rapidly rotates infrastructure. Domain and IP IOCs have short lifespans. Focus on behavioral patterns and tool signatures rather than static indicators.

Phishing Domain Patterns

Pattern Example Context

[target]-sso.com acme-sso.com SSO impersonation

[target]-okta.com acme-okta.com Okta phishing

[target]-helpdesk.com acme-helpdesk.com Help desk impersonation

[target]-servicedesk.com acme-servicedesk.com Service desk phishing

[target]-vpn.com acme-vpn.com VPN credential harvesting

okta-[target].com okta-acme.com Okta impersonation

[target]-hr.com acme-hr.com HR portal phishing

Sample Malicious Domains (Historical)

Domain Registration Notes

twitter-okta.com NiceNIC Re-registered after seizure

morningstar-okta.com NiceNIC Financial targeting

pure-okta.com NiceNIC Storage vendor targeting

sso-instacart.com NiceNIC Retail targeting

sts-vodafone.com NiceNIC Telecom targeting

citrix-okta.com NiceNIC Tech vendor targeting

corp-hubspot.com NiceNIC SaaS targeting

RMM & Tunneling Tools

Tool Process Name Detection Priority

TeamViewer teamviewer.exe, TeamViewer_Service.exe High

AnyDesk anydesk.exe High

ScreenConnect screenconnect.clientservice.exe High

Splashtop splashtop.exe, SplashtopStreamer.exe High

ngrok ngrok.exe Critical

Chisel chisel.exe Critical

Teleport teleport Critical

Tailscale tailscale.exe Medium

Tactical.RMM tacticalrmm.exe High

Pulseway pulseway.exe High

C2 Patterns

Service Pattern Detection

Teleport *.teleport.sh DNS query monitoring

Cloudflare Tunnel *.trycloudflare.com DNS query monitoring

ngrok *.ngrok.io DNS + network connections

Behavioral Indicators

Category Indicator

Social Engineering Help desk calls requesting password/MFA resets

MFA Bypass Multiple MFA denials followed by approval (>5 in 15 min)

Persistence New MFA device registration from unusual IP

Identity Federation trust or conditional access modifications

Email Forwarding rules to external addresses (@googlemail.com)

Counter-IR Email searches for "breach," "incident," "security"

Exfiltration Connections to mega.nz, large S3 uploads

B Appendix B: Detection Rules

Rule Development Note

The following detection rules are custom-developed by Intruvent Technologies based on documented behavioral indicators from CISA Advisory AA23-320A, Microsoft Threat

Intelligence, and CrowdStrike research. Rule IDs are unique to this publication and not registered with SigmaHQ. All Sigma rules are marked as experimental status and

should be tested thoroughly in your environment before production deployment.

MFA Fatigue Attack Detection KQL

Suspicious Email Forwarding Rule SIGMA

RMM Tool Execution on Server SIGMA

Federation Trust Modification KQL

Tunneling Service DNS Query SIGMA

MEGA.NZ Data Exfiltration KQL

C Appendix C: References

Primary Intelligence Sources
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MITRE ATT&CK - Scattered Spider (G1015) - 60+ techniques, tools, malware, campaigns

Push Security - Scattered Spider TTP Evolution in 2025 - DragonForce affiliation, Evilginx phishing, domain patterns

CrowdStrike - Scattered Spider Escalation - Help desk manipulation, VMware targeting, cloud enumeration

Secondary Sources

Silent Push - Scattered Spider 2025 - Infrastructure tracking, phishing kits, Spectre RAT

Darktrace - Evolving Tactics - Network detection, LDAP exfiltration patterns

BleepingComputer - DragonForce Deep Dive - DragonForce RaaS model, ransomware capabilities

Mandiant - "Defending Against UNC3944" (May 2025) - Cybercrime hardening guidance

Mandiant - "From Help Desk to Hypervisor" (July 2025) - VMware vSphere defense guidance

Related Resources

FBI IC3 - Scattered Spider Advisory (July 2025) - Federal law enforcement guidance

Australian Cyber Security Centre - Scattered Spider - International advisory

Microsoft Threat Intelligence - Octo Tempest - Microsoft tracking name documentation
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C O M P R E H E N S I V E  TH R E AT  HUN T I N G  GU I D E

Scattered Spider

Version 1.0 Classification TLP�CLEAR

Published December 7, 2025 Hunt Duration 4-6 Hours

INTRUVENT

UNC3944 / Octo Tempest - Social Engineering & Identity-Based Attacks

Intruvent Technologies INT-THG-2025-SCATTERED-SPIDER-v1.0

OSINT gathering on employees (LinkedIn, social media)•

Help desk calls impersonating employees for password/MFA resets•

SMS phishing with credential harvesting links•

MFA fatigue (push bombing) until victim approves•

SIM swapping to intercept SMS-based 2FA•

Access Okta, Entra ID, or Google Workspace admin consoles•

Register new MFA devices for persistence•

Modify conditional access policies•

Create federated identity trust relationships•

Monitor Slack/Teams for security response•

Deploy RMM tools (TeamViewer, AnyDesk, ScreenConnect)•

Install tunneling (ngrok, Chisel, Teleport)•

Enumerate AWS/Azure/GCP resources•

Access VMware vCenter infrastructure•

Dump NTDS.dit via volume shadow copies•

Stage data in centralized databases•

Exfiltrate to MEGA.NZ or S3 buckets•

Deploy DragonForce ransomware to ESXi•

Double extortion: encrypt + threaten disclosure•

Join IR calls to monitor response•

// Correlate ServiceNow/Jira tickets with password reset events let PasswordResets = AuditLogs | where TimeGenerated > ago(30d) |
where OperationName == "Reset user password" | extend TargetUser = tostring(TargetResources[0].userPrincipalName) | project ResetTime
= TimeGenerated, TargetUser, InitiatedBy = Identity; // Cross-reference with ticketing system // Look for password resets without
corresponding tickets // or tickets created within short window of reset PasswordResets | summarize ResetCount = count(), FirstReset
= min(ResetTime) by TargetUser, bin(ResetTime, 1h) | where ResetCount > 1 | order by ResetCount desc

KQL (MICROSOFT SENTINEL)

// Password reset followed by login from new location/device let Resets = AuditLogs | where TimeGenerated > ago(14d) | where
OperationName == "Reset user password" | extend TargetUser = tostring(TargetResources[0].userPrincipalName) | project ResetTime =
TimeGenerated, TargetUser; let Logins = SigninLogs | where TimeGenerated > ago(14d) | where ResultType == 0 | project LoginTime =
TimeGenerated, UserPrincipalName, IPAddress, DeviceDetail, Location; Resets | join kind=inner (Logins) on $left.TargetUser ==
$right.UserPrincipalName | where LoginTime between (ResetTime .. (ResetTime + 2h)) | extend GeoInfo =
geo_info_from_ip_address(IPAddress) | project ResetTime, LoginTime, TargetUser, IPAddress, Country = tostring(GeoInfo.country),
DeviceDetail | order by ResetTime desc

KQL (MICROSOFT SENTINEL)

// Track MFA registration changes AuditLogs | where TimeGenerated > ago(30d) | where OperationName has_any ("User registered security
info", "Admin registered security info for user", "User deleted security info", "Admin deleted security info for user") | extend
TargetUser = tostring(TargetResources[0].userPrincipalName) | extend AuthMethod =
tostring(TargetResources[0].modifiedProperties[0].newValue) | project TimeGenerated, OperationName, TargetUser, AuthMethod,
InitiatedBy = Identity | order by TimeGenerated desc

KQL (MICROSOFT SENTINEL)

// Detect multiple MFA denials followed by approval SigninLogs | where TimeGenerated > ago(7d) | where ResultType in ("50074",
"50076", "500121") // MFA required/denied or (ResultType == "0" and AuthenticationRequirement == "multiFactorAuthentication") |
summarize Denials = countif(ResultType != "0"), Approvals = countif(ResultType == "0"), FirstAttempt = min(TimeGenerated),
LastAttempt = max(TimeGenerated) by UserPrincipalName, IPAddress, bin(TimeGenerated, 15m) | where Denials > 5 and Approvals > 0 |
extend Duration = LastAttempt - FirstAttempt | where Duration < 30m | order by Denials desc

KQL (MICROSOFT SENTINEL)

// Track new MFA device registrations AuditLogs | where TimeGenerated > ago(14d) | where OperationName == "User registered security
info" | extend TargetUser = tostring(TargetResources[0].userPrincipalName) | extend AuthMethod = tostring(AdditionalDetails[0].value)
| project TimeGenerated, TargetUser, AuthMethod, InitiatedBy = Identity, IPAddress = tostring(parse_json(tostring(
AdditionalDetails[1])).value) | order by TimeGenerated desc

KQL (MICROSOFT SENTINEL)

// Okta: Multiple MFA challenges followed by success OktaLogs | where TimeGenerated > ago(7d) | where eventType has_any
("user.mfa.factor.challenge", "user.authentication.auth_via_mfa") | summarize Challenges = countif(eventType ==
"user.mfa.factor.challenge"), Successes = countif(outcome_result == "SUCCESS") by actor_alternateId, client_ipAddress,
bin(TimeGenerated, 15m) | where Challenges > 5 and Successes > 0 | order by Challenges desc

KQL (OKTA LOGS)

// Login from new device within 1 hour of MFA registration let MFAChanges = AuditLogs | where TimeGenerated > ago(14d) | where
OperationName has "security info" | extend TargetUser = tostring(TargetResources[0].userPrincipalName) | project ChangeTime =
TimeGenerated, TargetUser; let NewDeviceLogins = SigninLogs | where TimeGenerated > ago(14d) | where ResultType == "0" | where
DeviceDetail.isManaged != true | project LoginTime = TimeGenerated, UserPrincipalName, DeviceId = DeviceDetail.deviceId, IPAddress;
MFAChanges | join kind=inner (NewDeviceLogins) on $left.TargetUser == $right.UserPrincipalName | where LoginTime between (ChangeTime
.. (ChangeTime + 1h)) | project ChangeTime, LoginTime, TargetUser, DeviceId, IPAddress

KQL (MICROSOFT SENTINEL)

// Detect new federation domain or trust modification AuditLogs | where TimeGenerated > ago(30d) | where OperationName has_any ("Set
domain authentication", "Set federation settings on domain", "Add domain to company", "Update domain") | project TimeGenerated,
OperationName, InitiatedBy = Identity, TargetDomain = tostring(TargetResources[0].displayName), ModifiedProperties =
TargetResources[0].modifiedProperties | order by TimeGenerated desc

KQL (MICROSOFT SENTINEL)

// Monitor conditional access policy modifications AuditLogs | where TimeGenerated > ago(30d) | where OperationName has_any ("Add
conditional access policy", "Update conditional access policy", "Delete conditional access policy") | extend PolicyName =
tostring(TargetResources[0].displayName) | extend Changes = tostring(TargetResources[0].modifiedProperties) | project TimeGenerated,
OperationName, PolicyName, Changes, InitiatedBy = Identity | order by TimeGenerated desc

KQL (MICROSOFT SENTINEL)

// Detect admin console access and changes OktaLogs | where TimeGenerated > ago(14d) | where eventType has_any
("application.lifecycle", "policy.lifecycle", "group.user_membership", "user.account.privilege.grant") | project TimeGenerated,
eventType, Actor = actor_alternateId, Target = target_alternateId, Result = outcome_result, IPAddress = client_ipAddress | order by
TimeGenerated desc

KQL (OKTA LOGS)

// Detect new privileged role assignments AuditLogs | where TimeGenerated > ago(30d) | where OperationName == "Add member to role" |
extend RoleName = tostring(TargetResources[0].displayName) | where RoleName has_any ("Global Administrator", "Privileged Role
Administrator", "Security Administrator", "Application Administrator", "Cloud Application Administrator") | extend TargetUser =
tostring(TargetResources[0].userPrincipalName) | project TimeGenerated, RoleName, TargetUser, InitiatedBy = Identity | order by
TimeGenerated desc

KQL (MICROSOFT SENTINEL)

// Detect trusted location/named location additions AuditLogs | where TimeGenerated > ago(30d) | where OperationName has_any ("Add
named location", "Update named location") | extend LocationName = tostring(TargetResources[0].displayName) | project TimeGenerated,
OperationName, LocationName, InitiatedBy = Identity, Changes = tostring(TargetResources[0].modifiedProperties) | order by
TimeGenerated desc

KQL (MICROSOFT SENTINEL)

// Hunt for DNS queries matching Scattered Spider patterns DnsEvents | where TimeGenerated > ago(14d) | where Name matches regex @"
(okta|sso|helpdesk|help|vpn|corp|mfa|duo)-" or Name matches regex @"-(okta|sso|helpdesk|help|vpn|corp|mfa|duo)\." | where Name
!endswith "okta.com" and Name !endswith "microsoft.com" | summarize QueryCount = count(), Computers = make_set(Computer) by Name |
order by QueryCount desc

KQL (MICROSOFT SENTINEL)

// Check for connections to known Scattered Spider hosting let MaliciousASNs = dynamic([39287, 14061, 20473, 47583]); // Njalla,
DigitalOcean, Vultr, Hostinger CommonSecurityLog | where TimeGenerated > ago(14d) | where DeviceAction == "allow" | extend ASN =
tostring(parse_json(tostring( geo_info_from_ip_address(DestinationIP))).asn) | where ASN in (MaliciousASNs) | summarize Connections =
count() by SourceIP, DestinationIP, ASN | order by Connections desc

KQL (MICROSOFT SENTINEL)

// Detect potential AiTM phishing via anomalous sign-in patterns SigninLogs | where TimeGenerated > ago(7d) | where ResultType == "0"
| where TokenIssuerType == "AzureAD" | extend SessionAge = datetime_diff('minute', TimeGenerated,
todatetime(AuthenticationDetails[0].authenticationStepDateTime)) | where SessionAge < 2 // Session used very quickly after auth |
project TimeGenerated, UserPrincipalName, IPAddress, AppDisplayName, SessionAge, Location | order by TimeGenerated desc

KQL (MICROSOFT SENTINEL)

// If using browser-based credential monitoring (e.g., Push Security) // Alert on corporate credentials entered on non-corporate
domains // Particularly domains containing: // - Your organization name + okta/sso/help // - Hosted on NiceNIC, Njalla, Cloudflare //
- Registered within last 30 days

BROWSER TELEMETRY ANALYSIS

// Detect RMM tool execution DeviceProcessEvents | where TimeGenerated > ago(30d) | where FileName in~ ("teamviewer.exe",
"TeamViewer_Service.exe", "anydesk.exe", "AnyDesk.exe", "screenconnect.clientservice.exe", "splashtop.exe", "SplashtopStreamer.exe",
"tacticalrmm.exe", "meshagent.exe", "pulseway.exe", "Pulseway.Agent.exe", "level.exe", "fleetdeck.exe", "logmein.exe",
"LMIGuardianSvc.exe") | project TimeGenerated, DeviceName, FileName, FolderPath, ProcessCommandLine, AccountName,
InitiatingProcessFileName | order by TimeGenerated desc

KQL (MICROSOFT DEFENDER)

// Detect network connections from RMM tools DeviceNetworkEvents | where TimeGenerated > ago(14d) | where InitiatingProcessFileName
in~ ("teamviewer.exe", "anydesk.exe", "screenconnect.clientservice.exe", "splashtop.exe", "pulseway.exe") | summarize Connections =
count(), RemoteIPs = make_set(RemoteIP, 10) by DeviceName, InitiatingProcessFileName | order by Connections desc

KQL (MICROSOFT DEFENDER)

// Detect recent RMM tool installations DeviceFileEvents | where TimeGenerated > ago(14d) | where ActionType == "FileCreated" | where
FileName matches regex @"(?i)(teamviewer|anydesk|screenconnect|splashtop|tactical|pulseway|fleetdeck|level)" | where FolderPath
has_any ("Program Files", "AppData", "Downloads") | project TimeGenerated, DeviceName, FileName, FolderPath,
InitiatingProcessFileName, InitiatingProcessAccountName | order by TimeGenerated desc

KQL (MICROSOFT DEFENDER)

// Detect RMM tool service installations SecurityEvent | where TimeGenerated > ago(30d) | where EventID == 4697 or EventID == 7045 |
where ServiceName has_any ("TeamViewer", "AnyDesk", "ScreenConnect", "Splashtop", "Pulseway", "TacticalRMM", "LMIGuardian",
"FleetDeck", "Level") | project TimeGenerated, Computer, ServiceName, ServiceFileName, Account, ServiceAccount | order by
TimeGenerated desc

KQL (MICROSOFT SENTINEL)

// Detect S3 bucket enumeration (Scattered Spider reconnaissance) SELECT eventtime, useridentity.arn, sourceipaddress, eventname FROM
cloudtrail_logs WHERE eventname IN ('ListBuckets', 'ListObjects', 'GetBucketAcl') AND eventtime > date_add('day', -14, current_date)
ORDER BY eventtime DESC LIMIT 1000;

AWS CLOUDTRAIL QUERY

// Detect new access key creation SELECT eventtime, useridentity.arn, eventname, requestparameters.username as target_user,
responseelements.accesskey.accesskeyid as new_key FROM cloudtrail_logs WHERE eventname = 'CreateAccessKey' AND eventtime >
date_add('day', -30, current_date) ORDER BY eventtime DESC;

AWS CLOUDTRAIL QUERY

// Detect new VM creation (Scattered Spider creates VMs for persistence) AzureActivity | where TimeGenerated > ago(14d) | where
OperationNameValue has_any ("Microsoft.Compute/virtualMachines/write", "Microsoft.Compute/virtualMachines/create") | project
TimeGenerated, Caller, CallerIpAddress, OperationNameValue, ResourceGroup, Resource | order by TimeGenerated desc

KQL (MICROSOFT SENTINEL)

// Detect cross-account role assumptions SELECT eventtime, useridentity.arn, sourceipaddress, requestparameters.rolearn as
assumed_role FROM cloudtrail_logs WHERE eventname = 'AssumeRole' AND eventtime > date_add('day', -14, current_date) AND errorcode IS
NULL ORDER BY eventtime DESC;

AWS CLOUDTRAIL QUERY

// Detect suspicious email forwarding rules OfficeActivity | where TimeGenerated > ago(30d) | where Operation in ("New-InboxRule",
"Set-InboxRule", "Enable-InboxRule") | where Parameters has_any ("ForwardTo", "ForwardAsAttachmentTo", "RedirectTo", "DeleteMessage")
| extend RuleParams = tostring(Parameters) | where RuleParams has_any ("@gmail", "@googlemail", "@protonmail", "@yahoo", "@outlook")
// External addresses | project TimeGenerated, UserId, Operation, RuleParams, ClientIP | order by TimeGenerated desc

KQL (MICROSOFT SENTINEL)

// Detect bulk email deletion (covering tracks) OfficeActivity | where TimeGenerated > ago(14d) | where Operation in ("HardDelete",
"SoftDelete", "MoveToDeletedItems") | summarize DeleteCount = count() by UserId, bin(TimeGenerated, 1h) | where DeleteCount > 50 |
order by DeleteCount desc

KQL (MICROSOFT SENTINEL)

// Detect searches for incident-related terms OfficeActivity | where TimeGenerated > ago(14d) | where Operation == "SearchCreated" or
RecordType == "ExchangeAdmin" | where Parameters has_any ("breach", "intrusion", "incident", "compromise", "security",
"investigation", "forensic", "threat", "malware") | project TimeGenerated, UserId, Operation, Parameters, ClientIP | order by
TimeGenerated desc

KQL (MICROSOFT SENTINEL)

// Detect tunneling tool execution DeviceProcessEvents | where TimeGenerated > ago(14d) | where FileName in~ ("ngrok.exe",
"chisel.exe", "teleport", "mobaxterm.exe", "tailscale.exe", "pinggy.exe", "rsocx.exe", "cloudflared.exe", "localtunnel.exe") or
ProcessCommandLine has_any ("ngrok", "chisel", "teleport", "trycloudflare", "tailscale", "pinggy") | project TimeGenerated,
DeviceName, FileName, ProcessCommandLine, AccountName, InitiatingProcessFileName | order by TimeGenerated desc

KQL (MICROSOFT DEFENDER)

// Detect connections to known tunneling services DnsEvents | where TimeGenerated > ago(14d) | where Name has_any ("ngrok.io",
"ngrok.com", "trycloudflare.com", "cloudflare.com", "teleport.sh", "tailscale.com", "pinggy.io", "localtunnel.me") | summarize
QueryCount = count(), Computers = make_set(Computer) by Name | order by QueryCount desc

KQL (MICROSOFT SENTINEL)

// Detect Teleport C2 hostname pattern (*.teleport.sh) DnsEvents | where TimeGenerated > ago(14d) | where Name endswith
".teleport.sh" | summarize QueryCount = count() by Name, Computer | order by QueryCount desc

KQL (MICROSOFT SENTINEL)

// Detect VSS activity for NTDS extraction SecurityEvent | where TimeGenerated > ago(14d) | where EventID == 4688 | where CommandLine
has_any ("vssadmin create shadow", "wmic shadowcopy create", "ntdsutil snapshot") | project TimeGenerated, Computer, CommandLine,
Account | order by TimeGenerated desc

KQL (MICROSOFT SENTINEL)

// Detect NTDS.dit file access DeviceFileEvents | where TimeGenerated > ago(14d) | where FileName =~ "ntds.dit" or FolderPath has
"ntds.dit" | project TimeGenerated, DeviceName, ActionType, FileName, FolderPath, InitiatingProcessFileName,
InitiatingProcessAccountName | order by TimeGenerated desc

KQL (MICROSOFT DEFENDER)

// Detect DCSync replication requests SecurityEvent | where TimeGenerated > ago(14d) | where EventID == 4662 | where Properties has
"1131f6aa-9c07-11d1-f79f-00c04fc2dcd2" // DS-Replication-Get-Changes or Properties has "1131f6ad-9c07-11d1-f79f-00c04fc2dcd2" // DS-
Replication-Get-Changes-All | where SubjectUserName !endswith "$" // Exclude machine accounts | project TimeGenerated, Computer,
SubjectUserName, ObjectName | order by TimeGenerated desc

KQL (MICROSOFT SENTINEL)

// Detect Mimikatz and credential tools DeviceProcessEvents | where TimeGenerated > ago(14d) | where FileName in~ ("mimikatz.exe",
"lazagne.exe", "procdump.exe", "secretsdump.py", "pypykatz.exe") or ProcessCommandLine has_any ("sekurlsa", "lsadump", "dcsync",
"credentials", "SAM", "SECURITY") | project TimeGenerated, DeviceName, FileName, ProcessCommandLine, AccountName | order by
TimeGenerated desc

KQL (MICROSOFT DEFENDER)

// Detect connections to MEGA cloud storage DnsEvents | where TimeGenerated > ago(14d) | where Name has_any ("mega.nz", "mega.co.nz",
"mega.io") | summarize QueryCount = count(), Computers = make_set(Computer) by Name | order by QueryCount desc

KQL (MICROSOFT SENTINEL)

// Detect rclone usage for data transfer DeviceProcessEvents | where TimeGenerated > ago(14d) | where FileName =~ "rclone.exe" or
ProcessCommandLine has "rclone" | project TimeGenerated, DeviceName, ProcessCommandLine, AccountName | order by TimeGenerated desc

KQL (MICROSOFT DEFENDER)

// Detect large outbound transfers CommonSecurityLog | where TimeGenerated > ago(7d) | where DeviceAction == "allow" | where
SentBytes > 100000000 // 100MB+ | summarize TotalBytes = sum(SentBytes), Connections = count() by SourceIP, DestinationIP | where
TotalBytes > 500000000 // 500MB+ total | order by TotalBytes desc

KQL (MICROSOFT SENTINEL)

// Detect bulk file downloads from SharePoint OfficeActivity | where TimeGenerated > ago(14d) | where Operation in ("FileDownloaded",
"FileSyncDownloadedFull") | summarize DownloadCount = count(), TotalSize = sum(tolong(OfficeObjectId)) by UserId, Site_Url,
bin(TimeGenerated, 1h) | where DownloadCount > 100 | order by DownloadCount desc

KQL (MICROSOFT SENTINEL)

// Microsoft Sentinel Analytics Rule // Detect MFA push bombing attacks SigninLogs | where TimeGenerated > ago(1h) | where ResultType
in ("50074", "50076", "500121", "0") | summarize Denials = countif(ResultType != "0"), Approvals = countif(ResultType == "0"),
FirstAttempt = min(TimeGenerated), LastAttempt = max(TimeGenerated) by UserPrincipalName, IPAddress | where Denials > 5 and Approvals
> 0 | extend AttackDuration = LastAttempt - FirstAttempt | where AttackDuration < 30m

title: Suspicious Email Forwarding Rule to External Address status: experimental description: Detects email forwarding rules to
external addresses commonly used by Scattered Spider author: Intruvent Technologies date: 2025/12/07 logsource: service: o365
product: office365 detection: selection: Operation: - 'New-InboxRule' - 'Set-InboxRule' forwarding: Parameters|contains: -
'ForwardTo' - 'ForwardAsAttachmentTo' - 'RedirectTo' external: Parameters|contains: - '@gmail' - '@googlemail' - '@protonmail' -
'@yahoo' condition: selection and forwarding and external level: high tags: - attack.collection - attack.t1114.003

title: Unauthorized RMM Tool Execution status: experimental description: Detects execution of RMM tools commonly used by Scattered
Spider author: Intruvent Technologies date: 2025/12/07 logsource: category: process_creation product: windows detection: selection:
Image|endswith: - '\teamviewer.exe' - '\TeamViewer_Service.exe' - '\anydesk.exe' - '\screenconnect.clientservice.exe' -
'\splashtop.exe' - '\ngrok.exe' - '\chisel.exe' - '\pulseway.exe' - '\tacticalrmm.exe' condition: selection falsepositives: -
Authorized IT support tools level: medium tags: - attack.persistence - attack.t1219

// Microsoft Sentinel Analytics Rule // Detect federation trust modifications (high severity) AuditLogs | where TimeGenerated >
ago(1d) | where OperationName has_any ("Set domain authentication", "Set federation settings on domain", "Add domain to company") |
project TimeGenerated, OperationName, InitiatedBy = Identity, TargetDomain = tostring(TargetResources[0].displayName), Changes =
tostring(TargetResources[0].modifiedProperties)

title: DNS Query to Tunneling Service status: experimental description: Detects DNS queries to tunneling services used by Scattered
Spider author: Intruvent Technologies date: 2025/12/07 logsource: category: dns detection: selection: query|endswith: - '.ngrok.io' -
'.ngrok.com' - '.trycloudflare.com' - '.teleport.sh' - '.tailscale.com' - '.pinggy.io' - '.localtunnel.me' condition: selection
level: medium tags: - attack.command_and_control - attack.t1572

// Microsoft Sentinel Analytics Rule // Detect connections to MEGA cloud storage (exfiltration destination) DnsEvents | where
TimeGenerated > ago(24h) | where Name has_any ("mega.nz", "mega.co.nz", "mega.io") | summarize QueryCount = count(), Computers =
make_set(Computer), FirstQuery = min(TimeGenerated), LastQuery = max(TimeGenerated) by Name | where QueryCount > 10
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