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1 Executive Summary

AT A GLANCE

THREAT ACTOR

UNC5221 / WARP PANDA (PRC State-Sponsored)

PRIMARY TARGETS

VMware vCenter (VCSA), ESXi hosts

CAMPAIGN TIMELINE

April 2024 - September 2025+

TARGET SECTORS

Government, IT, Legal, Technology, Manufacturing

C2 MECHANISM

DNS-over-HTTPS (DoH) via WebSocket

BUSINESS IMPACT

Full virtual infrastructure compromise, NTDS.dit exfiltration

BrickStorm is a Go-based backdoor attributed to PRC state-sponsored cyber actors (tracked as UNC5221 by Mandiant and WARP PANDA by CrowdStrike)

that targets VMware vCenter Server Appliances, ESXi hypervisors, and Windows environments. According to CISA Analysis Report AR25-338A (December

2025), this backdoor was deployed in confirmed compromises of critical U.S. infrastructure with an average dwell time of 393 days.

BrickStorm provides attackers with comprehensive capabilities including file management (upload, download, directory browsing), network tunneling via

SOCKS proxy for lateral movement, and persistent access through a sophisticated self-watching mechanism. The malware uses DNS-over-HTTPS (DoH)

for command and control resolution, and wraps communications in nested TLS within WebSocket connections, making network-based detection extremely

challenging.

A critical feature identified by CISA is the self-watching persistence mechanism: upon execution, BrickStorm verifies its runtime state via environment

variables. If disrupted, it automatically reinstalls itself from predefined directories to alternate locations, updates the PATH variable to ensure execution

priority, and terminates the parent process - allowing a fresh instance to maintain persistent access.

This comprehensive guide provides 13 hunt modules specifically designed to detect BrickStorm and related malware indicators based on verified CISA and

CrowdStrike intelligence. Total estimated hunt time is 5-7 hours for thorough engagement.

Threat Overview

UNC5221 (also tracked as WARP PANDA by CrowdStrike) is a PRC state-sponsored threat actor that

has demonstrated sophisticated tradecraft in targeting virtualization infrastructure. Their strategy of

compromising vCenter servers provides maximum impact - a single compromise gives attackers

visibility and control over an organization's entire virtual environment, including access to VM

snapshots, configurations, and the ability to deploy malware across all managed hosts.

The campaign documented by CISA involved initial access via exploitation of edge devices (Ivanti VPN,

F5 BIG-IP) or web shells, followed by credential theft and lateral movement to vCenter. Attackers

exfiltrated the NTDS.dit Active Directory database, compromised ADFS servers to export

cryptographic keys, and maintained persistent access through multiple BrickStorm variants.

CISA identified 8 distinct BrickStorm samples, including two VSOCK variants capable of inter-VM

communication. CrowdStrike also identified two related malware families: Junction (ESXi implant on

port 8090) and GuestConduit (guest VM tunneling via VSOCK port 5555). Recent campaigns have

also targeted Azure/M365 environments.

KEY CHARACTERISTICS

Go-compiled binaries

DNS-over-HTTPS C2 resolution

WebSocket over TLS communication

Nested TLS encryption layers

SOCKS proxy (TCP/UDP/ICMP)

VSOCK inter-VM tunneling

Self-watching persistence

PATH environment poisoning

Boot initialization hijacking

VMware tool masquerading

2 MITRE ATT&CK Mapping

The following techniques have been verified by CISA as used by BrickStorm in this campaign:

T1037

Boot or Logon Initialization Scripts

Modified init files (/etc/sysconfig/init) for boot

execution

T1574.007

Path Interception by PATH Variable

PATH poisoning to execute before legitimate VMware

tools

T1505.003

Web Shell

Initial access via web shell on DMZ server

T1548.003

Sudo Abuse

Sudo command execution for privilege escalation

T1036

Masquerading

Binary names mimic VMware tools (vmsrc, vnetd,

vmware-sphere)

T1078

Valid Accounts

Compromised service account credentials

T1003.003

NTDS.dit Dumping

Active Directory database exfiltration

T1083

File and Directory Discovery

Built-in list-dir command for enumeration

T1071.001

Web Protocols

DNS-over-HTTPS for C2 resolution

T1105

Ingress Tool Transfer

get-file/put-file commands for file transfer

T1090.001

Internal Proxy

SOCKS proxy supporting TCP, UDP, ICMP

T1041

Exfiltration Over C2

File exfiltration via slice-up command

3 Hunt Modules

1 Asset Inventory Validation Duration: 20-30 min Priority: High

Objective: Establish baseline of VMware infrastructure assets and identify any unauthorized or rogue systems that may harbor BrickStorm.

Background

Before hunting for BrickStorm artifacts, establish what assets exist in your environment. The CISA-documented campaign maintained access from April 2024

through September 2025 - attackers may have deployed additional systems during this extended dwell time.

Hunt Procedure

Step 1: Export current vCenter inventory

Step 2: Compare against authorized asset list

What to Look For

Unauthorized ESXi hosts added to vCenter, VMs created outside change management, or cloned VMs that mirror production systems (potential data exfiltration

staging).

2 Self-Watching Persistence Detection Duration: 30-45 min Priority: Critical

Objective: Detect BrickStorm's self-watching persistence mechanism by hunting for the specific environment variables and file paths identified by CISA.

Background

CISA identified that BrickStorm verifies its runtime state via specific environment variables. If verification fails, it copies itself to predefined locations and

updates PATH to ensure execution priority. This is the primary persistence mechanism.

Known Environment Variables (CISA Verified)

Variable Associated Process Copy Destination

VMware vmware-sphere /opt/vmware/sbin

CZePMeGj vami /etc/applmgmt/appliance

FIOON updatemgr /usr/java/jre-vmware/bin

Hunt Procedure - Environment Variable Check

Hunt Procedure - Persistence Locations

Critical Finding

Any match on these environment variables or Go binaries in the specified paths is a high-confidence indicator of BrickStorm compromise. Immediately isolate the

system and preserve evidence.

3 DNS-over-HTTPS C2 Detection Duration: 45 min Priority: Critical

Objective: Identify anomalous DoH traffic from infrastructure servers that indicates BrickStorm C2 communications.

Background

CISA documented that BrickStorm uses DNS-over-HTTPS to resolve C2 domains, making traditional DNS monitoring ineffective. The malware contacts the

following DoH providers (direct IP addresses, no domain resolution needed):

CISA-Verified DoH Endpoints

Provider DoH URL Detection Priority

Cloudflare https://1.0.0.1/dns-query CRITICAL

Cloudflare https://1.1.1.1/dns-query CRITICAL

Google https://8.8.4.4/dns-query CRITICAL

Google https://8.8.8.8/dns-query CRITICAL

Quad9 https://9.9.9.9/dns-query CRITICAL

Quad9 https://9.9.9.11/dns-query CRITICAL

Quad9 https://149.112.112.11/dns-query CRITICAL

NextDNS https://45.90.28.160/dns-query CRITICAL

Hunt Procedure - SIEM Query

Hunt Procedure - Host-Based

High Confidence Indicator

vCenter or ESXi hosts making HTTPS connections to known DoH provider IPs is highly anomalous. These infrastructure systems should use internal DNS only. Any

connection to these IPs warrants immediate investigation.

4 BrickStorm Binary Detection Duration: 30-45 min Priority: Critical

Objective: Identify BrickStorm binaries using CISA-verified file hashes, file names, and deployment locations.

CISA-Verified File Names

File Name Masquerades As Source

vmsrc VMware component CISA AR25-338A

vnetd VMware networking daemon CISA AR25-338A

if-up Network interface script CISA AR25-338A

viocli VMware VIO CLI CISA AR25-338A

vts VMware component CISA AR25-338A

vmckd VMware component CISA AR25-338A

vmware-sphere vSphere component CISA AR25-338A

updatemgr Update manager CISA AR25-338A

vami VAMI interface CISA AR25-338A

CISA-Verified Deployment Paths

Path Context

/etc/sysconfig/ Primary installation directory

/etc/sysconfig/network/ Sample 3 variant location

/opt/vmware/sbin/ Persistence - mimics VMware

/usr/java/jre-vmware/bin/ Persistence - mimics Java/VMware

/etc/applmgmt/appliance/ VCSA appliance management

Hunt Procedure - File Name Search

Hunt Procedure - Hash Validation

Important Note

BrickStorm samples may be recompiled per-target, resulting in unique hashes. Even if hashes don't match, Go binaries in these locations warrant investigation. Focus on

behavioral indicators in addition to hash matching.

5 PATH Environment Poisoning Duration: 20-30 min Priority: High

Objective: Detect PATH environment variable manipulation used by BrickStorm to ensure malicious binaries execute before legitimate VMware tools (T1574.007).

Background

CISA documented that BrickStorm modifies the PATH variable to place attacker-controlled directories before legitimate VMware paths. This ensures that when

VMware tools are invoked, the malicious version executes instead.

Hunt Procedure - PATH Analysis

Hunt Procedure - Init File Modifications

Detection Logic

Look for PATH entries containing: /etc/sysconfig, /opt/vmware/sbin, /usr/java/jre-vmware/bin, or /etc/applmgmt/appliance appearing before standard

VMware directories. Any sed -i modifications to /etc/sysconfig/init should be investigated.

6 VSOCK Inter-VM Tunneling Duration: 30 min Priority: High

Objective: Detect BrickStorm VSOCK variants that enable inter-VM communication without traversing traditional networks.

Background

CISA identified two BrickStorm samples (SHA256: 39b3d8a8... and 73fe8b8f...) with VSOCK capabilities. Virtual sockets (VSOCK) allow communication

between VMs and the hypervisor without using the network stack, bypassing network-based security monitoring.

Hunt Procedure - VSOCK Detection

Hunt Procedure - VSOCK Variant Hash Check

Advanced Technique

VSOCK usage from non-VMware processes is highly suspicious. This technique indicates sophisticated attackers with deep VMware knowledge attempting to evade

network-based detection.

7 Boot Initialization Persistence Duration: 20-30 min Priority: High

Objective: Detect boot initialization script modifications used by BrickStorm for persistence (T1037).

Background

CISA documented that BrickStorm modifies init files (particularly /etc/sysconfig/init) to ensure execution at boot time. The malware uses sed -i commands to

inject persistence mechanisms.

Hunt Procedure - Init File Analysis

Hunt Procedure - Systemd Analysis

Investigation Focus

Pay special attention to any boot scripts or systemd services that reference the CISA-identified paths or execute binaries with BrickStorm file names. Compare against

known-good baselines when available.

8 SOCKS Proxy Lateral Movement Duration: 30 min Priority: High

Objective: Detect BrickStorm's SOCKS proxy functionality used for lateral movement (T1090.001).

Background

CISA documented that BrickStorm includes a SOCKS proxy supporting TCP, UDP, and ICMP traffic. This enables attackers to pivot through compromised

vCenter/ESXi systems to reach internal networks. The proxy is handled by the socks.HandleSocksRequest function.

Hunt Procedure - Port Analysis

Hunt Procedure - Network Traffic Analysis

Detection Logic

vCenter/ESXi hosts should have predictable network patterns. High numbers of unique destination IPs or unusual port access from these systems indicates potential

pivot activity through a SOCKS proxy.

9 VMware Account Analysis Duration: 30 min Priority: High

Objective: Identify unauthorized accounts or privilege escalations that indicate attacker persistence (T1078, T1548.003).

Background

CISA documented that the attackers used compromised service account credentials and leveraged sudo for privilege escalation. They also exfiltrated the

NTDS.dit database, indicating credential harvesting objectives.

Hunt Procedure - VCSA (Linux)

Hunt Procedure - Authentication Logs

Operational Consideration

Coordinate with your VMware administrators before querying SSO. Document the authorized account list before this hunt to enable comparison. The NTDS.dit

exfiltration means all domain credentials should be considered compromised.

10 Windows Variant Detection Duration: 30-45 min Priority: High

Objective: Hunt for Windows-specific BrickStorm artifacts on Windows vCenter or management servers.

Background

BrickStorm expanded to Windows systems in 2025. The Windows variant shares core functionality with the Linux version but uses Windows-specific persistence

and execution mechanisms. Look for Go binaries exhibiting similar behavior patterns.

Hunt Procedure - Binary Detection

Hunt Procedure - Service Analysis

Registry Persistence Check

11 Related Malware Detection (Junction & GuestConduit) Duration: 20-30 min Priority: High

Objective: Hunt for Junction and GuestConduit malware deployed alongside BrickStorm by WARP PANDA in VMware environments.

Emerging Intelligence (December 2025)

CrowdStrike identified two previously unobserved Golang implants deployed by WARP PANDA: Junction (ESXi hosts) and GuestConduit (guest VMs). These enable

inter-VM communication and lateral movement without traditional network traversal.

Junction Indicators (ESXi Hosts)

Indicator Value Context

Network Port TCP 8090 Junction listener port

Binary Type Golang ELF ESXi-compatible binary

Location ESXi host filesystem Often in /tmp or persistence paths

GuestConduit Indicators (Guest VMs)

Indicator Value Context

VSOCK Port 5555 VSOCK listener for hypervisor communication

Protocol JSON-formatted requests Traffic mirroring/forwarding

Binary Type Golang binary Runs inside guest VM

Hunt Procedure - ESXi Port Listener Check

Hunt Procedure - VSOCK Activity Detection

High Confidence Indicators

Port 8090 listener on ESXi hosts or VSOCK port 5555 activity in guest VMs combined with Go binary presence strongly indicates WARP PANDA compromise.

Immediately isolate and preserve evidence.

12 Cloud Pivot Detection (Azure/M365) Duration: 30-45 min Priority: High

Objective: Detect lateral movement from compromised on-premises infrastructure to Azure/Microsoft 365 environments, a tactic observed in WARP PANDA

campaigns.

Emerging Intelligence (December 2025)

CrowdStrike observed WARP PANDA pivoting from compromised vCenter environments to Microsoft Azure, accessing OneDrive, SharePoint, and Exchange data. ADFS

server compromise with cryptographic key export enables persistent cloud access.

Hunt Procedure - ADFS Compromise Indicators

Hunt Procedure - Azure/Entra ID Suspicious Activity

Hunt Procedure - M365 Data Access Anomalies

Data Staging Indicator

WARP PANDA uses ESXi-compatible 7-Zip to stage data from thin-provisioned VM snapshots. Look for 7z/7za binaries on ESXi hosts and large archive files in

unexpected locations.

13 Initial Access Vector Analysis Duration: 20-30 min Priority: Critical

Objective: Identify exploitation of edge devices commonly used by UNC5221/WARP PANDA for initial access before pivoting to VMware infrastructure.

Known Exploited Vulnerabilities

UNC5221/WARP PANDA has been observed exploiting the following vulnerabilities for initial access. Verify patch status and hunt for exploitation indicators.

Commonly Exploited CVEs

CVE Product Type Status

CVE-2025-22457 Ivanti Connect Secure Buffer Overflow (Zero-Day) Actively Exploited

CVE-2024-21887 Ivanti Connect Secure Command Injection Actively Exploited

CVE-2023-46805 Ivanti Connect Secure Auth Bypass Actively Exploited

CVE-2024-38812 VMware vCenter Heap Overflow Actively Exploited

CVE-2023-34048 VMware vCenter Out-of-Bounds Write Actively Exploited

CVE-2021-22005 VMware vCenter File Upload RCE Actively Exploited

CVE-2023-46747 F5 BIG-IP Auth Bypass Actively Exploited

Hunt Procedure - Ivanti VPN Artifact Check

Hunt Procedure - vCenter Vulnerability Exploitation

A Appendix A: Indicators of Compromise (CISA Verified)

Source Attribution

All indicators in this appendix are sourced directly from CISA Analysis Report AR25-338A (December 2025). Confidence level: HIGH.

File Hashes (SHA256)

SHA256 Hash Context

aaf5569c8e349c15028bc3fac09eb982efb06eabac955b705a6d447263658e38 BrickStorm sample

013211c56caaa697914b5b5871e4998d0298902e336e373ebb27b7db30917eaf BrickStorm sample

57bd98dbb5a00e54f07ffacda1fea91451a0c0b532cd7d570e98ce2ff741c21d BrickStorm sample

b3b6a992540da96375e4781afd3052118ad97cfe60ccf004d732f76678f6820a BrickStorm sample

22c15a32b69116a46eb5d0f2b228cc37cd1b5915a91ec8f38df79d3eed1da26b BrickStorm sample

f7cda90174b806a34381d5043e89b23ba826abcc89f7abd520060a64475ed506 BrickStorm sample

39b3d8a8aedffc1b40820f205f6a4dc041cd37262880e5030b008175c45b0c46 BrickStorm VSOCK variant

73fe8b8fb4bd7776362fd356fdc189c93cf5d9f6724f6237d829024c10263fe5 BrickStorm VSOCK variant

File Names

File Name Masquerades As

vmsrc VMware component

vnetd VMware networking daemon

if-up Network interface script

viocli VMware VIO CLI

vts VMware component

vmckd VMware component

vmware-sphere vSphere component

updatemgr Update manager

vami VAMI interface

File Paths

Path Context

/etc/sysconfig/ Primary installation directory

/etc/sysconfig/network/ Sample 3 variant location

/opt/vmware/sbin/ Persistence location - mimics VMware

/usr/java/jre-vmware/bin/ Persistence location - mimics Java/VMware

/etc/applmgmt/appliance/ VCSA appliance management directory

DNS-over-HTTPS Resolvers

Provider URL

Cloudflare https://1.0.0.1/dns-query

Cloudflare https://1.1.1.1/dns-query

Google https://8.8.4.4/dns-query

Google https://8.8.8.8/dns-query

Quad9 https://9.9.9.9/dns-query

Quad9 https://9.9.9.11/dns-query

Quad9 https://149.112.112.11/dns-query

NextDNS https://45.90.28.160/dns-query

Environment Variables (Self-Watching Mechanism)

Variable Process Destination Path

VMware vmware-sphere /opt/vmware/sbin

CZePMeGj vami /etc/applmgmt/appliance

FIOON updatemgr /usr/java/jre-vmware/bin

Behavioral Indicators

Behavior Detection Logic

DNS-over-HTTPS from infrastructure HTTPS from vCenter/ESXi to DoH provider IPs on port 443

Go binary in VMware paths Files with Go BuildID in /etc/sysconfig/, /opt/vmware/sbin/, etc.

Init file modification Changes to /etc/sysconfig/init via sed -i

PATH environment poisoning Modified PATH placing attacker directories before VMware

WebSocket over TLS WSS connections with nested TLS or unusual multiplexing

VSOCK communication Virtual socket activity indicating inter-VM tunneling

B Appendix B: Detection Rules

Sigma Rule Disclaimer

The Sigma rules in this appendix are custom detection rules developed by Intruvent Technologies based on CISA AR25-338A intelligence. Rule IDs are internal identifiers and

are not registered with SigmaHQ. These rules should be tested and validated in your environment before production deployment.

Infrastructure Server DoH Connection SIGMA

BrickStorm File Name Detection SIGMA

BrickStorm Environment Variable Detection SIGMA

vCenter Account Creation SPLUNK SPL

Init File Modification Detection SIGMA

C Appendix C: YARA Rules

YARA Detection

The following YARA rule targets BrickStorm based on Go function names identified in CISA AR25-338A.

BrickStorm Go Functions YARA

D Appendix D: References

Primary Intelligence Source

CISA Analysis Report AR25-338A - "BrickStorm Backdoor" (December 2025)

https://www.cisa.gov/news-events/analysis-reports/ar25-338a

Additional Intelligence Sources

Mandiant/Google Threat Intelligence - BrickStorm Campaign Analysis (2024-2025)

cloud.google.com/blog/topics/threat-intelligence/brickstorm-espionage-campaign

CrowdStrike - "Unveiling WARP PANDA: A New Sophisticated China-Nexus Adversary" (December 2025)

crowdstrike.com/en-us/blog/warp-panda-cloud-threats/

NVISO - BrickStorm Windows Variant Analysis (2025)

blog.nviso.eu - NVISO-BRICKSTORM-Report.pdf

MITRE ATT&CK - UNC5221 Threat Actor Profile

VMware Security Resources

VMware Security Advisories (vmware.com/security)

vSphere Security Configuration Guide

VMware KB: Baseline Process List for vCenter Server Appliance

Detection Resources

Mandiant BRICKSTORM Scanner - Bash utility for *nix systems without YARA

github.com/mandiant/brickstorm-scanner

CISA AR25-338A Sigma Rules - Official detection rules

Download from CISA AR25-338A

Sigma Rules Repository - github.com/SigmaHQ/sigma

MITRE ATT&CK Enterprise Matrix - attack.mitre.org

YARA Documentation - yara.readthedocs.io

Incident Response Contact

CISA: contact@cisa.dhs.gov or 1-844-729-2472

Canadian Centre for Cyber Security: contact@cyber.gc.ca

Intruvent Technologies | TLP�CLEAR INT-THG-2025-BRICKSTORM-v3.1

C O M P R E H E N S I V E  TH R E AT  HUN T I N G  GU I D E

BrickStorm Backdoor

Version 3.0 Classification TLP�CLEAR

Published December 2025 Hunt Duration 4-6 Hours

Primary Source CISA AR25-338A Target Sectors Government, IT

INTRUVENT

UNC5221 PRC State-Sponsored Espionage Campaign Targeting VMware

Infrastructure

Intruvent Technologies INT-THG-2025-BRICKSTORM-v3.1

# Connect to vCenter Connect-VIServer -Server vcenter.domain.local # Export all VMs with metadata Get-VM | Select Name, PowerState,
VMHost, NumCpu, MemoryGB, @{N="IP";E={$_.Guest.IPAddress -join ","}}, @{N="Created";E={$_.ExtensionData.Config.CreateDate}},
@{N="Modified";E={$_.ExtensionData.Config.Modified}} | Export-Csv -Path "vm_inventory.csv" -NoTypeInformation # Export all ESXi hosts
Get-VMHost | Select Name, ConnectionState, PowerState, @{N="Version";E={$_.Version}}, @{N="Build";E={$_.Build}} | Export-Csv -Path
"host_inventory.csv" -NoTypeInformation

POWERCLI

Cross-reference exported inventory with CMDB/asset management system

Identify any VMs created between April 2024 - present (campaign timeframe)

Flag any VMs with VMware-sounding names that don't match official inventory

Note any powered-off VMs that were recently active

# Check for known BrickStorm environment variables env | grep -E "VMware|CZePMeGj|FIOON" # Check all running processes for these
variables for pid in $(ps -e -o pid=); do if [ -r /proc/$pid/environ ]; then if strings /proc/$pid/environ 2>/dev/null | grep -qE
"VMware=|CZePMeGj|FIOON"; then echo "Suspicious env var found in PID $pid:" ps -p $pid -o pid,ppid,user,cmd fi fi done # Check
init/boot scripts for variable assignments grep -rE "VMware=|CZePMeGj|FIOON" /etc/sysconfig/ /etc/profile.d/ /etc/init.d/ 2>/dev/null

SHELL (VCSA/ESXI)

# Check CISA-identified persistence directories for suspicious files ls -la /opt/vmware/sbin/vmware-sphere 2>/dev/null ls -la
/etc/applmgmt/appliance/vami 2>/dev/null ls -la /usr/java/jre-vmware/bin/updatemgr 2>/dev/null # Check for any Go binaries in these
locations for dir in "/opt/vmware/sbin" "/etc/applmgmt/appliance" "/usr/java/jre-vmware/bin"; do if [ -d "$dir" ]; then find "$dir" -
type f -executable | while read f; do if file "$f" | grep -q "Go BuildID"; then echo "WARNING: Go binary found at $f" ls -la "$f"
sha256sum "$f" fi done fi done

SHELL (VCSA/ESXI)

# Hunt for vCenter/ESXi connecting to DoH providers index=firewall OR index=proxy (dest_ip IN
("8.8.8.8","8.8.4.4","1.1.1.1","1.0.0.1","9.9.9.9","9.9.9.11","149.112.112.11","45.90.28.160")) dest_port=443 | search src_ip IN
(vcenter*, esxi*, 10.0.1.*) | stats count earliest(_time) as first_seen latest(_time) as last_seen by src_ip, dest_ip | convert
ctime(first_seen) ctime(last_seen) | where count > 0

SPLUNK

CommonSecurityLog | where DestinationIP in
("8.8.8.8","8.8.4.4","1.1.1.1","1.0.0.1","9.9.9.9","9.9.9.11","149.112.112.11","45.90.28.160") | where DestinationPort == 443 | where
SourceIP startswith "10.0.1." // Adjust to your infrastructure subnet | summarize ConnectionCount=count(),
FirstSeen=min(TimeGenerated), LastSeen=max(TimeGenerated) by SourceIP, DestinationIP | order by ConnectionCount desc

MICROSOFT SENTINEL (KQL)

# Check for active connections to DoH providers netstat -an | grep -E
"8.8.8.8|8.8.4.4|1.1.1.1|1.0.0.1|9.9.9.9|9.9.9.11|149.112.112.11|45.90.28.160" | grep ":443" # Check with process information ss -tp
| grep -E "8.8.8.8|8.8.4.4|1.1.1.1|1.0.0.1|9.9.9.9|9.9.9.11|149.112.112.11|45.90.28.160" # Review connection history if packet
captures available tcpdump -r /path/to/capture.pcap 'host 8.8.8.8 or host 1.1.1.1 or host 9.9.9.9 or host 45.90.28.160' -c 100

SHELL (VCSA/ESXI)

# Search for CISA-verified BrickStorm file names find / -type f \( -name "vmsrc" -o -name "vnetd" -o -name "if-up" -o -name "viocli"
\ -o -name "vts" -o -name "vmckd" -o -name "vmware-sphere" -o -name "updatemgr" \ -o -name "vami" \) -ls 2>/dev/null # Search in
specific CISA-identified directories for dir in "/etc/sysconfig" "/etc/sysconfig/network" "/opt/vmware/sbin" \ "/usr/java/jre-
vmware/bin" "/etc/applmgmt/appliance"; do if [ -d "$dir" ]; then echo "=== Checking $dir ===" ls -la "$dir"/ 2>/dev/null | grep -v
"^total" fi done

SHELL (VCSA/ESXI)

# Create file with CISA-verified hashes cat > /tmp/brickstorm_hashes.txt << 'EOF'
aaf5569c8e349c15028bc3fac09eb982efb06eabac955b705a6d447263658e38 013211c56caaa697914b5b5871e4998d0298902e336e373ebb27b7db30917eaf
57bd98dbb5a00e54f07ffacda1fea91451a0c0b532cd7d570e98ce2ff741c21d b3b6a992540da96375e4781afd3052118ad97cfe60ccf004d732f76678f6820a
22c15a32b69116a46eb5d0f2b228cc37cd1b5915a91ec8f38df79d3eed1da26b f7cda90174b806a34381d5043e89b23ba826abcc89f7abd520060a64475ed506
39b3d8a8aedffc1b40820f205f6a4dc041cd37262880e5030b008175c45b0c46 73fe8b8fb4bd7776362fd356fdc189c93cf5d9f6724f6237d829024c10263fe5 EOF
# Hash all executables in suspicious locations and compare find /etc/sysconfig /opt/vmware /usr/java /etc/applmgmt -type f -
executable \ -exec sha256sum {} \; 2>/dev/null | while read hash file; do if grep -q "$hash" /tmp/brickstorm_hashes.txt; then echo
"MATCH FOUND: $file ($hash)" fi done

SHELL (VCSA/ESXI)

# Display current PATH echo $PATH | tr ':' '\n' | nl # Check if suspicious directories appear before legitimate VMware paths echo
$PATH | tr ':' '\n' | grep -nE "/opt/vmware|/usr/java/jre-vmware|/etc/applmgmt|/etc/sysconfig" # Check PATH in profile scripts grep -
r "PATH=" /etc/profile /etc/profile.d/ /root/.bashrc /root/.bash_profile 2>/dev/null # Check for PATH modifications in init scripts
grep -r "PATH=" /etc/sysconfig/init /etc/init.d/ 2>/dev/null # Check for sed -i modifications to PATH (CISA-documented technique)
grep -r "sed.*-i.*PATH" /etc/ /var/log/ 2>/dev/null

SHELL (VCSA/ESXI)

# Check for recent modifications to init files ls -la /etc/sysconfig/init 2>/dev/null stat /etc/sysconfig/init 2>/dev/null # Compare
init against known-good baseline (if available) cat /etc/sysconfig/init # Look for sed -i commands in command history grep "sed.*-i"
/root/.bash_history 2>/dev/null grep "sed.*-i" /home/*/.bash_history 2>/dev/null # Check audit logs for file modifications grep -E
"sysconfig/init|PATH" /var/log/audit/audit.log 2>/dev/null | tail -50

SHELL (VCSA/ESXI)

# Check for VSOCK device availability ls -la /dev/vsock 2>/dev/null # Check for processes using VSOCK lsof /dev/vsock 2>/dev/null #
Check loaded kernel modules for vsock lsmod | grep -i vsock # Check for VSOCK connections ss -x | grep -i vsock

SHELL (ESXI HOST)

# Check if vsock module is loaded lsmod | grep vsock # Check for processes opening vsock devices ls -la /dev/vsock 2>/dev/null lsof
2>/dev/null | grep vsock # Check for vsock in process file descriptors for pid in $(ps -e -o pid=); do if ls -la /proc/$pid/fd
2>/dev/null | grep -q vsock; then echo "VSOCK found in PID $pid:" ps -p $pid -o pid,ppid,user,cmd fi done

SHELL (GUEST VM)

# CISA-verified VSOCK variant hashes VSOCK_HASH1="39b3d8a8aedffc1b40820f205f6a4dc041cd37262880e5030b008175c45b0c46"
VSOCK_HASH2="73fe8b8fb4bd7776362fd356fdc189c93cf5d9f6724f6237d829024c10263fe5" # Search for these specific hashes find / -type f -
executable -exec sha256sum {} \; 2>/dev/null | \ grep -E "$VSOCK_HASH1|$VSOCK_HASH2"

SHELL

# Check modification times on boot initialization files ls -la /etc/sysconfig/init /etc/rc.local /etc/init.d/* 2>/dev/null | head -30
# Look for references to suspicious paths in boot scripts grep -rE "/opt/vmware/sbin|/usr/java/jre-
vmware|/etc/applmgmt|/etc/sysconfig/network" \ /etc/init.d/ /etc/rc.local /etc/sysconfig/ 2>/dev/null # Check for recently modified
boot scripts find /etc/init.d /etc/rc.d /etc/sysconfig -type f -mtime -180 -ls 2>/dev/null # Examine /etc/sysconfig/init content cat
/etc/sysconfig/init 2>/dev/null # Check for backup files created by sed -i find /etc/sysconfig -name "*.bak" -o -name "*~"
2>/dev/null

SHELL (VCSA/ESXI)

# List all enabled services systemctl list-unit-files --type=service --state=enabled # Check for recently created service files find
/etc/systemd/system /usr/lib/systemd/system -name "*.service" -mtime -180 -ls 2>/dev/null # Look for services pointing to suspicious
paths grep -rE "ExecStart=.*(sysconfig|applmgmt|jre-vmware)" /etc/systemd/system/ 2>/dev/null # Check for service files referencing
BrickStorm file names grep -rE "vmsrc|vnetd|vmware-sphere|updatemgr|vami|viocli|vmckd" \ /etc/systemd/system/
/usr/lib/systemd/system/ 2>/dev/null

SHELL (VCSA)

# List all listening ports with process info ss -tlnp # Identify high-numbered listening ports (common for SOCKS proxies) ss -tlnp |
awk '$4 ~ /:([1-9][0-9]{3,4})$/ {print}' # Check for unusual ESTABLISHED connections ss -tnp state established | grep -v -E ":
(443|80|22|5480|9443)" # Look for connections to many unique internal IPs (pivot behavior) netstat -an | grep ESTABLISHED | awk
'{print $5}' | cut -d: -f1 | sort | uniq -c | sort -rn | head -20

SHELL (VCSA/ESXI)

# Identify vCenter scanning internal networks (pivot indicator) index=firewall src_ip=vcenter_ip | stats dc(dest_ip) as unique_dests,
count by dest_port | where unique_dests > 10 | sort -unique_dests # Look for SOCKS-like behavior: many destinations from single
source index=firewall src_ip IN (vcenter*, esxi*) | stats dc(dest_ip) as targets, dc(dest_port) as ports by src_ip | where targets >
20 OR ports > 10

SPLUNK

CommonSecurityLog | where SourceIP startswith "10.0.1." // Your vCenter/ESXi subnet | summarize
UniqueDestinations=dcount(DestinationIP), UniquePorts=dcount(DestinationPort), TotalConnections=count() by SourceIP | where
UniqueDestinations > 20 or UniquePorts > 10 | order by UniqueDestinations desc

MICROSOFT SENTINEL (KQL)

# List local SSO users /usr/lib/vmware-vmafd/bin/dir-cli user enumerate --login administrator@vsphere.local # Check for unauthorized
local shell accounts cat /etc/passwd | grep -v nologin | grep -v false # Review recent sudo activity grep -i "sudo" /var/log/auth.log
| tail -100 # Check SSO admin group membership /usr/lib/vmware-vmafd/bin/dir-cli group list --name Administrators --login
administrator@vsphere.local # Look for recently modified user accounts ls -la /etc/passwd /etc/shadow grep -E "^[^:]+:[^:]+:[0-9]+:"
/etc/passwd | while read line; do user=$(echo "$line" | cut -d: -f1) uid=$(echo "$line" | cut -d: -f3) if [ "$uid" -ge 1000 ]
2>/dev/null; then echo "User: $user (UID: $uid)" fi done

SHELL

# Search for failed authentication attempts grep -i "authentication failure\|failed password\|invalid user" /var/log/auth.log | tail
-50 # Look for unusual SSH access times grep "Accepted" /var/log/auth.log | awk '{print $1, $2, $3, $9, $11}' # Search vCenter logs
for account creation grep -r "CreateUser\|AddUser" /var/log/vmware/ # Check for privilege escalation events grep -E
"sudo.*COMMAND|su\[" /var/log/auth.log | tail -50

SHELL (VCSA)

# Hunt for large executables in common staging locations $paths = @("C:\Windows\Temp", "C:\Users\*\AppData\Local\Temp",
"C:\ProgramData", "C:\") foreach ($path in $paths) { Get-ChildItem -Path $path -Recurse -Include *.exe -ErrorAction SilentlyContinue
| Where-Object {$_.Length -gt 5MB} | Select-Object FullName, Length, CreationTime, LastWriteTime | Format-Table -AutoSize } # Check
for unsigned executables in system paths Get-ChildItem -Path C:\Windows\System32, C:\Windows\SysWOW64 -Filter *.exe -ErrorAction
SilentlyContinue | ForEach-Object { $sig = Get-AuthenticodeSignature $_.FullName if ($sig.Status -ne 'Valid') { [PSCustomObject]@{
Path = $_.FullName Status = $sig.Status Size = $_.Length } } }

POWERSHELL

# Review Windows services for anomalies Get-WmiObject -Class Win32_Service | Where-Object {$_.PathName -notlike "*System32*" -and
$_.PathName -notlike "*SysWOW64*"} | Select-Object Name, DisplayName, PathName, StartMode, State | Format-Table -AutoSize # Check for
services created in the campaign timeframe (April 2024 - present) Get-WinEvent -FilterHashtable @{LogName='System';ID=7045} -
MaxEvents 100 -ErrorAction SilentlyContinue | Where-Object {$_.TimeCreated -gt (Get-Date "2024-04-01")} | Select-Object TimeCreated,
@{N='ServiceName';E={$_.Properties[0].Value}}, @{N='ImagePath';E={$_.Properties[1].Value}}

POWERSHELL

# Check common persistence registry locations $regPaths = @( "HKLM:\SOFTWARE\Microsoft\Windows\CurrentVersion\Run",
"HKLM:\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnce", "HKCU:\SOFTWARE\Microsoft\Windows\CurrentVersion\Run",
"HKLM:\SYSTEM\CurrentControlSet\Services" ) foreach ($path in $regPaths) { Write-Host "`n=== Checking: $path ===" -ForegroundColor
Cyan Get-ItemProperty -Path $path -ErrorAction SilentlyContinue | Format-List } # Look for entries referencing suspicious paths or
names Get-ItemProperty "HKLM:\SOFTWARE\Microsoft\Windows\CurrentVersion\Run" -ErrorAction SilentlyContinue | Get-Member -MemberType
NoteProperty | Where-Object {$_.Name -notlike "PS*"} | ForEach-Object { $value = (Get-ItemProperty
"HKLM:\SOFTWARE\Microsoft\Windows\CurrentVersion\Run").$($_.Name) if ($value -match "vmware|updatemgr|vami|vnetd") { Write-Host
"SUSPICIOUS: $($_.Name) = $value" -ForegroundColor Red } }

POWERSHELL

# Check for Junction listener on port 8090 esxcli network ip connection list | grep -E ":8090|LISTEN" # Alternative: netstat if
available netstat -an | grep 8090 # Find any unusual Go binaries find /tmp /var /opt -type f -executable 2>/dev/null | while read f;
do if file "$f" 2>/dev/null | grep -q "Go BuildID"; then echo "Go binary: $f" ls -la "$f" fi done

SHELL (ESXI)

# Check for VSOCK listeners (port 5555 indicates GuestConduit) ss -xln | grep vsock ss -tln | grep 5555 # Check for processes with
VSOCK connections lsof 2>/dev/null | grep -i vsock # Look for Go binaries with VSOCK capabilities for proc in /proc/[0-9]*/exe; do
target=$(readlink "$proc" 2>/dev/null) if [ -n "$target" ] && file "$target" 2>/dev/null | grep -q "Go BuildID"; then pid=$(echo
"$proc" | cut -d/ -f3) echo "Go process PID $pid: $target" ls -la /proc/$pid/fd 2>/dev/null | grep vsock fi done

SHELL (LINUX GUEST VM)

# Check ADFS event logs for suspicious token issuance Get-WinEvent -FilterHashtable @{LogName='AD FS/Admin'; StartTime=(Get-
Date).AddDays(-90)} | Where-Object {$_.Id -in @(299, 500, 501, 1007)} | Select-Object TimeCreated, Id, Message | Format-Table -Wrap #
Look for DKM container access (token signing key theft) Get-WinEvent -FilterHashtable @{LogName='Security'; ID=4662} | Where-Object
{$_.Message -match "CN=ADFS|CryptoPolicy"} | Select-Object TimeCreated, @{N='Account';E={$_.Properties[1].Value}}, @{N='Object';E=
{$_.Properties[5].Value}} # Check for certificate exports Get-WinEvent -FilterHashtable @{LogName='Security'; ID=5058,5061} -
ErrorAction SilentlyContinue | Select-Object TimeCreated, Message | Format-Table -Wrap

POWERSHELL (ADFS SERVER)

// Detect sign-ins from infrastructure servers (vCenter IPs) SigninLogs | where TimeGenerated > ago(90d) | where IPAddress in
("10.0.1.100", "10.0.1.101") // Your vCenter/ESXi IPs | project TimeGenerated, UserPrincipalName, IPAddress, AppDisplayName,
ResultType, Location | order by TimeGenerated desc // Detect unusual service principal activity AuditLogs | where TimeGenerated >
ago(90d) | where OperationName has_any ("Add service principal", "Add app role assignment", "Add delegated permission grant") |
project TimeGenerated, OperationName, InitiatedBy, TargetResources

KQL (AZURE/ENTRA AUDIT LOGS)

// Detect bulk file access in SharePoint/OneDrive CloudAppEvents | where TimeGenerated > ago(30d) | where ActionType in
("FileDownloaded", "FileSyncDownloadedFull") | summarize FileCount=count(), DistinctFiles=dcount(ObjectName) by AccountId,
bin(TimeGenerated, 1h) | where FileCount > 100 // Exchange mailbox access from unusual clients OfficeActivity | where TimeGenerated >
ago(30d) | where Operation in ("MailItemsAccessed", "Send") | where ClientInfoString !has "Outlook" and ClientInfoString !has "OWA" |
project TimeGenerated, UserId, Operation, ClientInfoString, ClientIP

KQL (MICROSOFT 365 UNIFIED AUDIT LOG)

# Check for TRAILBLAZE/BRUSHFIRE indicators (UNC5221 Ivanti malware) find /tmp /home -name "*.sh" -o -name "*.so" -mtime -90
2>/dev/null | xargs ls -la # Check for session database archive theft find /tmp /var/tmp -name "*.db" -o -name "*.tar*" -o -name
"*.gz" 2>/dev/null # Look for web shell artifacts find /home/webserver /home/perl -name "*.cgi" -newer /home/webserver/index.html
2>/dev/null

SHELL (IVANTI APPLIANCE)

# Check vCenter version (ensure patched against CVE-2024-38812) cat /etc/vmware/.buildInfo vpxd -v # Review vpxd logs for
exploitation attempts grep -rE "dcerpc|heap|overflow|exception" /var/log/vmware/vpxd/*.log 2>/dev/null | tail -50 # Check for JSP web
shells in vCenter web directories find /usr/lib/vmware-vsphere-client -name "*.jsp" -mtime -90 2>/dev/null find /usr/lib/vmware-sso -
name "*.jsp" -mtime -90 2>/dev/null

SHELL (VCSA)

title: BrickStorm - Infrastructure Server DNS-over-HTTPS Connection id: INT-BRICKSTORM-001 status: experimental description: Detects
infrastructure servers connecting to known DoH providers used by BrickStorm references: - https://www.cisa.gov/news-events/analysis-
reports/ar25-338a author: Intruvent Technologies date: 2025/12/08 logsource: category: firewall detection: selection_src:
src_ip|startswith: - '10.0.1.' # Adjust to your infrastructure subnet selection_dst: dst_ip: - '8.8.8.8' - '8.8.4.4' - '1.1.1.1' -
'1.0.0.1' - '9.9.9.9' - '9.9.9.11' - '149.112.112.11' - '45.90.28.160' selection_port: dst_port: 443 condition: selection_src and
selection_dst and selection_port level: high tags: - attack.command_and_control - attack.t1071.001

title: BrickStorm - Suspicious File Name in VMware Paths id: INT-BRICKSTORM-002 status: experimental description: Detects execution
of files with BrickStorm-associated names references: - https://www.cisa.gov/news-events/analysis-reports/ar25-338a author: Intruvent
Technologies date: 2025/12/08 logsource: category: process_creation product: linux detection: selection_name: Image|endswith: -
'/vmsrc' - '/vnetd' - '/if-up' - '/viocli' - '/vts' - '/vmckd' - '/vmware-sphere' - '/updatemgr' - '/vami' selection_path:
Image|contains: - '/etc/sysconfig/' - '/opt/vmware/sbin/' - '/usr/java/jre-vmware/' - '/etc/applmgmt/' condition: selection_name or
selection_path level: critical tags: - attack.defense_evasion - attack.t1036

title: BrickStorm - Self-Watching Environment Variable id: INT-BRICKSTORM-003 status: experimental description: Detects BrickStorm
self-watching persistence environment variables references: - https://www.cisa.gov/news-events/analysis-reports/ar25-338a author:
Intruvent Technologies date: 2025/12/08 logsource: category: process_creation product: linux detection: selection:
CommandLine|contains: - 'CZePMeGj' - 'FIOON' # Note: 'VMware' alone may cause false positives condition: selection level: critical
tags: - attack.persistence - attack.t1574.007

# Detect account creation on vCenter index=vcenter sourcetype=vcenter:events (EventType="UserCreatedEvent" OR
EventType="PermissionAddedEvent") | table _time, UserName, TargetUser, Message | sort -_time

title: BrickStorm - Init File Modification via Sed id: INT-BRICKSTORM-004 status: experimental description: Detects sed -i
modifications to init files (BrickStorm persistence) references: - https://www.cisa.gov/news-events/analysis-reports/ar25-338a
author: Intruvent Technologies date: 2025/12/08 logsource: category: process_creation product: linux detection: selection:
CommandLine|contains|all: - 'sed' - '-i' CommandLine|contains: - '/etc/sysconfig/init' - 'PATH=' condition: selection level: high
tags: - attack.persistence - attack.t1037

rule BrickStorm_Backdoor_Functions { meta: description = "Detects BrickStorm backdoor based on Go function names" author = "Intruvent
Technologies" reference = "CISA AR25-338A" date = "2025-12-08" severity = "critical" strings: $func1 = "main.startNew" ascii $func2 =
"main.selfWatcher" ascii $func3 = "main.setServiceCfg" ascii $func4 = "socks.HandleSocksRequest" ascii $func5 = "web.WebService"
ascii $func6 = "command.HandleTTYRequest" ascii $func7 = "websocket.WSConnector.Connect" ascii $func8 = "fs.WebServer.RunServer"
ascii $go_buildid = "Go build ID:" ascii condition: uint32(0) == 0x464c457f and // ELF magic $go_buildid and 3 of ($func*) } rule
BrickStorm_SHA256_Hashes { meta: description = "Detects known BrickStorm samples by SHA256" author = "Intruvent Technologies"
reference = "CISA AR25-338A" date = "2025-12-08" severity = "critical" condition: hash.sha256(0, filesize) ==
"aaf5569c8e349c15028bc3fac09eb982efb06eabac955b705a6d447263658e38" or hash.sha256(0, filesize) ==
"013211c56caaa697914b5b5871e4998d0298902e336e373ebb27b7db30917eaf" or hash.sha256(0, filesize) ==
"57bd98dbb5a00e54f07ffacda1fea91451a0c0b532cd7d570e98ce2ff741c21d" or hash.sha256(0, filesize) ==
"b3b6a992540da96375e4781afd3052118ad97cfe60ccf004d732f76678f6820a" or hash.sha256(0, filesize) ==
"22c15a32b69116a46eb5d0f2b228cc37cd1b5915a91ec8f38df79d3eed1da26b" or hash.sha256(0, filesize) ==
"f7cda90174b806a34381d5043e89b23ba826abcc89f7abd520060a64475ed506" or hash.sha256(0, filesize) ==
"39b3d8a8aedffc1b40820f205f6a4dc041cd37262880e5030b008175c45b0c46" or hash.sha256(0, filesize) ==
"73fe8b8fb4bd7776362fd356fdc189c93cf5d9f6724f6237d829024c10263fe5" }

https://www.cisa.gov/news-events/analysis-reports/ar25-338a
https://cloud.google.com/blog/topics/threat-intelligence/brickstorm-espionage-campaign
https://www.crowdstrike.com/en-us/blog/warp-panda-cloud-threats/
https://blog.nviso.eu/wp-content/uploads/2025/04/NVISO-BRICKSTORM-Report.pdf
https://github.com/mandiant/brickstorm-scanner
https://www.cisa.gov/news-events/analysis-reports/ar25-338a
https://github.com/SigmaHQ/sigma
https://attack.mitre.org/
https://yara.readthedocs.io/
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